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Abstract 
The fulcrum is the essential point of influence in the axis of 

the physical mass, and this language is in the applied sciences. 
As for the human sciences, the dimension of this influence is 
subject to more accurate calculations, especially if this effect is 
inversely consistent with the national security system. From 
this standpoint, we establish a theoretical framework and an 
applied and practical field for the axis of influence.  The fifth 
virtual dimension, or what is called virtual geography and 
cyber security, as it has become the most important part due to 
the reliance of most developed countries on technologies and 
electronic power, which is considered the control stick in all 
areas related to the national security system and through the 
political, military, economic, security, social and other 
dimensions.  Therefore, the pillar of cyber security is 
characterized by modernity and the promise of the fifth 
dimension after the dimensions of land, air, sea and space, to 
be the most important equation in reformulating policies and 
strategies to protect national security

Keywords: Cyber, Dark Web, Fifth Biosphere, Cyberspace, 
National Security, Post-Information Society.
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 المقدمة
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Silent Terror
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ITU
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  :أهداف الأمن السيبراني ومبادئه وأهميته: رابعاً
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  GCIمؤشر الأمن السيبراني العالمي : خامساً

GCI
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o Organizational:

 



 

         Volume (4), Issue (4) November 2024 Jumada al-Awwal 1446    87

o Capacity Building:

 

o Cooperation:

 

 

 :ITUglobal cybersecurity indexGCI, 2020  

  



 88 

 NCBIمؤشر القوة السيبرانية الوطنية : سادساً
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  القوة السيبرانية واال الحيوي الخامس: المطلب الثاني

  اال الحيوي الخامس

  :الجغرافيا الخامسة: أولاً
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  ):الجيوبوليتيك(الطابع الرقمي للجغرافيا السياسية : ثانياً
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  ):  Fifth Society(اتمع الخامس . ثالثاً
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""

Driving Forces
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DronesInternet O Things

Artificial IntelligenceCloud 

ComputingSelf-Drive Cars

الأمن القومي ومرتكز الأمن السيبراني والتهديدات : المطلب الثالث
  اللامتماثلة

 ديدات الأمن القومي: أولاً

”
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  :القطاع الاقتصادي ديدات
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  السياسيةالتهديدات
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  التهديدات الاجتماعية والثقافة 
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  ديدات قطاع الصناعة
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"

"

  :دور الردع في مواجهة التهديدات اللامتماثلة: ثانياً

"

""

Asymmetric War
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 :أوجه الردع وبذلك يتضح أن الردع يتكون من جزئين: ثالثاً

 

  الردع وتوازن التهديد : رابعاً



 

         Volume (4), Issue (4) November 2024 Jumada al-Awwal 1446    103

 



 104 

 الخاتمة

Hardware Soft 

ware

SOC 



 

         Volume (4), Issue (4) November 2024 Jumada al-Awwal 1446    105



 106 

 المصادر العربية

 

. 

 

.

 

.

 

. 

 

 

   الأجنبيةالمصادر
1. Rashid, Awais (2019). The Cyber Security Body of 

Knowledge, University of Bristol. United Kingdom. 

2. International Telecommunications Union (ITU), (2008). 
Overview of cyber security. Data Networks, Open 
System Communications and Security – 
Telecommunication Security. 

3. Pawlicka ،A. ،Choras M. & Pawli (2021) ،The stray 
sheep of cyberspace a.k.a. the actors who claim they 
break the law for the greater good, Vol 25. 

4. Christen, M., Gordijn, B., Loi, M. (2020), The Ethics of 
Cybersecurity, The International Library of Ethics, Law 
and Technology, vol 21.


