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Contributed to its digital impact on Indian banking / a practical
study on the impact of private Iragis

Abstract:

The research aims to identify the concept of sustainable banking
as a mechanism that supports digital transformation in the
banking sector. Digital transformation is a global phenomenon
that greatly affects how sustainable banking services are
provided. The transformation is represented in the transition from
traditional operating models to the use of digital technology and
modern information infrastructure to develop and improve
banking operations. With the advancement of technology and its
widespread spread, the problem of the current research is evident
through the extent to which digital transformation in Iragi banks
affects achieving sustainable banking. Are there challenges
facing the implementation of digital transformation and
sustainable banking? The researchers relied on the inductive
approach based on the (descriptive-analytical) approach, in
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analyzing data from a sample of Iragi private banks, namely (the
National Bank of Iraq - Ashur International Bank), due to the
reliance of these banks on technology in providing banking
services and the availability of cooperation from these banks to
provide the required information through the banks' annual
reports for the period (2021 - 2023).

One of the most important conclusions reached by the research is
that digital transformation has contributed to improving the
operational efficiency of lIragi banks. By integrating digital
technologies, banks have been able to simplify their operations,
reduce transaction times, and reduce operating costs, which has
resulted in an increase in the effectiveness of banking operations.
In addition, the most important recommendations were to
continue working on developing the infrastructure for digital
transformation in lragi banks, to support digital transformation
initiatives. This includes improving internet connectivity,
securing servers, and implementing advanced software solutions.
Keywords: Digital transformation, sustainable banking, digital
technologies, Iraqi private banks.
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Abstract
With the acceleration of digital development and the emergence
of artificial intelligence (Al) with its advanced algorithms, the
Iragi banking sector faces challenges in employing Al
technologies in banking activities and the absence of frameworks
that are adopted in assessing Al risk controls. Therefore, the
study aimed to integrate the Artificial Intelligence Risk
Management Framework (AIRMF 1.0) and the Institute of
Internal Auditors (I1A) Al Audit Framework to ensure effective
control. The study was based on analyzing data from three Iraqi
banks listed on the Iraq Stock Exchange and using classification
models in machine learning (K-Means algorithm and Python
libraries). The results concluded that banks were classified into
three groups: high-performance banks that are strongly
committed to controls, average-performance banks that need
improvements, while no bank appeared in the low-performance
group. The study recommended adopting international
frameworks for assessing Al risks, enhancing internal auditing

using machine learning algorithms, and paying attention to data
governance and quality, with a focus on human and control

strategies to ensure effective implementation.

30



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

-

daxial)
dlae (b dojluiia il (pdally galadl Hal) el 4l Clyedl) ¢l
@l cSA G us sl la@ll Heehy Claglall 3515 L) i<
Jidas e 5yl Lealis o0 AN e 585 ) cbsall dlb 0 K (1A)
ol 2l Slay A JSAIL dedall clilall L aiilly puelly sanllg
el o183 s Jleiad Gy dall s LSy yline by jlsa DA
Asdhall phlaal JUl e quan Yy Jala) @aall JSg Al aleal) dan
A ¢ e lbaa) o KA lali sylaY Aaal) culaailly culue il ol slaey
3 Jae ) laay  (NIST ) lastssilly juleall gl ageddl dec
O s YT b [ohps 8 (Al RMF 1.0) elhaay) oS3 hlis
Gl aladin) jpghaly il A owd) peaie eliaal) (KA Hhlas 3l
dae dashin e Julilly yshiilly arenaill 4550 Glaal o lihal) (1S3
Dbl e el Gl gl LYY e s e lidaal) cSH) il )l
G (A ) ulalal) cpsinal agee L L Al cldaall (1SN 46 )
THE [1IAS ARTIFICIAL ) _elhayl (K Gés Wl
&b iS¢ (INTELLIGENCE AUDITING FRAMEWORK

SV g Al cleUaill alies JaS; L elidaaY) oSN @Al Ll
Agy laa Cipladll glhi I elila¥) oK o jou W@l cuas
lgio aall _elilua¥) o1SA jhlis sylal Cojlad) guiad of A s2e jhlis
GAxll aaY) sl allaays cAuld )l dyigall Cligd) cljlaaly Bl Lyl
G e elilhal) oK lalie Alal) ¢l 4l haglseall anis 12l
Shradl gladll & gl Al 8 lale ol V) Ay cllils cladss
GSall i) lyaal A hadl dgeally Shandl eV Gilaety ¢SV,
Jlainly sldie) GlSaYLs ¢ elihal) (KA jhlia slsy A4 Y s

31



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

Cojladl ¢l Jdail (K-Means dwlsa)o V) aball 6 Copaill 3l
el 8H jhlia sy b
Gl Lngie Jo¥) Gl ADE P ey Sl Joliy a0 W Ll
A i bl Jsliny G Gmaally sl i) Gelgads Al Sl
claailly labimay) haly il Culall Cllill Gl e liluaY)
Ayl by al) dagia /J6Y) Gagadl -
Caall Aie =Y.
Gl dadl Gilise 3 (Al) eldaal) oSN cl aliiu) ¢ Ll ae

Srad gl 4 e 3l dee aals ) cbasall s Al
L) Jae Slas ) AN hlie abajl Lasad 4:,5),1\ gl Ay losac
slie) @aal laiy ((Al) ellaaY) ¢ KA clinls dauls 538, o Al
Dl Alall ¢l clali Vs clagetl) Gl s Alal) 4 yad) 234l i (Al)
V) Adal) bl Sl e lilaa) ¢ K
daa e dball Y (Al RMF 1.0) W) o Jelsill eV law k-
S(HA) Gadalall s
(Al RMF 1.0) _elha¥) oS3 jlalie syl Jee ) g JalSll Ja -
e (HA) Gulalal) puiiad) sgre o ol elidaal) oSN Gax
¢ ool KN lalie sy SN Gaxll ) ejen b
dalail (K-Means due)lsa) V) abaill 8 Caneail) cadag Gl&ayl Ja —
oY) JalSs iy o elhuayl ¢ SHhlia 5l & Cojliad) ¢l
Caall dpaal =Y.

1aShs Loy 2l Gl 4y allacay (o3 sal) dpea) (o Condl dpaa) 550
bagpad Suadl gl Losee 4aLai¥) a0l dad oy (5ally 3)Likl;

32



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

(oelhaY) oK halia s e JSl GEx) S ) AL Judl
ylaly dlall iy clalay Yy AY) dlae) dada e pgall Jalid e Dicad
Suad Ayl dea) il lgied S5 Gund 38y e llaY) oK llis
Caiaill z3la Jlarinly e libaa¥) o183 L35 8 Al byl slae) ge
(K-means 4w),lsd) Lias V) el
Caall Calaal =¥y

S B el oSN Jlaaind A o g gual) Jadus I Caall gy
die Sl 3AxN asly A gasilly gl Aglegdaall 5)dll aey N lall
ol Bl aniy A Qs eldaal) oK il lss clalis 3dx
t UL Calaa¥) aal Sl (Says e lilaall oSN lalia s
@l Al pal) cblaayl sl 38y o ellha¥) o 1SA) jhlis bylal plali—)

oo lilaa ¢ KA ity e slaall 3)4ilL Aluall
anfi Ny (HHA) 5 (Al RMF 1.0) @l o Jal&ill (& aa i —Y
cselihayl o KA lalis 5l
ol b Ali ) Lapeall s & NN ANl 4y aghy @A) psall Gl Y
csibal) Apad) g Uil b cllaaYl o K3 jhlis
Lyl Babiiy lay Lo lae ) Ciligie 4 Sl die Cojladl) lgal) —¢
oo Python sl aa) Cadagis V) JelSs 38y e lidaial) ¢1SA 208,)
(K-means 4w),lsd) skiclyy PyCharm gl Sla
Caall dpzajd — €Y
talie ) dpm § e a3, Sl Calaal (Gaail
Al Coliad e die 4 elhaV) LSA llie 5 s oS
(K-meansiw) la) sy
(A) e selall HWYls (Al RMF 1.0) ) Jalsiyg

33



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

il mgie =0

ol mgidl o lalll cadie) a8 ailuay Ll gl Cilaal gl
slaie )y clda¥) JalSiy aalaall (gylail) Jualilly Alall el Calsal) 3 Ll
L) gl
séaal) dne g Ayl 312l =1,
AP bl pen 3 Aage ) Wajlicly panidll Al e Y ol
A (I1A) ge slall Huyls (Al RMF 1.0) o)) o JalSill Nl
oo A & ol Gl Ll e ey 2y eV cllaal 38y laalac)
AL 3O Al (o (A dade Cijlas D b (Ahall Cajladl
o Sl eVl laslad) 48 Cand Jssse po LA el e Slad
& el (8 e led dia) ) Adaial) dagl e Capill Cojliadl)
K-Means. iz lss Gadiil paalaall dlacls Lyl (e Db «\gilal
ttlad) Gl dalgly Abilu clada -V
iatil 8 aidag ey eliluay) o1SHL alaa¥) & sl chlal) Cueg
Jlaall gy cadia) Al cluhall (e sylalie Bylal dali 4885 Jdalal) Gasl)
— QU el Sl Lena il Al
Gaxl sagm 8 elhal) oA ) lgimy (Y0 YFegagmuall) duho—)
fimale Ul — (Opaiasall i e anlSaily
alailly 3y0al) L) oalely ellaall (&N i Gl I Auhall i
Sl 3axl) sasm 8 (Aiseyl Glleadl Laly i) Gaxly (V)
(Y00) oo A o canll 5148 Dlawl) Gglud) slaielys . el )i
& olalal) Wl ehaalls cillaall ey Gaiaally Cpulad) (e Cuniis
Al GhU Bhall Gsm (A dapad) A sl uulad) ColSa

34



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

fSA) il aladiul e Aglas) AND 5 5 sy ) Al clag
POpaiiall QLB sk 85 GAS Basa o el

&b el oSN 8 Gl 3Ax) Glsieg (Y YFoaalls ady) duln Y
— ((Al) oulalall piiad) seed elilaal) oS 385 Jae ) sun
aldan d,lay Ay

) e el 8H) G Fanl asede e Capedll ) Al cdo
peiall ahdiuly culalall sl s el oSN GEn e
Sadl Ay Gl pabaid DA ey ddailly Auball & V)
Jaind) Gl ddlvd) lladl ddi Jal e i e clabinud
Gaa bl olal Ahal AGAN Btiall asl il iad) e cibay sl
Aldad) el @Y lae aca alul

Aalal) el o ellaaVl oA ) rofsiag (Yo ¥eoulall) dun -y
Gl daals = Bypdie e iuale Al — (LY dad) B daulad)
Jas Y

Agaulaal) Al 3 o celhua¥) oSN e capll ) Aual) cb
(Mol dad medl e duhall cadel dia dpay) gl 8
il coelaly dna) A (1) b clalall Ge 38 (104) 0o e alaiel
Al B Lpaladl alill sl o clhiall oSY aladiul B s
PRI

Auditing of AL: Legal, Ethical ):o)s~: (Mokander,2023) 4.l —¢
4 gilal) maliall 1 ellaaY) SA (34x) (Land Technical Approaches
plia Cuny (AuElly AEMAY)

spaladl CNslaall (asady Lot Alld daabe o ) sl Caag
Glalat¥) JalSi Bygpin ) il diagis ¢ olbuayl (S Aokl Gdx)

35



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

LA ASsal Al DA e Ganl dle e dpglally sl dga)
. se iy

Sle esall bl gliald) Ao as e JV) duhall Ll 0l duhall adle
(AIRMF1.0) Jls (NIST) Ll Giy Jo el (KNl
(T Hel) a0 ashlaaly plalall cpiad) sgze s Yo Y€ e jaliall
+SA) jlalae ) A laglis] o0 Laylsaall Hlialy goyllay) G JelSall (Gi8an
@l e Slzmb ¢ Adhall padl g laill Gjlas e die o clilaa]
eelilaay) oSN jhalaal 4yl Lalsal aad el d30l) 3 Ldla) Al
& il 23l o adied Al el oSO ¢l s aa) Cala i,
(K-means 4w lsd) a5 Y aladl)

shlaad a0 g8al) jhafy o llaal) elsMl g lait) Uy (AU Coaal) oY
St 1S gdai—y .Y

Al e Dl ) eyl Ly s <Y1 Llal) Jalal) s )
laslSanily 4l ly o lidaial) #\SAL Alidid) Zdlal) Ayl 4lals o5 diag
pe Al 5y il 3axl) 8 Jd) sy Bid G (1A 38xl) e
oo gaal il allas 8 asads (Al) eliaal) oSA) clE ek
Sl anl Glujles b peliaa¥) oSA) clas A5 Glal gy, el
ol Chlee oo A Y (Al G SA 4y sasiall sl (e saliiudl
(Bl lay ) asly Slalaall auiis Jead) Sl pedl (L) agh Gl
oSy Vs el Cplalal) o) i el 31 e lilaal) o1SA) ey
YTV Y £y ) aedlaiil

Glaxdy IS andy Jiise Balis 4l (HA) Capes Giy Jo Jalall 3axls
b Bl s acluady Whllee (paty Gusgall ded Aila) Caagy 4yl

36



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

Blels Cpunty il B agie Gisll g L) DA (e Fasall Cilaaf G
(1A, 2024 :7) a4,y slalaall )5 e all Slilec

tienls Losgia o lilaall s SAI-Y .Y .Y

Slo Gl et difide bl Jady Jsed pmllaas eliaal) 1S3
ialugy ally Baeall alxilly 3ynald) Aaails gl sieal ddalug Lalal)
SisneS galiy 4l Gl clhiall oSN gy ey i)
DA e lehayl A5 Ay Ldhes A3)5all ChLall A 4K (Gsmla)
sllae aly Capady (V=YY VY Gb cand) il yleall dlalug dadleall
Aabai] apanal ) Caagy Gasmlal) ale g5 (e g8 sed ¢ gl £1SAN Y
Tae o adiags el olull (8 Lebyms A pailiadll i axd 23
oalsa aladiuly cilleally Gl Caay gl (Ko Al YY) dalls
alaall aglail Alhidll dgeall ga ol ¢ (YOrY Yicladll) Cpulall duhia
Jiall 4y oty Lo Slad Caillag oLl e 5)0l) aillaey pulall e sadial)
sl ¢ Aplals Anle Glege Jlad) ¢ bl Al AL Cus (e LY
Sl spally Shall s3asl 8 ) 5y slaliaes ¢ GuleaYl 350l i)
s Lggle adiny A GiluyylsAll con A L(VTA Yay e laall) )
(0 degena sd . ligg )l ¢ Branll Seil) ¢ V) aledll Jaii Sy e lilaia)
by goxins A pleall I 1) et Ally ANV Lai of oy 01 20l
2 aa Jalailly 2815 LaliiV) 5alys gl ydss M (5055 s liaall (e S
lie 315 asall cld iy Jalaill oz hatiuls deduall Glld) e e
Glanli€ Glinlilly el oSN Glinld §)ema GSaYLy g0 IS
e Gaants [ ASH) Y i€ ) ¢ ol V) adlgl) cilead fAid) dgal )
plall Gliadiiy Gusmsall yes Gaguadl Sl Yl Cus e AN Gl
Lpaal) @A) Jie [ogulall dle cligli€ o) ¢ luall Ghid) [ SKaY)

37



Yove Ll Joli - pde Gualdl) aml) - M alaall - [SSN 2709-2852 — dsslaall g 4dlall o glal) Alaa

G allhiae i g B oY YOY auaddl 5 asl) Lol
Oainsall Gauaill ol Jhle mlhias 4l e aepll o) elilaal) 1S3
aaa adly (Aha) IS Caplaal) ) i Alls digal) gl clylaialy Jasiyg
(IA2) Jaa) il Cua ¢ elilaa¥) (1SA) Gax 6 sl Ganl dad,
led Osam Al Al (ageads Jualsilly agds auli o dwsall 3o bue )
el G o duwsd) 58 o (o) 5 ol) b ellayl cISAl
(V) JSal) maamsys (HHA2017:12 ) Jyshall ol lawsgial) o juail) gadll o
) sExl) 3 el oS aldic) <N las aal

e lihay | £ls il J Al gl |
dhdiy doyuy deiiall UL caguaty Jbati—y | €€ B g pby odpadi, dogdod eless -y
o Ay phlaall dgiat g L B id 2ol pii & Ay A3 pledd Uah
2iaf ghaatt Dapdih cafth flslas s > ciltaa
o=l g . o
deab A Baladh apad Jui ge elbed dioh v < (assisall) Slaty) Faas ded Jabi —¥
T 1 e 4 - R -
daflag g Ll § s el Anled ‘__,:-m_....umn T PLUERES
ety Byl Agusall Aidly L st — Falisy dfoli fandfl Gaal
foon (amonll Aash (A5 el cmlgng
i Jia g Liadal wndt B ppwas ¢ | € Ty oty g Uyliisde dolph bl auls —#
el flats pllh Jiah 0.t oh dalsih
i —
e elhuotdl ol Slwyfeh Jledul -t | <€ i g gl — ¢
Ve SN TRPL N, P S R W T R Y Al wli b1 sl
y . P Lidsiatfl 2 SEY Gadais
LMy GHLAGR Ea) A Falidhy ol o tatll 5 B gl
Latc. e —
TR [ P~ KA TP B T, I 00 ) ) ;
“’T - J“ o e € 80y yhilial 3y daseall oty —o
Go hiod egpdall Jalall o olluait alsdh
L .. . el gedaa gl Samis
el 2l Falisy ddpoutl digd :p_, "
S8 Gulfy Sl Dolanay SLLAD Basms 3
Lo §atiually Sl

I Gl Aasly e lhaal) oS o 815 @l s 3()) JSal

SBaldl dlac) @ a4l

38



Yove Ll Joli - pde Gualdl) aml) - M alaall - [SSN 2709-2852 — dsslaall g 4dlall o glal) Alaa

gt 38l ) Bhaliall (e aaall Alin ) moaly Goll) JS ) e
Gar et 3 by ey el QY oKD W o Jala 1 Gés )
o oSy a1 ada b dda Gl o G a Bl wa ) Gl sl Jada
i deligsel &€ el elil a1 oS3 W el Jasi RO £
A Ssally Hhalaall3)la) Jya A Jgina Glilem apn &5 G Al Gl olee
((YA=YV:Y Y Eeclaydll) DA e

el IS L alasiuly jlhlaall sy —)

o= lilaa) S s alasiuly Lellas s A1) aan =Y

oo ilaaY ) ¢Sl aladiuly dalall Laygall il —v

S i dadiul Gl gy AGE) WS Rleld i —
. se iy

zlhny V) G Y] ellaal) oISA aladnnly d8dy, Alladh i s —0
Codal A dagiy o elhayl (8 A 3Exl) 8 duagas )
G Jen hlaa¥l (e dlali Cplalall uiiad) sgae lgias duigall culiag
o= lihaY) (1S3

((11A) aadaall Cpldlal) ¢piban sgaal o liluay) oY) 385 Jas ) - Y.
by o lhaV) oS3 385 Jae ) adieal) Gulalall (aal sz sl

t V) il e by Bl ity ehal DG

(A S5 4y o lidaa) ¢S agd) — Glying :J5Y) Hlaa¥) -
(Understanding, Adopting and Adapting to Al)

Oalalal) ) dgae (e Ll 8 el ale]) — leie 1 SUD laal) —Y
(oo lilaasa) £ 1S3

(Revisiting The IIA’s Artificial Intelligence Framework)

39




Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

S @Al 8 sl 58l je0) — olsen i B syl —Y
(o= likaa)

(Internal Audit’s Role in Al Ethics)

H(Are Sy axiiy o liaaY) ¢ SH agd) Olsieg 1 JsY) laall =Y. Y. Y
any daaliy eV el Calide b elibual) oA aladind gsluid) el fylas
£\SA1) Jlae 8 oS Laaii 32 (g2l5 Y4 YY juadgs 3 (Chat GPT) _laal
O il e lil o e duaa ale ga) eliaial) KA . clilaaY)
laysas (ly opnalall yeal (b leasaad 5 A gabally 536215 Zaalyyll ac )il
O Lie alian LSl lajladl Ll ey ) lilealls aleall (e 22all (5250
(Lela conmy il 52 aall JSLl) Joda alay) 8485 deyull Sy
O alanda alaaii) 8 augill 345 Aes ((INTOSAI Journal,2022:1)
Jlee ) 8 anla))lsd s 4nlils Jend Saae agh llia (15< of (IA) Cara
Al Bl ) papdlly Hhlaall aaady (el Al g Udailly 4 Sall
.(11A,2011:1-5)

el oSl clial] agdl gyl Axpally J5¥1 laa) (HA) 23 S,
M) e Gl Guiiad) ()€ Sy dedal) Uil eyl ase 2l
Jsaanlls dedall llal) ae Julaill e 0l 1536 of o (IA) Al
saydlly shlaal aaay Lidnts dedall ililull agh Jsa Alls claliy) e
Nsing (aagmadll 1ign cilaldy) cpdalall sl agaa sl a8 cdliall cild
cua ((DATA2017 (GTAG20: Understanding and Auditing Big
ae dediall bl el i s Jagladll ¢ L Jalall (38x) 4S)Lie & aasl
&b Al sl sae Ldl 10kl 5 4Ll cilers 38 Jalal) sl oY
el s (lewal LU Jasal) 2wl Jadadll apenaiy Slalaall e aal)
Jon )Y alae (o b agld N axl) B e Slad cledual) il

40



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

13 jighy Aualaidy) sanll dad dalaa) o Wil dedal) il il sae
Iahadil die Lgilehe cany A Jalgaially Gyl cibanilly lalaall sl ol
(GTAG20,2017:1-12) desuall il (385 Cillaa]

& 1ol oy a8 cpdala ) iy o) 3 gaad SV el Gliw 4y
5l o2 el i e lihal) A Gl (jayds oliaaY]
slaie ) LDV jhlial (gl 3hiall sladl jhalie (gl Fadll lli)
oo Anlai@y) sangll alas jlalis o Led I s il ) 55y 28 41Y)
DLy afle halae (e Slmi o elibal) o183 e adiad o113 Lgiliyjs
Ay Y e llaa¥) ¢ KA 385 Jee ) 2da sy (e lhaa) o K3
e OpSE Cpa cApaliai@y) Bassll e lilaial¥) o 1S3 Gl (e LelS culigSa
Ay Ul Ayjlans e lilaiall ¢ KA A g ¢ o lilaial] ¢ KA dn i) i)
(25 sl cgpil) Jaally UL 535 Al

Liga Lo 3S) elihaa¥) 1SAL Alall @i (1) Jlaa¥) ol 36 Ll Lads
SN yaae Jda 3 Sl e Adlite 05K o ey ¥ Jalad) (38al)
a3 allians G2 jsall Jlall Gaall agdy o agal) (ray oo lilaiaY]
Os8aall W ading 3aras Ciliagias claldyly Ul lia (o< of a¥s yoanll
caad Jaal) & (Cdalall uiiad) dgas) digall cilgall (e spalall ¢ plslal
s 1Sk Adlaial) AaS alls A1)l Hhalaall 3la) Ciljlee Sty (patl Lelh
oo lilaaY!

due A kil sale) 1 oo llaial¥) o SA 3)5%) Olgiay 1 AU jlaa¥) —Y.YLY
O Al Aluludl il il dgxe ol 1o llal) oSN dee )
sl a1 s allah s elila V) I3 1) 3805 HL) o)
3l BN 5y sy apilly slaladly chadl (bl e cbasl 1)

41




Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

Aded Gruaty il Amgie Cadlad aladiuly celihuaY) oS3 e dulaill 8
.(I1A,Part,2012:1-13) 4 sally 461y lalidl 5l

2SN cldal 8 il Gl ye0) (s B Gla V) - WYY
:(‘;CULAAY\

1SAIL Al Al 3 daa) AEBNAYT Llcadll cav 4l A iyl ag]
A o) 258y Hlalaal daaly Ay iy of Jalall @) e el
PV et e lidaal) o 18A bl fsalu (a1

eal dgag aae e U e lhuaYl o 1SA s y3lae 3 calatly dall -
L SLlall g s ananailly Japadnl) 5538 Jia g Silaa)lsadl o) bl b

Aene Sl e lilaial) o 1SA) Aadail okl iy G 1Yy Apa saadl) Y
= ihaay ¢S Akl apana oy Cua cAgellall cillliall )iy Al Ay
aeshy Lelliial Glaszal il Al s 5yl AlSa) 5% Jalgazmy LT ladinly
A il (Y 1s Aa peadll Jadgua g

=il £ 1S A il o Uiy 8y5 e Al fase Sl sdgluay) -Y
Al ) A8 ally Lyl sia ) anid L8MAl Alile dagie sladinly
are ool 34y Ao elilaV) 10 Akl apanal aiy off (gys il e
O] daliaal Il Sladls HLEaY) dall) e 385 ols cdalilly el
S A e D Tl i 5850 G sl de Laal) adladl - ¢
AP P [P0 SO PR R [ W TR P WP DL RER AP, U -
) Sisal) Ll Calaaly)

Gliaalsally el oV ¢ K0 bk Al Glasia o sadlully A dgisall -0

OLS 0 A Gy JealS U8 Joamy e lihal) o183 Al & saaadl)

42



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

gy G AalaieV s Adlaadll il 3 fsal) (fids o gannan lendsiys Waaad,
et ) sy Al A Badsal) adilla g ae dbaial) Aalill (e plaill e

e\ g A ekl 8 A& o Lsy Jal et e udll A LN, A8l 5 -1
zsas) e ddlle dapy ellaall oS dadal sl () and ¢ el
il

Omeaadll (Ao A ggnally e Losal) Tase Jrany a2 g3caally Al Lusal) —Y
oo ABIAY) Al el V) oSO Al iy Jssases sl
Aldine halie g5 38l ey el

O el o180 Gda s jLha) 8 Gulala ) i W) 3 gae 22 28
PUDNON PR R EURNR| [V RN VS W S VR JYCNN | [P KOS [ BN
LS e ol ieV) Joda 8 @l Al AL ) aglea sl
L sSal (el Y1 IS0 38a s HLd) ()5S Cum e lila QY]
Al A gadil)

Al Strategy elbal) ¢ 1S3 Zaglpin) -

Al Governance eliaa¥) ¢S 2 ga -V

AU (el dae B jalie auw (e Slmd Human Factor g pil) Jeall -

Al elhiayl 1S3 5. S —o Cyber  Resilience aslyud) 455 yal) =
Competencies

Data  4gaill 4uully cabilall dy)lee —a Data Quality clilall saga —a
Measuring  ¢1a¥1 (ulé — 5 cArchitecture  and  Infrastructure
Ethicseladayi — 4 Performance

.Black Box 25! (3sauall =5

43




Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

SIS U il W ds Al 4 bl bl e §) JLdY) s
p—illy Aasllly Al i) cler Al A Bddly el )
cldpl o a aied a3l Gl sl 35 .(11A,111,20:10-12)
G Al A dad Gl (s G ) gy Lglee 8 ol oY) o0 )
Loally i leli il Ly ca by Loy Jof Loelio Ll e
Gl Al a il (Defense Oversight) 4elis i, L3
PSS SO TS W R W FQRVR ¥ K PO . 3% PN FU |
Al Gas—ady Jalsilly aghy o o A bl Bacl e
o Al s e L E elh QY SO g S )
.(Haritha,2023:3) Jashall ol lawsiall 5 juaill sadl)

oo laal ¢ S Ayn il asgde —£.Y.Y

2D (s ol b el V) oS0 sl i) e i gl (3ia]
Aati WY Al e wlmal s anlinuday lan el e o S
sl Jlaee V) as Ay JalSall 3gail elida V) oS3 ) cul i
Gyt Ga Al L)y Al ol sl o esals W) e 5y il
Baagll Ay amy iy LDl e a Yl A Lgh i hd oa Lgily
CUPIER [ RN ) R[PSS MO, | PR S [PURE SV P O
Gt Joeall By AN oAl sl 3 aad PR e 4 aall A8l ) 318,
el V) el 1A Spag A il 5 LYl el Ayl L il
@l Vel N i e plailgdanld o)
el V) lSh N dmglnul s S5 a8 ((Pwce’s,2017:1-12)
G—dlsi ofy (Lgang ol Al a8V 50 sl Al Y ola ) Al
O—Sars (11A,2017:7) Aoyl 32 asll A ad)l) dpasili W) xa
(Y) ) ISl e lidaaY) o lSA) dunil i) oyl s

44



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

#

1 ".

T owae P i d'nﬁhl | d'i']ll'}dll TN
Y <::| <igl Yl <:| g <::| L”MI <:: R

oo o] o1SH Anifind ala) :(¥) JLal

s Apgedl Al Yo VVe ellaal) KN dadliul by il
Lol el 183 by (culildly e lilaaY)

dsas oelhaV) 8 Al oLy S il oy bl (<A (s
sasgll bl jolias agd o el L 23l el Al laasas oy cculibdl
LeiaSoag Leniaiy Leashatiy 485 sall Ll o Jsuanll 488 5 4alaidy)
Cleha¥ls Lexa Jalailly colysil) alaaind Alagall 4yl 3ylsal) 25a5 o Sliad
O3 Jlas 3da8 ) ) () s sl) Jsaslly Al Al dadail )y
(MY I Ve el o 1K) Ln il (i) Legualdy diliadll dodl)s

e Capmilly elidaa¥) oIS da sl slae) (i Jalall Gax) Jlae i
BIFCEN IR v W [ VO S PN PRCARVE B PEN P B PRCR R PR W
caulial dae))lsal)

=iVl e 80 W Aagli ) oo G L8 a0 S L 385 e
A A Ll dk Ggal) o 5 asl) dal iy sa sl calaalg
Lol @V s sl ol e e di i L i€ e Sl mb ol WY1 s
Glcajball abid s 8 Jala U sl o S oy Lgad
Aol Byl 2 agl) a8y el Y1 oS3 I Al ) cp o 3 Ldadll
A, il A lalges 3iaills Ay mgeadlly Al Al A Yaell Al Al il

(£07 Y 2 Y Y alils 2t

45



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

oo lilaia) oIS AeSsn aseie —0.Y. Y

ladudts iy Al Cleha¥ls cillealls JSLell I o lilaal) o 1SH) A il
A ganally e losall a5 4ilatil Alyay oo lilana¥) o ISA 5))al5 sl
A Jlae 3 Aa)Y i sl cplelall A1 G Glaca e Sld cAgladll
iy elilaa¥l ¢80 da il & pleall e aelugy ¢ eliha)
Lol sansl) deydiy LAy ard pe 4815 KL Aaleidl) eyl
£ \SA AeSsn Calaal clilaial) 1A 38x5 L) 2da ad ((11A,2017:15)
A A panally e lisall ypaaty oo lihaiaY)

@il yaiall =1.¥. Y

e Jalill Aa3Y e agadl oo lihaial) o 1SA il ghane ¢y sheaty adll 23Y)
e ihaay) 18 A il G Sl A A P 5y ally e llaial) £1SA)
Al e lilaiaV) o KAL Alall culd clehaYls el

:(AIRMF.1.0) = Ulaay) ¢ 1S3 jhlia §))a) Jas jUa) Y. ¥

Goa (NIST) Loaslgsilly jplaall il 2 gadl e ol HL LY
AN e Lails Lallas ol siely e lila V) oS30 U G 0 LY 5
icaabar haiuls 2 gadl agdyg a3 (e 2oaall s 8 o) LeiSay )
(AIRMF.1.0) ge—miss Yo YA ole i leil) A aalyd) o3 g HL LY
ooV oS0l 5y cilaads asgial G e shlaall ks
Addisally Dl all) Gia e A AL Hhladl ety lhlad) al g
(s e gilly aadil] LAl g A8le 85 AleLvaally g alls L)y
shlas pla) k) dwe paga SUN eall dody na (8 (ma sl
g3 e S ()35 Lelailly Jay ladilly 4 S pall) el oVl 1S3 )
Sl aa syl Jae SLLY Ao il Al el e oy G 1
Apapagll Jylall Adliy 3l pesiyy olihuaY)

46



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

p ool A lalae ki -y .. ¥
53l ) Ll L 21y cladaial) 353 apal (AIRMF) ) 2xla
Deshailly maenail) 33 8 bac Lully e lilaial oS Aokl 84 lasi)
Dlse e lilaaVl ¢ KA lalaa syla) s ¢ e liaa¥) olSAN Hlasiuly i
(e o lilaal) o180 Aabal dldnad) dpdudl V) e aall W Caagy
Leilaly Leidigis dlainall Al SETs olilaiall o183 Hllaas cilasagdll

Ggle
AaicY) adlieg dpaal HUY) 222 (AIRMF.1.0) ) adlicy dseal =Y. ¥. ¥
&L’dba\.ﬂs

Ly Ledaladty elilaa¥) o130 llae 2aSsn dal o cililaall Su3ai 0
s bl Bhgs el

zedly Aifisall e g SO alially LRIl os bl (i il O
cselilayl o K el 4yl — Lo laay)

il i Mas) sie ¢ all) ade [/ adll Ui g LY daalsll cllal) o
+ alls

ol gl dgeall Gl Gle a1y clslaalls cililaally clubdl a0
oo lihuay) o KA dakl jlalie Alall ¢l dpalanil) e Lusdl)

S b glaly apaail Al i o A el A8 330
esinally Ciluswgally Cleaiaally 281 8 sl clillly el

I Lot Loy Bolai®) clangll Jals Juadl s e cilagledl) Jilsi 0
Sllee llens cdailill Gilally bl ggually SN aia Glleey jlaladl)

o pcisall ] -'\G_’@imj Asladly Fiadlly ayiilly LEaY)

47



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

Al Shalaaly el £ K3y ddludl Cijladd) 333 0
b Al 4 lelall il gally A el Caly WYY o AL il 3 o
oo hayl o K Jlae

G—aailly apr—@illy LAV Gl olee 3wad e Gy dllaal g0
N Alall @l jhlaally e lhay) oS3 Al ddsladll,

feeliba¥) KA Hlalaa 3)la) calaa) V.Y ¥

P Al e lidaal) 1A jhali 5yly) Calaal Jlea) oSy

gyl ol s e gy gl ULl aa aall jhl sall 4 allee )
Sk G aSag bl Al 5l o SV B m i ali il

bl Bank e liaal) oIS il yls
eVl oS0 W Akl e A adgal) Al ol LAY (pe a Al Y
G nlay) eyl sl o csalen ol ] 3iail ay a2 aat o ilay
=V Jsat U b 2l sylay A lelall sylay) sas5 of o Sas

Adgise JSI el o3 Aakail ek ) Aldiaall Ayl

e Szmd Sl sl cl gl o aas o ey SR Da e Y
e sl Al Jaanl Lal i@V 5o sl dlaxi ) gl lal sl Jaas
Jan (g5t uneg plal il Jfat dasiy ) Bas Sl lgdlaal 5 as J ol
el (Llalaal

:ohlaall 3yla) cibass — €7

‘é)b;\ v e | é"s\_;:\ e Al Q\;\ al) (—a J—-JJRJ\ J\—L\}[\ H 23
Sy e ool oY) SIS3 WA e 5 b ¢l Al
:(v) SS "31.11 ~..S..

48



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

R T T N

Pl e ml o t| :nl: Jn::.'ll
A bl ,m;;. el fl.u.l.'\:] ) ,; ;
ub.uLi.\.:u| g ki
s il i

oo Y oIS ki 5la) st 1(7) J<a

(IRMFL.0) s} I Taliind Cipetty liall slae) 1 jacmal
=y sl sl (el 8 ciba an (e lla G my (V) JSall
aag) o el Y1 elKA N jhl e wl @i a oo
BV e a Ny Loy L€ Gl S IS i A agiad) 52 55 il
1S3 1 3 5y50 e Adliad) Jalyall 8 Lim a8 hlad) & )
.‘gcl.ﬂa.\a\ﬁ\

teeliba¥) KA Hhalaa 3)l) Jae o) jass —0.¥.Y

il bl V) o3 1 jhl sasya) dowe HL L) jas s el
Cld Clely AVl e ) o @b L DI o a0 Say il el Al
PP S PO [P Y - N VPR . PR 4 PO\ P W S N EE OV LA |
(AIRM1.0) J—ee k) a5 a () JSill gy d &Ly o
()Y ey Iaadally A pall) caillag an)ly

49



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

pETICEN|

f laali
Fudl Lo el e
Gid el s ) S5l jhlied s
) Al gal| leauTi i Lghlas

ol aliall .
G Bgldl ARES g =

W jpas Gl bl

5 il
aliall Qb oyl waad
e el il g

(AIRMF1.0) ,Ua) dee s 1(£) JS

lall (AIRMF 1.0 ) el oS3 jhalie 3y Jee Jlal 1 jdaal)
- ASaY) Bladll 55 Yo VY haias Ll giSilly jnleall cdagll dgaa e
(k-means) dwylsa — V) alail) 8 Caneail) alas tR-W-Y

ale 3 psSle Gaaa dd (e S (k-means)  J) plhaas axii) o
e 8 pusla ilid sasa ) ey alhaad) s cald 5y<al o 4y Y47V
ple (sl Cylsin 8 (e 4l a3 A lsall SuDISl) okl VAoV
OAAY ale a iy ol ) il G V) eyl Cpanaill Al 406K Y 40V
A ) dpand S 13gdy ddphall uss EW.FOrgy s Y470 ule
Fisss Olaile 0B cre Lyl 3 daa)yldl) o ilia) ki dan) o Ulal
alaill alea (pe da) )l 2235 ¢(1967Quee <1975/197917). Queen &
o U zasai oLl Gl palal) e alaill ey Jlae (4 DY)
Cliae sl Qo ¢ AT imey dlewall e Uil e el 2 han )
Gl ealall ye aleil) Jolay Lalal )y clyuall aal audiy saays JLaay)
alail) L)l il 1Y) L Adha) el G Alaliall 4l asgl e gl

50


https://ar.wikipedia.org/wiki/%D9%87%D9%88%D8%AC%D9%88_%D8%B4%D8%AA%D8%A7%D9%8A%D9%86_%D9%87%D8%A7%D9%88%D8%B3
https://ar.wikipedia.org/wiki/%D9%87%D9%88%D8%AC%D9%88_%D8%B4%D8%AA%D8%A7%D9%8A%D9%86_%D9%87%D8%A7%D9%88%D8%B3

Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

psiiuh Adgyma oL b Ll Jala pmy ) Caagh Caly 3D da il
S O A8 i) ) Gand G daalall e aleill Syl
oLt I bl U (590 Laa cctliuall 38 e 5Ly Cilegana 8 laasgs
(Y=Y Y e i) L dals il
tslend) i)/ G Eaal) -
¢ KA lalaal Al daglgal) Guudai sl K—-Means due))lsa cadag =Y. ¥
Cijlad) (e due & elibaaY)

Cijliaall 8 4alge 2] 2ay @) 1Al AN U8 (e L0l T suall ppi
GUOY Ghall Gsas (o Aayse Aplad Cijlias D5 JLEa) o5 s Gl A
i 130 s Lond 3 Cijliadll (bl ) Gigpally gl 5Ly Cagary ALl
Yyl Bleia) N Uialdl dee Gadiil gsime JLal (il (ol ) L
Ayl ol gcall Fiyl) sl e g ) Gald) b o lagiud) 4l
(AIRMF1.0) W) gl LY JalKi (e e lihal) 1S3 Sl
Cilaglaall Liasli€iy Jalall 3850 gsune ae dailaall LA ¢l (1HA)
Shlad A8l gl saally 5Ny (il (5 ginsal i) aill ) Jpanl) sy
Al 550a s AN 8 O Cijlaall (s yela Jally el o ISA)
K= da0jlsn () lail) 8 Capsil) 3Lt 2] Ciala i o sl = i) day
Means
ragdll) Jalasl) clghady o gt cliby e K-Means 4wl Gukil=1 .y . ¥
Glils ”%G”j "Y' g "% 3aact) 2 ULl aast i rliball Haead —)
Gkl Python  wlss andiis 13l ¢ K-Meansiae) )lsa Gadais «JWAa
+Aza)leal

Ayl (clusters) le gaaall 2o yaa a1 le ganall 22 23a5 -

51



Yove Ll Joli - pde Gualdl) aml) - M alaall - [SSN 2709-2852 — dsslaall g 4dlall o glal) Alaa

Jie diga yulaal ladg Juady) liass (KD pid 520 Copain 130 clgdde Jguanll
A(SSE) Wasll cilaysall ¢ sens

Julad Gl amy WSy Gile ganall Je @llall ap)gh sl tile ganall Jilas =Y
Neie JS Jailiad aghy cile ganall 238

Helday Gllaugiall ey (Slaal) Jidail) —¢

K-Means ) lsd Gubaiy a8 QUL et aay tlilall i =Y. 0¥
el byl e

Elbow Method to Determine Optimal k

50
40
30+

20}

Sum of Squared Errors (SSE)

10

1 2 3 4 5 6 7 8 9
Number of clusters (k)

(eIDOW) £ inte sy 3(0) S

Python ciliSa alasinly (lalll slae) 1 jaadll

(K) Sle ganall Jia) saall paail (elDOW) g &I Jinia ausy o3 (0) JS&) &
iniall e fay ) ddad) vie 9S8 (K)D el Juadl ) JSED (e aadU g

52



Yove Lad Jsbi - sde Gualdl) aml) - ol pl) Alaall - ISSN 2709-2852 — Lyl g Allall g glall Alaa

L led Gl il (K) A apaas Li€ey 3daiil) 038 e 5Ly (usiil) 8
bl 1eK-Means

diad duadl ) jeday £5S0 Jiaie Pl e cile ganall 220 apaa3 =¥
O ) ey Lee Balal o2a die mdanilly el oy G €5 o o (K
.(SSE) Uaall cilayyall ¢ sane il 83508 it 235 Y laany (K) 52l
tod ohiall Aldinal adl) Allall 28 4 1A

o) Aile sane EDE ) @lilbal) andt 3y WS 1Y 1 (Y=K) o

el A Jaal@ill (e ahe ) dals dlia (€13 :(6=K) ©
AT el Ajliay £ 5 ¥ el B aladiiuly dpe)lsal) GBadas Wiy 5i<F ashll
t ol Lo ey olial (V) Jsaadl A e s (K-Means duejlsa bty o
=) (K) JSI G s anal) on SUL 2y Gy (V) Jsasdl —)
:(Cluster_k4 s Cluster_k3

Cluster_k | Cluster_k | z| «| 1| i Lot yl) )
4 3 % | % | % | Ly

1 1 70| 58| 5[ 1.1- Clileall 5 lied) S sall

0| 1.6 Q\c\_);:}”}

1 1 70| 60| 51 2.1- Uelosall JSLA pim 55 4S5

023 28l a 50

1 1 60| 60| 6|3.1- illaad 45 1 0¥ e 1AS gal)

0] 3.2 @}.\.J\

3 2 30| 40| 3|4.1- S gy o) 5 A 5al)

0|43 S i dae) e

L;c\.iua' Yl

3 2 35| 40| 3[5.1- i i) AS Ll laca A sall

0]|5.2 leld) cilgall a

0 2 30| 30| 3(6.1- bl Gk 4 sall

0]6.2 ¢SE\JLML§MBB

‘;::L'\LuaY\

0 0 20| 20| 2|1.1- dngd s (Bland) Gapudli ;lapladsl)

0|16

53



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

0 2 30| 30| 4|21- ewdgimﬁc\‘);‘\;w\
0|23 elilaay) ¢S

0 2 25 33 4| 3.1- gl.s;ﬂ\&b.ﬁ?@j;w\
3|35 callsil) 5 ) gl 5 e lilaal)

0 2 25| 33| 3|4.1- bl s ydaasl)
0|42 i) il

2 0 0| 0| Of- Sle il Caa g Jagdaisl)
ainall 5 ) 3Y)

1 1 70| 43| 5(1.1- I I
013 Lanidl (i)

0 2 30| 25| 3[21- LSO Aalail apli ; sl
0210 4 Cua e e linal)

3 2 52| 52| 2(3.1- bl i iyl Gauda 2 uldl)
034 elilaay) ¢S

3 2 40| 40| 3|4.1- s cllaadlall pea roalall
043 ol dlac Allad

1 1 65| 60| 6 1.1- ol il ol a3 1Y)
0(14 elilaay) ¢S

0 0 20| 20| 2| 21- Gl yia) Jadads i3 Yl
0|24 o ) ol g ) gdl) audanil

1 1 43| 50| 63.1- il plaY) halie 41 5e 15 laY)
032 )

1 1 60| 50| 6|4.1- Cile) ya) A8 ya g (o 5 15,10y
043 bl dallas

k=3, k=4 e sand) d3lia :(V) Json

Python wliSa alasiuly glaldl slac) 1 jacadl)

D adeny Lo 53305 e b Slarail (453 laals Dyl amy (K = 3) of el

bl oa Judat] Luslia
s a5 3 (Kk=3) Gl cgana ¥ aruill iA 5yl A sl Y
O s Sl gl S i ) Dl egene IS S Ll A
) 6 M (K=4) Gl cpene £ ) ol 4 5l e pend)

il Faidie Lol ey aniai ) e e 8 Ac gana

54



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

Python wliSa alasinly Glaldl slac 1 jacadl)

s o5 (K-Means i) lsd alaas wly can il Jdanl Lsdg —¢.Y . ¥
Y cle sane ED Gaa AN Cajliadl)

ek A Caylaall Joiin o) Asganall) el ¢)3Y1 il de sanall -
b pladll Gl 13 Allady Lgiukaty Al Jadgualls Al (g dlle il
G Ciplaaal) o3 il capedl a5 T Cipaaall Jadi Ao sanall 228
Lie elilhiay) ¢ KA lalie Aalaiall cleyaYls clubud) Gads 6 el
A iy

alall Lggal 3l Coylaall aual 1(Y ds gageall) Jawsgiall ¢1aY1 €3 de ganall Y
Glisine ) doail Glpaadl) any ) dalay LS bl Gaaaiy Jaisia
Olgise yelal dua ' Ciyaad) sa de sendl sda  Cipadll 3 13 e
LDl gy Juadl ool Gaiat AiSa) e ecblpudly AN 6 Ada i

55



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

L ) Ciplad) Jaii o+ A gagall) Gaidial) oY) il de ganall - Y
Y 3 Al Wbl 508 Gliuad )z lads 2Bl Gl giuse Cieol
el Claall JS ols Adlall bl 3d 4580 oda (paca Cijliaa dag

Lgan a3 Cojlad) elal it oays. Jalls Jansgiall ¢y sl Ll
— Ul ) Lyl cildana (385 e lilaal) 2SN lalis
tmiiie ool hudly o Capadll thaugic old 57" T Ciuadl) 1 Jle gl
bl e 2l elaY) dmasie il e Cajlaal) o gl o 4y Al

k=3 e Gl gidl ey Slas) Jidail) —o.y . ¥

EO 8 1Y) Gl daliial bl e K-Means ) )lss Guks &
Jalail) 138 Cargy (% Yo «PoT) AV 1Y) chyine o 2Ly il gans
i (a1 gy A gene JSI elaY1 Jodaty il ganall (o g il iy )
s ciylaaall 8 el aV) oS jlalie sla) Granil diagie Ciliag
f ) O (K=3 aladinly cle paad) st Pl

%z % %) FIRRRE ic ganall
20 20 20 Sl s 0
0 0 0 Ll Caa 0
20 20 20 Gl i) aglads 0
70 58 50 Glel a5 cillaall  cluled) 1
70 60 50 e lusal JSLia 1
60 60 60 sl Ay g N e 1
70 43 50 ol a3 1
65 60 60 Shlaal il o 1
43 50 60 L Gl LYl 1
60 50 60 SR e ya) A 4 1
30 40 30 Shladlde ) ) dalE) 2
35 40 30 a8l A8 LEA) laa 2
30 30 30 Clband) gk 2
30 30 40 Al Cavias 2
25 33 43 o<l g ) yaal) agd 2

56




Yove Ll Joli - pde Gualdl) aml) - M alaall - [SSN 2709-2852 — dsslaall g 4dlall o glal) Alaa

25 33 30 ) 58ll 5 lalaall Jaglads 2
30 25 30 Aalasl g 2
52 52 20 il a 2
40 40 30 St 2

Glesane JS& Je (V) dsaad) awysale) (V) Jsaa

Python ciliSe alasinly (lalll sae) 1 jaadl

icsene IS0 el Cillaugia 3(V) JSS

Cluster_k3 — 4e saxe JSI £1aY) cilan 5ia

a3l

601 - %

(!

| | |
0 1 2

IJpestd

pgonle |Jopuw—s (%)
w £ w
=] o (=

~
=4

1

=

o

Python il alasiuly Glialll dlac @ jsuaal)

%z ©£.8Y = % 00V = %l ta Wl L i) Asganall )
SAY.oey

gl a8 M) 18] @ld Cojlead)l Jisio

~hisall man (B85 Dhiiul sedio

=%G Yo Aq %g._a VY. e¢ =°/oi :ﬁ_ﬂ\k__u)la:* a_GM\—Y

Yo

57




Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

lly Lol st e dsead) 35 4t (Ka cdangia il

= %z OY.XY = %o AV = % e @l e A sganall-Y
AYLYY

sl paen 8 eIV 2k Ciea (ge a0

cilall e B (o3 (pead ) zliato

Sl i) aiy of Ciyan JSU5 Cinll Apmgd Jod S G Lal Ll
(oo lilaal) o 1SAN jlalaa yly) & 4l Cpad (lanal ol e Cua Ayl
Gl e Jeall P o Caail 13a 318 e 50l Ciyliaall Koy
A Jsmasll sai il ae Al dalgially Lealiill (55iame ra duilial)
Slse o Lnd e 33 Lae Ohlaal sl 8 el (e el (s5iam
sy g il 8 dldiaal) Shalad) (e Jliyg o)y slal

Sluasilly alaliiind) [ aald) Gagall —¢

tol Log eyl e Ol e aaelly a2 A rclabima - Lt
LA AN a8 gyd s e llaa) oA i)y il 2 )
dgrally Cplalall ol agxe Lein ey Apigall Glugdl e daall s Y
SN lalial deedlall LY jlaal ) (NIST) Laglsilly uleall gl
o=y

(NIST) )} ae cmlalall (piadd) agaa (e Bpalall OGN LY JalSis —Y
e iaal) (SN lali 5y

Y 4Bl Lylsall re Llain¥ls Skl A Gl e ajlad) ol — £
chlaaY) Das Koy elilhial) o KY) llig

58



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

t Y (aatina) 3 paY) il —o

) Cua e leganall G eaals s @llia o

g Clehaly ilubin oo uiind () Asganall) Il o1Y) @3 degendl 0
Bamie CVlae b lieat ) 2 6a3 (65891 Cle saad) 0

t ) sl e luagll e aaelly Gl oA rluagll - Y. 8

Oo Gl Gl dige 3 elhaY) oSN cileyld cadag e Jaall -
Glaalall 3 A0Vl Llall Ll maly & dpaedll zalidl dilea) Dl
Gaacadid) aaledl,

DA o Gl padl plaill & elihaV) oSN jhlie jU) a6 —Y
cAball 3 all il J e Gl Alall el cilaglailly clalipY) ol
Gxlly Llaall Jlae 8 hpadl g Uil 8 dlaladl 5ol 23 alaa) - ¥
b e USy gl yhiiy elilhal) o KA byl e ey b sl
Jlaall 13

Sl 8 Jal) g8 WS el ISA) Al 6l laal Je Jaall — ¢
dandl (& by wlbuyld aladiul aphaii dal e alladl Js05 3)skal
LJlaay) & Aalaiind 3o lul aiag ¢ A padll

fok Lo Leadl luagill e aaell Caadll (e Jlead) cailadl rasl LS -0

() de sanall) Jawssiall ¢13Y) 3 de sanll

Ahally laphadl) Jie cddpeiall cailsall jus e S5l o

Allad Gl kil () de seadll) lad e 526N ©

(Y desanall) Jadl oY1 3 de panall —c

LAl el e Llaall o

bl 1Y) kil SN st 8 W) o

(v Ao sanall) pmididl o)) Cl degendll  —z

59



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

bl ) 8 plelall (86 (a0

ek 3aby)s el Cluladl st 0

oladd)

Ll sty )

s jume & Al A5l ) YYE ¢l e Calie claygl L)

oY) aysilly il Gl o o lihaa)

Yy Jilully by gl

GAIl sasa B elhaV) (A B (YoYy Al sy cgasmal L)
c DS daala Byslite e yfieale Al — (Cpaiall bl o anlSal
i€ o elidaal¥) oSN B (YY) Gase deas e o ulall LY
cillliad YL&inl Al oda e ¢ A gl 5 dpulad) dada)
AW aslall ad (Jlee¥) L el 8 tealdl dap e Jsasl)
oY) dac ¥l 5al daala chaanladls

s Liagl i€ e a3l aaliy Adlad oY) s Lol AGIS dese o ladl) LY
s GO (sl Apardatl) dip S allgal) ol Clea dpas (B el
LnslsiSs Lolysi€a Ayl JALLEN sasall ules esn b Claslaall Ll
Al Gigally cluhall dgae 5alll daals Ll

3ol e sisall Jalsall Jai " (Yo oY) clt de palill ae gl L€
Sy K i) Al Gl 8 dpulad) Gloglea) ali Al
oY) el JT daala cdylay) aglall

g€ 8 3 il (YoYY) e all gl s S5 .0
3gnd el V) oS3 U 38y 5 we jLhalesy a b el oYl
Gl A dae (A ddan Al & uhy— ((All) cudala N s )
c) 2aedl T alaad) B peabeal) dalai®Y )y dy kel

60



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

Aainly sall mse epnl) gl 5 ad) amhy sladll (il LT
¢ Al Ayt iy €5 2 dlais L lilaaY) dpuaall SN G e
T el Y alae ¢ dladl) coludyall A peadl) dlas

palall e Al Qe LN walall Glaill) YoYedlala opals LV
/ https://www.unite.ai/ar/what-is-k-means-clustering« (<,
Ly)y cilagdailly e gaidall

Uyl 1A L praal) Al Y I Ve e lilaal) o KA Laglin) Qo )
Lopanl] e llaaV) oS Aludis cclilyll

e all (Al RMF 1.0 ) ellhay) (1A Hhlase 3al Jee Ul .Y

+ AV B B Y YT Gl Lagdgilly el il sge
Liay) Jabaal) (LS

1- Mokander, Jakob 2023<(Auditing of AL: Legal, Ethical Land
Technical Approaches). Digital Society (2023) 2:49
https://doi.org/10.1007/s44206-023-00074-y

2- The Artificial Intelligence Revolution- The Atrtificial
Intelligence Revolution- Part 2: Revisiting The [1A's Artificial
Intelligence  Framework. In 2017, The |Institute of
Internal AUDITING .

3- Pwc’s, Internal Audit’s role in artificial intelligence An
Introductory Guide to Internal Audi Internal Audit’s role in
artificial intelligence An Introductory Guide to Internal Audit
February 2024

4- PART I: Understanding, Adopting and Adapting to Al The
Institute of Internal AUDITING .2017.

5- PART 1II: Revisiting The IIA’s Artificial Intelligence
Framework The Institute of Internal AUDITING .2020.

61


https://doi.org/10.1007/s44206-023-00074-y

Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

6- PART III: Internal Audit’s Role in Al Ethics.2024- The
Institute of Internal AUDITING .

7- MacQueen <J. B. (1967). "Some Methods for classification
and Analysis of Multivariate Observations". Proceedings of 5th
Berkeley

(Al RMF 1.0 ) e lilaua) 83 e 830 Jae Uy Auli) Jagfgual) :(Y) 3ake

Gohaa

4 ) ol yaall

Tl Il

\

SLhaY) plSally Allaiall dpagdaitl] g 4 gilal cilallaiall ¥,
(ilaglaty 45 ga g da ggda

(b Aaada A8 yaal) ol e Claw ), Y
Sl

Asaatil) il jlaall g cis) Yl s cilalead) g

aaad ciags Sl jlaall g cie) aY) g cilleal) Gadai ) ¥
Jaad il yd ) el plaliiadl 818 Aadsl a U (s glsall
Aewgal) B jhalaadl

Gkl PMA (e gl p plaliall 3] Ales sl V¢
A byl ga g pa ABEEN an e o) g Clalaw
oagdal) il ol of ) 130

Aglead 490l dmad pall g paiasall dua jlf cillasd Jagdadl) § o
Apalaiil) il g pasall g ) 9aW) mand g lganiliiy lalaal) 5 1)
daa) pal) clgles B 49 aad g kil lld (B Ly (g a5
Ay

Lo aa ¢ Sliball LSl kil jasd cilli aiag 1,1
A Bl jhalial) iy g 9 88 g7 ) gally

Aadall Jeds GGy Ciags cis) Ay ciblead) Gudai V!
S Dbl AL A agead ¥ Ada] ARy sy oLkl plSH)
Agall A8 figa s 2a LS

Gllandl g clubaad) Y7 AaS gal)
Aidaal) il jlaall g cile) aYl g
Jadaddy dlal) ¢l A gall e
Ll g slihal) plsil) Jhlia
Al g lal g L LAT gl g
Aol Wdis g AAAANL aud,

Aalaiad) JlaiV! ol g g il g'ganall gl 9aY) 3543 Y,
e g g Ll o lilaal) lSM) jhalia Jagadsy

AN A ggene vl B A3 BaLAN Jaad ¥ ¥
Sy plSM) Ui gty Aags yall jlalially ditaiall
0yl g,

Dplual) JSbt 22y ¥: AaSsal)
A ey Gy LA pdga

A gal) slad) gaan A (3ol 218N gasda s CuSailly Cppial) (3800

\ Sl 31 Ads o cu il Awnpall LAl ga ALY Y 5 aguud e Al gl
& pgild gpag agilial g £l (e agiSall ol plSl) | oliha) elSM jhlia Ads
Alal) cld LBl g cilp) jaY) g Gl o Guds gad, Lol g Ll g

SlikuaY) 1Sl jhlia hubadty laial) ) &l JA5) ¥
cilifa; Ga b 3 o SLal) 550 J)sha Lt 12l g Wil g
Clalaidy)

e aad LN dal 1 gl e g ciluland) guag ¥ Y
O A Jidial) iy oS Qg L el g el gigmaall g

S LSA) Aali) to il ) gyl g sl LS
‘;:UE.AYL

clbaleal 2ol Y1 £ ¥ AaS gal)
Alalal) 5 g8l Cdgha gﬁ &)
Joadd) g 81 glucal) (5825 g
bkt aie (J gua gl Apilsal g
Wbl g slihaY) plsll) jhlia
Blal 8599 Jish Lgdslalg

62




Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

a5 ) Adalgd) Aralatal) cilu jlaall g Cilbabud) (b £
W g gl g S Likua) oS3 Aabiil asanal die BB il

At el Al e aal Gl kg Gl g clgaladiud g W pddg

Alaiaal)

w\u\ﬂu\‘gﬁwwldﬂ‘ aigi €Y

W i W gl g Lgaanal Al (o Lilual) f-lSM\uL‘\.ﬁﬂ
Gt e cl il e oNeY) e gasdiag g Lgadliy

&)

D) cilles (pSat Cings Apaatil) il jlaal) (gaada £ ¥
cila glral AS i g Gl gal) o i pill g elhal) olSH)

Aoagdaiil) 5 a3 £: daggad)
SLSA) Jhlial e e ABE Ay
s ol slikall,

Wi g I Gl ) Cilgay Aas jal) s lilaal) plSXf
L e i 4y il Lslal) 5 g8 ellgii) Hhalia
a Jalaill Ciagy sl ghall el caalil) cililes 3435 1Y

o ABNEY i)l ey glady Lagh dual gall gf GUEAY) e
3 shdll e i AN el slSM daiif

) e Cings doaadaiil) cilu laall g Cilalaaad) (gadai 0 ) Jal o clilaal) 385 o L.s,a.n
d\‘)h‘\ﬂ‘}A'W\ulka)d|@ajuhj3\uu)gmbé‘g é.a&.}ﬂ\ls}.u\dm
dgipdi g elhall slSM Al ¢iygh Al G il £ A SSA 8 Aginal) Ao i) cilgall
@d Alaiaal) Lnataall g 4pn 8N of ity glaty Lagh Sll g slika¥),

(Shba) sl hlie ilal) )
) LSAN) Aaail j gl A (g2 AN Sl il Ll 0¥
Colal Al claadiall aliital) zledy) (e W pdd gi olkaY)
Ald g ¢ olkuall slSM Jlaa B Adiaal) Uelilf cilgad) Lgd
oMl g eUéﬂ\ panal Aic
K S saail) ) Al i1 Cilel el g cilabaad) bt 1, Clabpand) Gaadai 1: AaS gl

gl ) dgal ) cle) 2l
il gl g (S Ukaua) plSH) jhlial
i g gl o8 A all

G i g AEEY Gy k)

ey Gy Adlatial) Jilual),

dagd g Glaad) Gupali V7 kil

bl cilaladiud) g (83 gdidall Gl £ Bigig agd V.0
ccilad gl g puleal) g ¢ laeadl Badaa (il g8 o Alaiaal)
u:—l.\haa\l\ £\d) aldas b Ly o y‘g.ul\ clidl g
sLSA) Jlaa b Clawadil) sania Uolil) cilgal) lad v, ¥
S LETY A DI el a8l g ol jlgall g cileligll g (st
Al o) 43810 5 A0 9 (1 gagall ol Ay A (Glall

ity Aball el Gy g dasall daga (Bigig agd V.Y
_gaL'nka\ s1SA)

J8y Jlas ¥t aladiad Glaw of Jlas¥) dad apaas ) ¢
Stk oSO Aalaif andi Alla & Lgandi Bale) f (il g
Al

Leifighg dpaBiil) jhldal) Jaad iy 3 yaa5 Y0

On Wgagh g dpadiinas da guadd o) o) il 359 0 1.1
Sl clSl) Jlaw A Liaall Lelil) cigal) S8

. dalpall g8 Q,é ‘;GUMY‘ s LSAl alaal galll ole) a9

63




Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

. algal) 2 Aardioial] Badaall cudla¥) g algadl daal ¥ aUal Cias ¢) ja) Y1 Jagadsll
Alail) Lgas b Al SlikaY) plsd),
. ;\Sﬁ\emuﬁd!.\‘ghd‘gauh‘gh.d\ Giigi Y, Y

JAS cila glaall (35 g3 Aali) aladiad 4S9 o liaal)
e Gl iy g aUAT cily il Aa 3

. JLAY) allas g Apalall Aadldf @l jliie) (3figig qaad Y ¥
LU Ladla e (38ail) g ABalaall y (§8a3l g anill g

Q\AY\ij\MMM\ adl o8l (3 ‘9.1‘94“1JA1' \ 9&31‘&1)&?@?';.55&\

Sl plSd) AUAH (3 gial) Ciagiall aladiuN g oLkl
q.ms.\s\qxsgam Alaiaal) i) 659 Al YUY calsall g i gil) g Cilaall g

dad giall elhuay) oS3 plbdf oo gili AN Al e Aaa jall pplaally 45 )80 dad giall
gl g AURIl Adt o) Aadlall f ABBaal) f Agulial,

oadaiil) Jhlaal) Jead cila s Aasi ye b lde (AN
1Sy ?LE.: iyl g adaall Gl ?LEJ\ 58 vy
(St

Jidiall 3ol Ainal) clles (55 anliy Haad ¥, ¢
b g sy Sl plSA) AUl plal g (u laally
Aball @l Balaall clalgd g LMl julaal) iy

Sl QA cildes aaal Aalatil) cilulaad | ¥, 0
daSgal) (salaa (38 Ll g g Lgansllig

. G il g el slSA) it haads €Y Jhlial) Jadads ¢ : Jagadl)
e\mama@u‘qﬂu,m@yw ,J\,A.uu, LS4l allas bl oS arand il gill 5
Bsha gl Hhlia i<y A UU‘EY\ @1).1 9 el ¢S lhay)

. JANAY Q) YL dualdd) (3 giall e ua,,n 9 4 ysdl) stalf,

eLEﬁ el gSal tA0a1) lalial) Jay) gua d.uyj Laad €Y
dail) o lihua) LSl il dld 3 Lay “,:«L.Jaa\l\ 9‘.5.53!
43NN @) plad,

Cra OS) dana el S aaa g Aullatial (3digig Baad 0 e il Ga g o Jagaal)
plaiuY) paa e sl (B_lall g Basdall Alatiaalf <l il Glaaiaall g cile Laall g 23y
b S Ul LSl Al A8l cilaladiud) g «ad giall ainall g Ciloansall g,

il ) Jadl) 39859 cAalad) cudl gall p jlET g (Alilas Bl
S S gl Sk olsM) allai jgha Al 38l z A
ULl e la g
ls,w\as.\xuuw\u&;m,ouwmﬁu oY
SLihal) £lS3 Jlaa b Ldaal) Leldl) cigal) & dalziial)
4.\.:\;.:\1\ il Jea i) Tl 2 A3 Bhigg

dad giall g Al

]

-

udbad) aad v r (Ll
Lglnbi g dpnliall Gapliallg

) S jhaldie (bl Guaslall g cadluy) L3R Y 0

345 pad Jaudadsl) Aida g A Lgale "o gaiall el
bl maall 38 gll | olhal) oSl bl aals £laiy)
Ll (S Y ) O (A AR B jland) Cla

dllad g elbaY) SlSil) uia dagdla s da anili VY
A A ey ) (e calditily gt g Adlal) Jay) gual)

8 paial) claaiaall Ao Alaiaal) cf y3lil) 5 pUaaY
Crushall agiluay |glany al (udll Gudilal) o) pdd) &) ,d) ), ¥

64




Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

SLLe 1] B Ol Gl g3 A G Bl
Jiall B o1 a5 Ll Aaliiial) Euaaill y anil)
u.cl.\hm\l\ slSAl Jaa ‘_,.‘l U 1al Glgadl g Omaddiaall g

o i i elhal) ;Eﬁ\eh!JJ‘,huﬁ\wﬂ\th
188 g g dalal) Mic uu*,&:'d\esadg\ Cra B paial) Cilaaliaall
At laliall Jaad Ay al,

) Jalaial) Juualdil) g puplBall g LEAY) CAS pana (5 g5 Y LSA) Aaai anidi ¥ Gl
Raill g anill g JLodY) cililes DA daddioal) e 34&1.,' Cilawdl & (o olkaY)
FEXI A5 5 paal,

) yaill o ¢ jad Al cilayiil) 4405 ¥, Y
Aginal) Ll gLy (g sl suaindl Las Ll (3a5)

Aaga lad julaa gl o lkuaYl sLSU AUAT laf Ll ¥, ¥
LS gl Le g

SLhaY) plSd) Uil & glu g Audala o) Aadlall 481 e ¥, ¢
f-Lu\‘_.,ﬁ M\Mjuﬁ J.\AAS\M‘,&J AU g8 g
CLuYM.nLaa

s o pid ) Rall o likual) oS3 AT o Cigd ¥, 0
3559

Shlia 48 jral pUSGL o Lihua) pLSA AUAT audi ¥ %

Of il Jagdadsl) Al g B asaall gadl) o el Aadlad)
Aol o jhla ol g ¢l 8y ) Rall el plSH Al
e bl Jaad da o jslati ¥ dkgal)
d&ﬁjﬁjgcmmﬁlsmewoaiéﬁﬂjﬁgﬁY \%
Jaghadl) did g 8 aaaal) sal)

Alplunal) g ABEEN Adagi pal) Jhlial) (5659 Al ja Y A
Adaall gadll Ao

diaia e (Fiailly elba) s8I gigai g yd ¥.4
A8l gﬁ g:—l-'\h«é‘l\ lSdl) AUl il jAa el g Adfigig
AL i) g cdaadadil) Es.ﬁ:\hjgﬁ daaal) gadl) e EIRT
Aas ally Jgpmnal) alaiind) adl gy

LSA) AUl A gundl) plaliia (afighg Al ja ¥,
Jladil) Adda g 8 aaaal) gadl) o elha)

£ oa) Aags (3 #ﬂ\uWJU&ﬂ\JMMY\LJBY\ &.\.\"Q@Tdﬁhﬁ?’:uﬂl—)ﬂ\
Sl plsi) jhlial daiitall il g yaadl) cliles aaaall elibayl slsl) jhlia
dad gial) & g Al < gl S e,

A L oy (Al il Jhlial) o g Ble e YLY
Llla Aalial) (ubidl) cilyilli aladialy elihaY) st jhlda

wsq_m @.«M\ Y c.LE:.}Ldl uﬁ: c.'l.,-hs sLad) v, ¥

u.euh.a‘i\ F\S-m Jhl&n A.IM u.uL\.i.“ Gg.l .ELHJ\ ¢ 3 ww\ JJA cdaadall &A%
b 1Al el sldiall A (o Lgalglina) 5 Sl Gl | Qablll dles dillad 2
Jlaall ezl g,

65




Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

S alaS 48 i o (gt Aklaial) (ull) guil algdind €Y
Bla 599 e o g il (@) (sl & olbal)
o Aadiall ALl g clalgu) DA (e e lilaal) plSH)

SlSA) Yl (& Al Ao lil) cilgall g Jlaall b o) il
Oy Jarg alAl) (1S 13) Laa (giatl) ciagy dlld g ¢ o likuay)
il g ) ABLaYl 3 gddal gadl) o guda

CABEAY) of (alBl ALAAY oY) cilivwad 3fgig aad £ Y
Jlae (8 dinal) Ul cilgall ga il ygbdiall ) 130G
Joa iluall i) 3 g5y Ll ga ¢ SlkaY) plSl
AE 5 jlaad) clawy (Bladly Alall cild i)

IBIEN]

Al 2 @hay slhal) plSA) aUAT GIS 13) Le aaa5 0

b Ladd Ll i S 1) Lag Adlaall Gilaa) 5 33 pdciall

L0 gl 0 g ghat

A8 gal) e lhay! elSAl jhlia dadlea cilyglgh apaas VY

byl g) Aaliall 3 ) gall g Agllaiayl g L5 o sl
FORECA |

s hldial Alaiad) Jaw B gy dhadty gk V¥

b aaal gadl) o ddle dyglgf el ydias AN o lilal)

SIS hliall Llaiad) @l LA Jadd of Sa Jahaddl) 488

Moo ol Lguiat o Lgdsad o gl iy (e

om0 () Al Al ALl SBA (3550 Y. 8
Cpadiinaall g oLkl slSU) Al cpailgll o idiall
Ol

£\SAl Jhalda cilyglgl wasd
clapil) ) Satical) (o Lilaa)
s AY Lldail) cila Al
lubddl) Gaida g e R@SL'J\
Ll Lt Alaial g «ullls,

coSlikuay) elSM) jhalia § 10y da DI 3 gall & il Y

SASH) CiNA (Gl AL ALad) qullud) g AalN) cuila )

Alaiaal) @l il aaa (ol Ciagy dlllg (s likua)
e by dllaial g

Slibay) plS3) Laiif dad o Bliall cilll puag ¥, ¥
gt 5 jdiiall
Gl (B A ggaall jlaliall Alasia) ciled o) gL ¥, ¥
e (Alail) g jaf g Bayass aie
Al g lgagh s il gismaall g gty LY) gy ¥,
Sh el Jgdas Al o) oSO Aakaif Jaa Jad s
3 gdiall AlAILY) aa A gia b il

i) i Jadads Y 52yl
(S Likual) S 23 gb aulies
Agabiad) e p3lal cpa aallg
Lehigiy addiig Ll g
dadial) ALY (e Lgualglind g
(b Aginall Ao Wil cilgal) ¢pa
Slibuay) eS3) Jlaa

66




Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

o BLA giall il g elibay) ¢lSM jhlda sa) ¥,
Shlaal) oyl guda b g caliiia JSiy ABIAY Gil b 3 ) g4

S LikuaY) 8l Jhlia 3 ly) ;Y
Cilga (e BLA siall il il g

CAall anidlig Gablaial bl dld fpadly g ¢ pdill 2 La
Jame B o A Ldaal) Aelill cilgall g Cppadiioad) (e
Gl g ¢ Jaladll g (ubaily) il i3S g oo lihal) LS|
Rl 3080 g Blacll g ccual gall Ajlada) g ¢ Jaral)

8 aianal) cilipeanilly Aginall (el ALY Andi¥) s €,
A Ll Jadii Al olihaY) lSA) aUaS clipaag 8
clgadl Q3 B Lay Aaluaall id Gl by aa daliital)

S 8 Ly s lkuaY) slSY Jlaa & dpiaal) Ueldl)

G gal) all cles (545 65 9 Anglia 5 yualall Cilaainall

b Aiaall Lo il cilgadl ) eUad¥ g Cualgal) £31) €Y
e Al 5 Lt et g eUad¥l g sLSA) Jlaa

sy AN Gl i),
Sl B ghaill Aaadiiiall g Waeas Ay el ziladll ma Y, ¥
Sl plsdl) Uil Aaiital) Ailpally da i cliles
) Ua ja b Ukl plSY) aUST 2 Jalad LT € V: 30 | il o) A1 ey aliss €2 30

A L Lay hlaal Aadlea

N PPy PR XA PN
ki g

SSA Jlaldia Gl Jual 53
Baaat e Al eliha)
Lpkiie JSdy g ) aa gl

PyChart gl J34 ia Python Gl 431 8 Ahaal) 958Y) 3(Y) Gala

# A D) bl 3 e

import numpy as np

import pandas as pd

from sklearn.cluster import KMeans

import matplotlib.pyplot as plt

from sklearn.preprocessing import StandardScaler

# lal) clill slas)
data ={

"A%": [50, 50, 60, 30, 30, 30, 20, 40, 43, 30, 0, 50, 30, 20, 30, 60,
"B%"': [58, 60, 60, 40, 40, 30, 20, 30, 33, 33, 0, 43, 25, 52, 40, 60,
"C%": [70, 70, 60, 30, 35, 30, 20, 30, 25, 25, 0, 70, 30, 52, 40, 65,

df = pd.DataFrame(data)

20, 60, 60],
20, 50, 50],
20, 43, 60]}

# 1. @l ua o5 (Standardization)
scaler = StandardScaler()
scaled_data = scaler fit_transform(df)

#2, yaadl g o<1l A8y ks aladiad K JfY)

sse =]

k_values = range(1, 10)

for k in k_values:
kmeans = KMeans(n_clusters=k, random_state=0)
kmeans.fit(scaled_data)
sse.append(kmeans.inertia )

#3. g5l Aada am

plt.figure(figsize=(8, 6))

plt.plot(k_values, sse, marker="'0")
plt.xlabel(""Number of clusters (k)")
plt.ylabel(*'Sum of Squared Errors (SSE)")
plt.title(""Elbow Method to Determine Optimal k™)
plt.show()

# 4. Gl K-Means aladiul k=3 s k=4
kmeans_3 = KMeans(n_clusters=3, random_state=0)
kmeans_4 = KMeans(n_clusters=4, random_state=0)

# Gl ganall .\g.\aﬁ\gcﬁ\,ﬂ\ [gXy]
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clusters_3 = kmeans_3.fit_predict(scaled_data)
clusters_4 = kmeans_4.fit_predict(scaled_data)

# A Jgaad) ) gl AdLa)
df['Cluster_k3'] = clusters_3
df['Cluster_k4'] = clusters_4

#5. Y (b il s D
fig, axes = plt.subplots(1, 2, figsize=(15, 6))

# sl k=3

axes[0].scatter(df['A%'], df['B%'], c=df['Cluster_k3'], cmap="viridis', marker="0", edgecolor="k’,
s=100)

axes[0].set_title(*'"K-Means Clustering with k=3"")

axes[0].set_xlabel("'A%"")

axes[0].set_ylabel("'B%"")

# am ) k=4

axes[1].scatter(df['A%"], df['B%"], c=df['Cluster_k4'], cmap="viridis', marker="0", edgecolor="K’,
s=100)

axes[1].set_title(*'"K-Means Clustering with k=4"")

axes[1].set_xlabel("'A%"")

axes[1].set_ylabel("'B%"")

plt.tight_layout()
plt.show()

# 6. byl cle garall aa clibad) 2 o>+
print(df[['A%", 'B%", 'C%", 'Cluster_k3', '‘Cluster_k4'1])

#7 clawgiall clwa Cluster_k3 cluster_k3_stats = df.groupby(**Cluster_k3™)[["'1%6", "<%",
"£%"]].mean()

#8 5\-.-3-=-={1 Gl gial) o2 &
print(** ¢ cibawgia- Cluster_k3:™)
print(cluster_k3_stats)

#9 B e ganall gy J g sl (Cluster_k3) dusil <l sdisall aa

cluster_k3_table = df.groupby(**Cluster_k3")[["'g" "% <" " %" A M <) 3i104"T].apply(lambda
X: x.reset_index(drop=True))

cluster_k3_table.reset_index(level=0, inplace=True)
cluster_k3_table.rename(columns={""Cluster_k3"": "ds saxall""}, inplace=True)

#10 Jdsd 2o
print(*'«le saxall Jsaa Cluster_k3:™)
print(cluster_k3_table)
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Abstract

This research aims to examine the role of artificial intelligence
(Al in improving the accuracy of financial data estimates in
financial institutions by utilizing techniques such as machine
learning and deep learning to analyze large and complex
financial data. The study was applied to "Iraqi Investment Bank,"
one of the private banks listed on the Irag Stock Exchange, over
five years (2018-2022).

Data were collected from the bank’s published financial reports,
including annual revenues, operating expenses, assets, liabilities,
and net profit. Al techniques, such as linear regression, neural
networks, and random forests, were employed to analyze the data
and compare results with traditional models.

The findings revealed that Al significantly reduced the relative
errors in estimating revenues and net profits compared to
traditional models, enhancing the reliability of financial estimates
and demonstrating the efficiency of Al in improving the accuracy
of financial forecasts. This study highlights the importance of
adopting Al technologies to enhance the precision of financial
operations in institutions.

Keywords: Artificial Intelligence, Financial Data Estimates,
Improving Data Accuracy, Financial Institutions.
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Abstract
The application of digital financial technologies has become of
great importance in the world of finance and economy and a
major goal for many banks by focusing on incentives and
improving digital standards as well as enhancing risk control and
supervision. The study aims to analyze the impact of digital
finance on financial performance using a set of financial
indicators, including (number of ATMSs, number of electronic
payment points, total settlement system, electronic instruments as
indicators of digital finance, rate of return on total assets, rate of
return on equity, ratio of liquid assets to total assets, ratios of
liquid assets to liquid liabilities) as indicators to measure
financial performance. The study was applied to Iragi banks
listed on the Iraq Stock Exchange. The practical aspect relied on
conducting financial and statistical analysis of the data using the
EVeiws10 program. A set of results were reached, the most
important of which are: Digital finance has a positive impact on
the profitability of banks, and a negative impact on the liquidity
of banks. One of the reasons for the impact may be the banking
sector's restriction of the sufficient spread of outlets and the
unpopularity of the digital financial environment.
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Dependent Variable: ROA
Method: Least Squares
Date: 11/05/24 Time: 22:58
Sample: 2015 2023
Included observations: 9
Prob. t-Statistic | Std. Error |Coefficient Variable
0.0053 | 7.324798 | 0.016112 | 0.118019 ROE
0.8491 | 0.207204 | 1.63E-05 | 3.38E-06 Y3
0.2720 | 1.342559 | 0.003888 ' 0.005219 Y4
0.4809 | -0.802702 | 0.003259 | -0.002616 C
0.5109 | 0.743896 @ 1.50E-11 | 1.12E-11 RTGS
0.2549 |-1.404308 | 1.22E-10  -1.71E-10 XRTGS
0.010000 | Mean dependent var | 0.978190 R-squared
Adjusted R-
0.002449 | S.D. dependentvar | 0.941840 squared
S.E. of
-11.79571 | Akaike info criterion | 0.000591 regression
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Sum squared
-11.66423 | Schwarz criterion 1.05E-06 resid
-12.07945 | Hannan-Quinn criter. | 59.08070 | Log likelihood
3.137194 | Durbin-Watson stat | 26.91031 F-statistic
| 0.010722 Prob(F-statistic)

EViews10 galn o alaicYh Lalll dael e Joaall 1 jtaall
deSall dalia Al ggina il aag (ASEN L8l Lua@l-Y.y.v.y
Agdlall Cijladl Al el e A sty
e Sl oas (£00Y) Gl Bl Foodad o) (£) Dol P e cpily
ala o) ey iy (%9¢) &l (R2) wasill Jalae wpe (s Adsanll F e
G Alalall chaill e (%98) i Lo ey A S S Sall dialis
- Sl eyl

Sl eIV e ds S Aualiall aa il g (£) Jsaa

Dependent Variable: ROA

Method: Least Squares

Date: 11/04/24 Time: 00:21

Sample: 2015 2023

Included observations: 9

Prob. t- Std. | Coefficient Variable
Statistic Error

0.0020 | 7.168353 | 0.016647 | 0.119329 ROE

0.8395 | 0.216093 | 1.73E-05 | 3.73E-06 Y3

0.3642 | 1.022916 | 0.005450 | 0.005575 Y4

0.9512 -10.002173 | -0.000141 C
0.065116

0.4231 - | 2.95E-14 | -2.63E-14 C-CAH
0.891374

0.010000 Mean dependent 0.967714 | R-squared

var
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2.821139 Durbin-Watson 29.97360 | F-statistic
stat

0.003060 Prob(F-statistic)
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Dependent Variable: ROA
Method: Least Squares
Date: 11/05/24 Time: 20:54
Sample: 2015 2023
Included obser‘vations: 9
Prob. t-Statistic | Std. Error | Coefficient Variable
0.0025 | 6.730662 | 0.017156 | 0.115468 ROE
0.8988 | 0.135402 | 1.84E-05| 2.49E-06 Y3
0.5296 | 0.687360 | 0.004074 | 0.002800 Y4
0.7860 | 0.290379 | 0.002057 | 0.000597 C
0.6390 | -0.506797 | 3.25E-07 | -1.65E-07 ATM
0.010000 | Mean dependent var | 0.963636 R-squared
Adjusted R-
0.002449 | S.D. dependentvar | 0.927273 squared
-11.50673 | Akaike info criterion | 0.000661 S.E. of regression
Sum squared
-11.39716| Schwarz criterion 1.75E-06 resid
-11.74318 | Hannan-Quinn criter. | 56.78028 | Log likelihood
2.742500 | Durbin-Watson stat | 26.49994 F-statistic
| 0.003871 | Prob(F-statistic)
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Dependent Variable: ROA
Method: Least Squares
Date: 11/04/24 Time: 00:46
Sample: 2015 2023
Included observations: 9
Prob. t-Statistic Std. ErrorCoefficient Variable
0.0025 6.773576 |0.016700| 0.113117 ROE
0.9508 0.065648 |1.85E-05 1.22E-06 Y3
0.6091 0.554029 10.004211  0.002333 Y4
0.7204 0.384164 |0.002161  0.000830 C
0.7802 -0.298488 |4.80E-08-1.43E-08 POS
0.010000 | Mean dependent var | 0.962145 R-squared
Adjusted R-
0.002449 @ S.D. dependent var | 0.924289 squared
S.E. of
-11.46653 | Akaike info criterion | 0.000674 regression
Sum squared
-11.35696 | Schwarz criterion | 1.82E-06 resid
-11.70298 | Hannan-Quinn criter. | 56.59937 | Log likelihood
2.752853 | Durbin-Watson stat | 25.41626 F-statistic
0.004191 Prob(F-statistic)
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Abstract
The research aims to determine the role of digital technology in
developing banking services on the one hand and increasing
competitiveness on the other hand, especially with the increasing
volume of uses of digital technology in various banks operating
in Irag, as the Central Bank of Iraq imposes on government banks
to use technology in providing banking services, as the
importance of the research is limited to starting from the new
technological revolution that has affected various economic
aspects and is closely related to the banking sector, which shows
the extent to which it keeps pace with this technological
revolution and the extent to which this is reflected in its
competitiveness and the development of its banking services. The

researchers used the descriptive and analytical approach in
collecting data on digital technology in the Iragi banking sector
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and used the financial data of the banking sector for the period
(2017-2023). The research attempted to answer a set of questions
related to digital technology and its impact on the development of
banking services, and what is the size of the use of electronic
banking services in the Iragi banking sector, as the study reached
a set of conclusions, the most important of which is that the use
of digital technology in the Iragi banking sector led to an increase
in the volume of banking transactions and an increase in the
volume of use of those services. Among the most important
recommendations reached by the researchers are the attempts of
the lragi government, the Central Bank of Iraq and the relevant
authorities to provide a strong electronic infrastructure For the
Iragi banking sector and investment in the human capital required
to use these banking technologies and also support research and
development in the field of digital technology in Irag.

Keywords: Digital Technology, Banking Sector, Central Bank of
Irag (CBI), Bank Accounts, Electronic Bank Cards.
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Abstract:
Recently, the use of electronic banking transactions has become
increasingly prominent, due to the periodically increasing risks of
banking fraud and misuse by unqualified individuals. Bank credit
risk is a concern in contemporary operations. In the past, it was
often necessary to do extensive manual work to verify the security
conditions of paper financial transactions, which took a lot of time
and effort. This study aims to demonstrate the ability of deep
learning techniques to detect fraudulent activities within the
banking sector as a result of the use of bank credit cards. A
proposed hybrid method was used to detect banking fraud, which
includes two stages, the first stage using the XG Boost and Cat
Boost models. In the second stage, the performance of the models
was improved using the Gray Wolves Optimization (GWO)
algorithm. The results showed that the proposed hybrid models
outperformed the rest of the models, which led to enhancing the
efficiency of fraud neutralization. The study confirmed the
possibility of using modern and advanced hybrid methods that
reduce financial losses and ensure safe transactions.

Keywords:bank fraud, Xg Boost, CAT boost, Gray Wolf
Optimization.
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Abstract:

The research aims to shed light on analytical intelligence, what
its goals are and the challenges it faces, what financial reports
and financial failure, as well as addressing the relationship of
analytical intelligence to financial reports and financial failure
and the impact of analytical intelligence on the quality of
information contained in the statement of income, financial
position, and cash flows, To achieve the research objectives, the
Springate model was used to predict financial failure and applied
it to the financial reports of the Iragi Investment Bank for the
period (2-22-2018), in addition to using several analytical
intelligence ratios, The research reached some conclusions,
including the When applying the Springate model, it was found
that the calculated Z value was low for the research sample and
all years of the study, as the calculated Z value was less than all
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all years of the study, as the calculated Z value was less than
(0.862), which indicates that the research sample suffers from
financial problems, which was reflected in its ability to pay
financial obligations towards others, which It requires that it
review its work to identify deficiencies and work to address
them.

Keywords: analytical intelligence, financial reports, forecasting
financial failure.

Introduction: Analytical intelligence is a type of intelligence
that consists of understanding information, analyzing it into its
basic components, extracting its meanings and implications,
identifying problems, evaluating ideas and information
objectively and accurately Identifying its strengths and
weaknesses.

Analytical intelligence involves using advanced analytical
techniques and tools to analyze data and derive meaningful
insights. Financial reports provide an organized and standardized
source of financial data, including income statements, financial
position, and cash flow statements. These reports are valuable
inputs to analytical intelligence, enabling data analysts to conduct
in-depth analysis, identify trends, detect anomalies, and create
actionable insights. In addition, applying analytical intelligence
techniques, such as cash flow forecasting models or predictive
analyses of financial failure, helps predict future cash flows and
evaluate their quality. By integrating these technologies, Analysts
can improve disclosure quality by providing forward-looking
insights, assessing liquidity risks, and identifying potential
Issues.

The first topic: research methodology

First: The research problem: Many reasons lead to a reduction
in the quality of financial reports, which is reflected in the
confidence of decision-makers, including the emergence of many
crises whose repercussions were reflected in the economic
situation and the collapse of many companies, which in turn
weakened the confidence of the investor or decision maker in
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financial reports, This makes stakeholders and investors need
high-quality information more than any other time, so the
following research questions are raised:

1- Does analytical intelligence affect financial reports?

2- Is it possible to employ analytical intelligence tools to predict
financial failure based on the information contained in financial
reports?

Second: Research objectives: The research aims to

1- Shedding light on analytical intelligence, what its goals are,
and the challenges it faces.

2- Learn about financial reports and predict financial failure.

3- 3- Identify the relationship between analytical intelligence,
financial reports and financial failure..

4- Highlighting the impact of analytical intelligence on the
quality of information in the statement of income, financial
position, and cash flows.

Third: The importance of the research: The importance of the
research lies in the fact that the risk of financial failure in banks
has an impact on investors’ decisions, and the process of early
detection of this risk helps in taking the necessary measures to
reduce and treat it. To achieve this, it requires employing
analytical intelligence and its tools in providing information and
analyzing it based on financial reports.

Fourth: Research hypothesis: The research is based on the
hypothesis that (analytical intelligence contributes to improving
the information in financial reports and the possibility of relying
on it in predicting financial failure).

The second topic: the theoretical framework

First: Analytical intelligence

1-The concept of analytical intelligence: Analytical intelligence,
from an accounting perspective, refers to the ability to collect,
analyze, and interpret financial data to extract meaningful
insights and support decision-making processes by applying
various analytical techniques and tools to enhance understanding
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of financial information and provide valuable insights into
financial performance, profitability, and unit efficiency.

The concept of analytical intelligence can be viewed as (Gibson,
2017):

A. Financial Analysis: Analytical intelligence plays a crucial role
in financial analysis, as accountants use various techniques to
examine financial data and derive meaningful insights. This
includes financial ratio analysis, trend analysis, volumetric
analysis, and other financial metrics to evaluate the financial
health, liquidity, profitability, and solvency of the unit.
B. Data Analytics: Analytical intelligence in accounting involves
leveraging data analysis techniques to gain deeper insights into
financial data. It involves using data visualization, statistical
analysis, and predictive modeling tools to identify patterns,
trends, and relationships within financial information, enabling
accountants to make data-driven decisions and provide valuable
insights to stakeholders.

C. Forensic Accounting: Analytical intelligence is essential in
forensic accounting, as accountants use analytical techniques to
detect and investigate financial fraud or violations. Using
methods such as data mining, case detection, and pattern
recognition to identify suspicious transactions, unusual patterns,
or potentially fraudulent activities, contributes to preventing and
detecting financial fraud.

D. Budgeting and planning: Analytical intelligence supports
budgeting and planning processes by analyzing historical
financial data, market trends, and business forecasts. Accountants
use various analytical tools and techniques to evaluate the
financial viability of strategic plans, evaluate resource
requirements, and make informed decisions about budget
allocations, ensuring that financial plans are consistent with
organizational goals and objectives.

E. Performance measurement: Analytical intelligence enables
accountants to measure and evaluate an organization's
performance by analyzing financial data and key performance
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indicators (KPIs). Using analytical techniques, such as variance
analysis, ratio analysis, or balanced scorecards, accountants can
evaluate the financial and operational performance of various
departments, projects, or business units, providing insights that
lead to improved performance.

2-Objectives of analytical intelligence: Analytical intelligence
serves the units and achieves specific objectives tailored to their
economic context:

A. Business Performance Analysis: Analytical intelligence aims
to analyze and evaluate business performance by examining key
financial and operational indicators. This objective includes
performing financial analysis, evaluating profitability, analyzing
costs, and identifying areas for improvement. It helps units gain
insights into their financial health, identify trends, and make
data-driven decisions to enhance overall performance (Palepu,
et.al: 2012).

B. Market Research and Customer Analysis: Analytical
intelligence supports market research efforts by analyzing
consumer behavior, market trends, and competitive landscapes.
This goal includes collecting and analyzing data related to
customer preferences, purchasing patterns, and market
segmentation. By using analytical intelligence, companies can
understand their target audience, identify market opportunities,
and develop effective marketing strategies. (Malhotra, et.al:
2012).

C. Demand Forecasting: Analytical intelligence helps predict
future demand for products or services. This goal includes
analyzing historical sales data, market trends, and external factors
that affect demand. Using analytical intelligence techniques,
companies can predict future demand patterns, optimize
inventory levels, and make informed decisions about production
and procurement.

D. Risk management: Analytical intelligence helps identify and
manage risks within units and analyze different types of risks,
such as financial risks, operational risks, or market risks.
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Through the use of analytical intelligence, it enables units to
assess risks, develop risk mitigation strategies, and make
informed decisions to reduce potential losses.

E. Resource allocation and optimization: Analytical intelligence
supports the effective allocation and optimization of resources
within economic units. This goal includes analyzing resource use,
identifying inefficiencies, and optimizing resource allocation to
increase productivity and reduce costs. By leveraging analytical
intelligence, companies can effectively allocate their resources,
streamline operations, and achieve higher levels of efficiency.
(Mentzer, et.al: 2004) .

3- Challenges of applying analytical intelligence in economic
units.

There are many obstacles or challenges that economic units may
face when applying analytical intelligence, including: (Davenport
& Patil: 2012)

a-Data Security and Privacy Concerns: Business units must
address data security and privacy concerns when implementing
analytical intelligence. The sensitivity of financial and customer
data requires strong security measures to protect against
unauthorized access, breaches, or misuse. Complying with data
protection regulations and ensuring ethical use of data can
present significant challenges.

b- Lack of analytical skills and experience: Economic units may
face a shortage of employees with the necessary analytical skills
and experience. Analyzing complex data sets and applying
advanced analytical techniques requires knowledge of statistics,
data mining, and data visualization. The scarcity of skilled
analysts can hinder the effective application of analytical
intelligence.

c-Resistance to change and organizational culture: Resistance to
change and lack of a data-driven culture can hinder the adoption
of analytical intelligence. Economic units may face challenges in
convincing stakeholders to adopt data-driven decision-making
and overcome traditional or intuition-based approaches. Cultural
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barriers and resistance on the part of employees can hinder the
successful implementation of analytical intelligence.

d-Cost and Resource Constraints: Implementing analytical
intelligence may require significant investments in technology
infrastructure, analytical tools, and talent acquisition. Economic
units with limited financial resources may face challenges in
allocating sufficient resources to support the implementation and
maintenance of analytical intelligence initiatives.

E- Systems integration and harmonization: Economic units often
have multiple systems and databases that need to be integrated to
obtain effective analytical intelligence. Legacy systems, disparate
data sources, and lack of system integration can pose technical
challenges in collecting and analyzing data across the unit.
Second: Financial reports:

The outputs of the financial accounting information system are
the financial information disclosed in the financial statements and
reports, which are supposed to reflect the real economic situation
of the company, as investors and other stakeholders in companies
rely on it as the primary source of information necessary to make
their economic decisions. The need to increase the quality of
information in these financial statements and reports and improve
their comparability between companies in different countries is
increasing due to the spread of international companies and
economic openness among nations of the world (Hussein, 2024).
According to the International Accounting Standards Board
(IASB) 1989 framework, general-purpose financial reports are
prepared to serve a wide range of users. Therefore, they are
designed to meet the common information needs of these users.
Within the framework of the 2010 IASB, it was stated that these
reports are provided to shareholders, lenders, and other creditors
who cannot ask companies to provide them with specific
information directly, so financial reports must be presented in a
form, content, and writing style that suits the broad segment of
users (Al-Behairi, 2022).
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Financial reports can be viewed as more general than the term
financial statements, as they include, in addition to the financial
statements and the notes thereon, another amount of information
that relates directly or indirectly to financial accounting
operations. Joint stock companies submit semi-annual or
quarterly progress reports in addition to their annual report.
These reports include other financial information, whether
quantitative or descriptive, in addition to traditional financial
reports such as the board of directors' report, and a summary of
some of the main activities in the economic unit or financial
indicators. It should be noted that financial reports do not
represent the only source of information available to external
users. Many of these users, for example, financial analysts,
collect information other than accounting information, such as
information about the general state of the economy and the
economic sector to which it belongs. To economic unity (Hanan,
2005: 18). The primary goal of preparing financial reports is to
provide useful information: (Al Shabib, 2007: 45):

A- Making investment decisions.

B- Assisting current and potential investors, creditors, and other
users of information.

C - Evaluating the value and timing of future cash flows and the
uncertainties associated with them.

D- Evaluating the economic resources available to the economic
unit, the rights over those resources, and changes in the elements
of those resources and rights.

Third: Financial failure

It is defined as a financial imbalance in the unit resulting from
the failure of its resources and capabilities to fulfill its obligations
in the short term This imbalance is due to the imbalance between
the various resources (internal and external) and their obligations
that have become due or are due to be paid in the short term, The
imbalance between internal resources and external obligations
ranges from a temporary, accidental imbalance to a real,
permanent imbalance, and the more the imbalance is structural or
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approaches structural, the more difficult it is to overcome the
crisis caused by the imbalance (Shetty, 2012: 15).

It is very important to predict financial failure to protect the unit
and its stakeholders and maintain its profitability by identifying
the causes of project failure as well as identifying the units most
affected by financial failure and the potential negative effects.
Creditors cannot recover the balances they provide and the
potential negative effects. Employees face the risk of losing their
jobs. The early warning system for financial failure expectations
is an important model for estimating and evaluating businesses
using different models (Akkar and Khashan, 2019: 119), and one
of the reasons that lead to financial failure:

1- Internal reasons: These are:

a. Weak management due to its lack of practicality.

B. Inefficiency of various operational policies such as sales,
pricing, and production policies.

C. Accumulated losses.

D. Lack of control over the warehouses.

E. Management inefficiency in collecting receivables from
customers and others.

2- External causes include:

a. The economic conditions surrounding the company's
competing environment due to the lack of the necessary funding
sources to carry out the necessary expansions.

B. High cost of financing sources.

C. Pessimistic expectations of investors and financial analysts in
the stock market and others.

D. Intense competition.

Fourth: The relationship of analytical intelligence to financial
reports.

1-The relationship of analytical intelligence to accounting
information systems (AIS): Analytical intelligence in accounting
information systems (AIS) can be affected by some key factors
that can affect the effectiveness of analytical intelligence in AIS:
(Romney & Steinbart: 2017).
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a. Data Quality and Integrity: Data quality and integrity in an AIS
system are critical for accurate and reliable analysis. Factors such
as data accuracy, completeness, consistency, and timeliness affect
AIS analytical intelligence results. Ensuring data quality through
data validation, verification, and controls is essential to generate
meaningful insights.

b. System Design and Configuration: The design and
configuration of an AlS affect the availability and accessibility of
data for analysis. Factors such as database structure, data capture
methods, data storage, and data retrieval mechanisms affect the
ease and efficiency of conducting analytical intelligence. A well-
designed AIS system with appropriate data structures and
efficient data processing capabilities enhances the effectiveness
of analytical intelligence.

C. Analytical Tools and Software: The availability and
functionality of analytical tools and software within an AIS
system play an important role in enabling effective analysis. The
use of advanced analytics software, such as data mining tools,
business intelligence platforms, or statistical analysis packages,
can enhance the analytical intelligence capabilities of AIS.
Choosing and implementing appropriate tools compatible with
analytical requirements is crucial to the success of the analysis.
(Hall, et.al: 2018).

d. User skills and experience: The skills and experience of users,
such as accountants, auditors, or financial analysts, in using
analytical techniques and interpreting analytical results are vital.
Adequate training and knowledge in data analysis, statistical
methods, and accounting principles enable users to apply
analytical intelligence effectively in AIS. Continuous
professional development and upskilling in analytical techniques
contribute to the successful use of analytical intelligence.

e. Organizational culture and support: Organizational culture and
support for analytical intelligence initiatives affect their adoption
and effectiveness in the AIS system. A culture that promotes
data-driven decision-making fosters a learning environment, and

10
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supports the use of analytical techniques facilitates the
integration of analytical intelligence into AIS. Leadership
support, adequate resources, and commitment to leveraging
analytical ~ capabilities  contribute to the  successful
implementation of analytical intelligence.

Analytical intelligence in accounting information systems (AIS)
uses various techniques to analyze and interpret financial and
operational data, including: (Brealey, et.al: 2017)

A. Ratio Analysis: Ratio analysis involves calculating and
analyzing financial ratios to evaluate the financial performance
and health of the organization. Ratios such as liquidity ratios,
profitability ratios, and solvency ratios provide insight into a
company's financial position and performance. Ratio analysis
helps identify trends, compare them to industry standards, and
make informed decisions.

B. Trend Analysis: Trend analysis involves examining historical
data to identify patterns and trends over time. It helps determine
financial and operational variables, such as revenues, expenses,
or inventory levels. Trend analysis provides insights into the
direction and magnitude of changes, enabling organizations to
forecast future performance and make strategic decisions.

C. Variance Analysis: Variance analysis compares actual financial
or operating results with budgeted or expected results. It helps to
identify and analyze differences (variances) between planned
performance and actual performance and highlights areas of
overperformance or underperformance. Variance analysis helps
in controlling costs, evaluating performance, and making
decisions.

D. Data Visualization: Data visualization techniques help
transform complex financial and operational data into visually
attractive, easy-to-understand formats, such as charts, graphs, and
dashboards. Visualization improves the interpretation and
communication of analytical insights, making it easier for
stakeholders to understand key information, identify trends, and
make data-driven decisions.

11
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E. Machine learning: Machine learning algorithms can be applied
in AlIS to automate data analysis. These algorithms can identify
patterns, different states, or correlations within large data sets,
enabling organizations to identify fraud, predict customer
behavior, or improve operations. Machine learning techniques,
such as decision trees, neural networks, or clustering algorithms,
enhance the efficiency and accuracy of analytical intelligence.
F-Predictive analytics: Predictive analytics uses statistical
modeling and data mining techniques to predict future events or
outcomes. In AlS, predictive analytics can be applied to forecast
sales, demand, or cash flows, detect fraud, or identify potential
risks. It leverages historical and current data to generate insights
that inform future decision-making. (Horngren, et al.: 2018).
2-Analytical intelligence and financial reports: Analytical
intelligence and financial reports are closely related, as they both
play an important role in extracting ideas and making decisions
(Laudon & Laudon: 2016):

A. Enhancing data analysis: Analytical intelligence involves the
use of advanced analytical techniques and tools to analyze data.
Financial reports provide a structured and standardized source of
financial data, including income statements, financial position,
and cash flow statements. These reports serve as valuable inputs
to analytical intelligence, enabling data analysts to perform in-
depth analysis, identify trends, detect anomalies, and create
actionable insights.

B. Support the evaluation of financial performance: Financial
reports provide a comprehensive view of a company's financial
performance. Analytical intelligence can leverage financial
reports to evaluate key performance indicators (KPIs), financial
ratios, and other metrics that help evaluate profitability, liquidity,
solvency, and efficiency. By applying analytical techniques to
financial data, analysts can gain deeper insights into a company's
financial performance and identify areas for improvement.

C. Detect financial fraud and discrepancies:Financial reports can
be analyzed using analytical intelligence techniques to identify

12
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potential financial fraud or discrepancies. By applying data
analytics, such as variation detection algorithms or predictive
modeling, analysts can detect irregular patterns, unusual
transactions, or discrepancies in financial data. This helps
mitigate risks and ensure the integrity of financial reporting.

D. Support forecasting and predictive analysis: Analytical
intelligence can leverage historical financial data from financial
reports to support forecasting and predictive analysis. By
applying time series analysis, regression models, or machine
learning algorithms to financial data, analysts can make
predictions about future financial performance, cash flows, and
market trends. Financial reports are a valuable input for
developing accurate and reliable predictive models.

E. Enabling data-driven decision-making: The combination of
analytical intelligence and financial reporting enables data-driven
decision-making. By leveraging analytical techniques and
insights from financial reports, decision-makers can make
informed choices regarding investment opportunities, resource
allocation, cost management, and strategic planning. Analytical
intelligence facilitates sound decision-making, which improves
the overall financial performance of the organization.

The relationship between analytical intelligence and financial
reports is symbiotic, as financial reports provide the data
necessary for analysis and analytical intelligence enhances the
understanding and use of financial information. Together, they
enable organizations to gain valuable insights, improve decision-
making, and enhance financial performance.

3-Analytical intelligence and the statement of financial position:
Analytical intelligence can have a positive impact on the quality
of the financial position by enhancing the accuracy,
completeness, and reliability of the financial information
provided: (Berson & Smith: 2013).

A. Data validation and accuracy: Analytical intelligence
techniques, such as data identification, cleansing, and validation
procedures, can help identify and correct errors or discrepancies

13
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in the data used to prepare the balance sheet. By applying
analytical tools to validate and verify financial data, analysts can
improve the quality of the balance sheet, and ensure that the
information reflects the true financial position of the company.

B. Fraud detection and prevention: Analytical intelligence can be
used to detect potentially fraudulent activities that may impact
the balance sheet. By applying data analysis techniques, such as
variance detection or pattern recognition algorithms, analysts can
identify unusual transactions, irregularities, or deviations from
expected financial patterns. This helps mitigate the risk of
fraudulent reporting and improves the reliability of the balance
sheet.

C. Completeness and consistency: Analytical intelligence can
help ensure the completeness and consistency of balance sheet
information. Through advanced data analysis techniques, such as
cross-referencing and reconciliation, analysts can identify
missing or duplicate entries, reconcile balances between different
financial statements, and ensure that all relevant financial data is
included in the balance sheet. This leads to improved integrity
and reliability of the balance sheet.

D. Ratio analysis and financial performance evaluation:
Analytical intelligence allows the application of ratio analysis
and financial performance evaluation techniques to evaluate the
quality of the balance sheet. By analyzing key financial ratios,
such as liquidity ratios, solvency ratios, and profitability ratios,
analysts can evaluate the financial health and stability of a
company. This analysis enhances understanding of the balance
sheet and provides insight into the financial position of the
company.

E. Forecasting and sensitivity analysis: Analytical intelligence
techniques, such as forecasting models and sensitivity analysis,
can be applied to balance sheet data to forecast future financial
positions and evaluate the impact of different scenarios on the
balance sheet. By integrating these techniques, analysts can
improve the quality of balance sheet information by providing

14
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forward-looking insights and assessing potential risks and
opportunities that may affect the financial position.

3-the effect of analytical intelligence on the quality of
information in the income statement: Analytical intelligence can
have a positive impact on the quality of information in the
income statement through the following: (Drury, 2018)

A. Expenditure analysis and cost control: Analytical information
enables detailed analysis of expenses and cost control procedures
that can enhance the quality of information in the income
statement. By applying data analysis techniques, such as variance
analysis or activity-based costing, analysts can identify cost
drivers, evaluate cost allocation efficiency, and uncover cost
reduction opportunities. This results in more accurate and
relevant expense information on the income statement.

B. Analysis, forecasting, and forecasting: Analytical intelligence
techniques, such as forecasting models, can be applied to income
statement data to forecast future financial performance. By
incorporating these techniques, analysts can improve the quality
of information in income disclosure and assess potential risks and
opportunities that may impact financial results.

C. Revenue recognition and sales analysis: Analytical
intelligence can help ensure accurate revenue recognition and
detailed sales analysis. By applying data analysis techniques,
such as revenue trend analysis or customer segmentation,
analysts can identify revenue patterns, evaluate the reliability of
revenue recognition methods, and gain insights into the
performance of different sales channels or customer segments.
This enhances the quality and reliability of revenue-related
information in the income statement.

5-The impact of analytical intelligence on the quality of
information in cash flow disclosure: Analytical intelligence can
positively impact the quality of cash flow disclosure by
enhancing the accuracy, transparency, and interpretation of cash
flow information provided in financial reports. (Hyndman,
et.al:2018)

15
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a. Data validation and accuracy: Analytical intelligence
techniques, identifying and cleaning data, make it possible to
verify and verify the validity of cash flow data. By applying these
techniques, analysts can identify and correct errors or
discrepancies in the data used to prepare the cash flow statement,
improving the accuracy and reliability of cash flow disclosure.

B. Cash flow classification and transparency: Analytical
information can be used to ensure appropriate cash flow
classification and enhance the transparency of cash flow
disclosure. By applying data analysis techniques, such as pattern
recognition or machine learning algorithms, analysts can more
accurately identify and classify cash flows into operating,
investing, and financing activities, reducing the risk of
misclassification and improving the transparency of cash flow
information.

C. Cash flow analysis and forecasting: Analytical intelligence
techniques, such as cash flow forecasting models or predictive
analytics, can be applied to cash flow data to forecast future cash
flows and evaluate their quality. By integrating these techniques,
analysts can improve the quality of cash flow disclosure by
providing forward-looking insights, assessing liquidity risk, and
identifying potential cash flow issues.

D. Detecting various cases and preventing fraud: Analytical
intelligence can be used to detect various cases or potentially
fraudulent activities in detecting cash flow. By applying data
analysis techniqgues, such as outlier detection algorithms or
condition detection models, analysts can identify unusual cash
flow patterns or suspicious transactions, which contributes to the
reliability and integrity of cash flow detection.

E. Comparative analysis and benchmarking: Analytical
intelligence allows for comparative analysis and measurement of
cash flow performance. By utilizing industry benchmarks,
financial ratios, or trend analysis, analysts can evaluate the
quality of cash flow disclosure by comparing a company's cash
flow performance with its peers or industry benchmarks. This

16



Yove Al el - de Gualddl anall o aill sl - ISSN 2709-2852 — Lnalaall g Aullall o glall Ao

helps identify areas of strength or weakness and provides
valuable insights for cash flow management.

Fourth: The impact of analytical intelligence in financial reports
on the competitive position of the economic unit. The impact of
analytical intelligence in financial reports can greatly affect the
competitive position of the economic unit (Simons, 2013).

1- Enhancing the decision-making process: Analytical
intelligence allows useful information to be extracted from
financial reports, allowing decision-makers to obtain deeper
insights into the company’s financial performance, profitability,
and efficiency. By using advanced analytical tools and
techniques, such as data visualization, trend analysis, or ratio
analysis, decision-makers can make more informed, data-driven
decisions, leading to improved operational efficiency and
competitive positioning.

2- Competitive benchmarking: Analytical intelligence facilitates
competitive benchmarking by comparing the financial
performance of an economic unit with its peers or competitors in
the industry. By utilizing financial ratios, industry benchmarks or
key performance indicators, companies can assess their relative
position in terms of profitability, liquidity, or operational
efficiency. This allows them to identify areas for improvement,
set realistic performance goals, and make strategic adjustments to
strengthen their competitive position.

3- Identify key success factors: Analytical intelligence can help
identify key success factors that drive an economic unit's
competitive advantage. By analyzing financial data, market
trends, and customer insights, companies can identify factors that
significantly contribute to their financial performance and
competitive position. This understanding allows them to focus
resources, investments, and strategic initiatives on areas that give
them a competitive advantage.

17
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4- Risk assessment and mitigation: Analytical intelligence
enables companies to evaluate and mitigate risks that could affect
their competitive position. By analyzing financial data and
market trends, companies can identify potential risks, such as
liquidity risk, operational risk, or market risk, and develop
appropriate risk mitigation strategies. This proactive approach to
risk management helps protect the company's competitive
position and enhance its resilience.

5- Strategic Planning and Resource Allocation: Analytical
intelligence supports strategic planning and resource allocation
decisions, enabling companies to effectively allocate resources
and align their activities with their competitive objectives. By
analyzing financial reports and performing scenario analysis or
sensitivity analysis, companies can evaluate the potential impact
of different strategies, evaluate resource requirements, and make
informed decisions about investment priorities, product
development, or market expansion.

The third topic: Research method
1- An introductory overview of the research sample: The

Investment Bank was established with a capital of (100) million
dinars by the provisions of Companies Law No. 36 of 1983, as
amended. As a result, the Central Bank of Iraq issued its license
for the bank to operate as a licensed banking institution and it
began its banking work on 9/29/1993. During its main branch,
the bank has 16 branches in Baghdad and the rest of the country’s
governorates. During the bank’s distinguished journey, its capital
developed until it became (250,000,000,000) billion Iragi dinars.
2- Applying the Springate model and analyzing indicators: The
financial data contained in the financial reports, the income
statement, the financial position statement, and the cash flow
statement are relied upon to analyze historical financial
performance, which is one of the important matters in
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determining trends and patterns in the revenue growth rate, profit
margin, and trends in operating expenses. Analytical intelligence
works on Analyzing financial variables from multiple sources,
both internal and external data, allowing for a deeper and more
comprehensive understanding of potential financial failure
factors in the future and working to take early corrective action,
In addition to analyzing political, economic and social conditions
and predicting the extent of their impact on financial reports that
help reduce risks and improve financial performance, and to
identify whether banks will falter financially, one of the models
for calculating financial failure, which is the Springate model,
will be adopted in evaluating banks for prediction. Financial
failure, which focuses on choosing four financial ratios that can
reliably distinguish between economic units suffering from a
financial crisis, and is calculated according to the following ratio:
Z=1.03X1 +3.07X2 +0.66X3 +0.4X4
Table (1)represents the ratios used in the model and the relative
weight of each ratio:

Table (1) Springate model: ratios used and the relative weight

for each ratio.

Variables The ratio Relative
weight
X1 Working capital/total assets 1.03
X2 Net profit before interest and 3.07
taxes / total assets
X3 Net profit before tax/current 0.66
assets
X4 Sales/total assets 0.4
Source: Huta Barat F., Manullang G., Sitalahi 1.,2015, ((An
Analysis of the Efficacy of the Springate Bankruptcy Model
Using S- Score in Textile and Garment Sub—Sector Companies
Listed at Indonesian Stock Exchange)), Proceedings of the
International Conference on Innovation, Enterogram worship
and Technology, P:89.
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The model focuses on the following indicators:

1-Capital adequacy: It focuses on the strength and resilience of
the research sample in the face of shocks facing the items of the
financial position, taking into account the financial risks facing
the bank, and includes the following indicators:
A- Capital adequacy index = capital / risk-weighted assets.
B- Capital adequacy index = Owner’s equity / Total assets.
2-Profitability index: It includes the following indicators.
A - Return on Assets Index: Banks rely heavily on it to measure
the ability of the monetary unit invested in assets to generate
profits. It is one of the important indicators.
B- Rate of return on equity.
3-Liquidity indicators: They include the following indicators.
A- Loans/deposits index
B- Liquid assets index/total assets
Table (2) shows these indicators:

Table (2) Financial indicators for the research sample for the period

(2018-2019)

Variables 2018 2019 2020 2021 2022
Equity capital 250000 250000 250000 250000 250000
Risk-weighted

258.027 294.368 306.117 306.766 363.213
assets
Capital adequacy 0.10 0.8 0.8 0.8 0.7
shareholders”
. 283,102 261,626 265,274 263,138 284,363
equity
Total assets 607,085 529,829 571,480 650,959 752,255
Capital adequacy
. 0.46 0.49 0.46 0.40 0.37
ratio
Profits 339 17,216 4674 923 7,464
Total assets 607,085 529,829 571,480 650,959 752,255
Return on assets
. 0.05 3.25 0.82 0.14 0.1
index
Profits 339 17,216 4674 923 7,464
shareholders’
. 283,102 261,626 265,274 263,138 284,363
equity
Rate of return on
. 0.12 6.5 1.7 0.35 2.6
equity
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Loans granted 41,059 46,506 38,827 68,918 77,961
Deposits 138,585 110,962 169,018 176,011 174539
Loans to deposits
. 0.29 0.41 0.22 0.39 0.44
index
Liquid assets 428.088 432,194 478,774 550,539 641,633
Total assets 607,085 529,829 571,480 650,959 752,255
Liquid assets
0.54 0.62 0.66 0.69 0.72

index/total assets

From the analysis of the table, it is clear that the capital adequacy
index reached its highest level in the year 2018 which was (0.10),
which falls within the third level according to the classifications
issued by the Central Bank of Iraq, which the adequacy is less
than (12%) but not less than (10%). While it was (8%) for the
years 2019, 2020, and 2021 within the fourth level due to the
efficiency being less than (10%) and not less than (8%). As for
the year 2022, the capital adequacy index decreased as it reached
(7%). It represents the fifth and final level, which indicates a low
capital adequacy ratio for the research sample. As for the capital
adequacy ratio indicator, it was fluctuating, and the reason is due
to the fluctuation of both property rights and total assets.
As for profitability indicators that provide insight into the
research sample’s ability to achieve profits, low profitability may
indicate basic operational problems and potential financial
distress, as the highest percentage of return on assets reached
(3.25) for the year 2019, which is within the first level according
to classifications issued by the Central Bank of Iraq, as the rate
The return is more than (2.5%) and the reason is due to the high
profits achieved during the year. As for the years 2019, 2021, and
2022, they were within the fourth level due to the return rate
ranging between (0.0 - 0.5%), while the return rate for the year
2020 was within the third level, which the return rate ranges
between. )1.5 — 0.5(%This indicates the inability of the research
sample to generate profits due to poor planning and the inability
to achieve returns from investments. As for the rate of return on
equity, it reached the highest rate in 2019 and was (6.5) due to
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the increase in profits, then after that profits decreased for the
remaining years, which was reflected On a low indicator.

In the same context and within the liquidity indicators, the
indicator of loans granted to deposits shows a low liquidity ratio
for all years of the study compared to the levels indexed
according to the instructions of the Central Bank of Irag, which
range between (0.22 - 0.44). This may be due to the decrease in
loans granted by the bank’s policy in granting bank credit, As for
the liquid assets index to total assets, we find that the highest
ratio according to this indicator was for the year 2022, as it is
(0.72), and it falls within the third level, as the ratio is limited to
(0.75 - 0.70), according to the classifications of the Central Bank
of Iraq, and the reason for this is the increase in liquid assets, as
for the years 2021 and 2020. , 2019, the ratio is within the second
level, as it reached 0.69, 0.66, and 0.62, respectively. As for the
year 2018, which falls within the first level, the ratio is lower
(0.60), which is acceptable ratios, but it is preferable to work on
increasing these ratios, which will have a significant impact on
liquidity so that you can A research sample of paying one’s
financial obligations towards others.

To apply the equation for the Springate model in evaluating
banks, it is necessary to calculate the following:

Table (3) Application of the equation of the Springate model in
-2018) evaluating banks for the research sample for the period

(2022
'”g;gat The ratio 2018 2019 | 2020 | 2021 | 2022
X1 Working 0.54 0.41 0.39 0.38 0.32
capital/total assets
X2 Net profit before 0.001 0.001 0.011 0.003 0.009
interest and taxes /
total assets
X3 Net profit before 0.001 0.064 0.018 0.003 0.018
tax/current assets
X4 Sales/total assets 0.023 0.022 0.028 0.021 0.025
X1 Z-value 0.56913 0.47641 | 0.45855 | 0.41099 | 0.37911
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From analyzing the table above, it is clear that the value of Z
calculated according to the Springate model was low for the
research sample and all years of the study, as the value of Z
calculated was less than (0.862), which indicates that the research
sample suffers from financial problems, which was reflected in
its ability to pay financial obligations due to others. This requires
it to review its work to identify defects and work to address them.
To predict financial failure, it is necessary to monitor the quality
of assets of the research sample, as non-performing loans and
loan loss reserves amount to as in Table: (4)
Table (4) non-performing loans and loan loss reserves for the

research sample for the period (2018-2022) (amounts in millions

of dinars)
Description 2018 2019 2020 2021 2022
Non-performing loans 1.678 2.032 2.621 4.118 3.911
Loan loss reserve 11 35 46 51 52

The table above indicates the deterioration in asset quality
indicates credit risks and potential financial distress. By
analyzing the above indicators using analytical intelligence, the
ability of units to predict financial failure and take proactive
measures to mitigate risks can be enhanced. To strengthen the
indicators contained in the Springate model, some ratios were
chosen. Finance to identify the activity of the research sample
and these percentages are:

Table (5) Financial ratios for the research sample for the
period (2022 — 2019)

The ratio 2018 2019 | 2020 | 2021 2022

Liquidity ratio = cu_r_re_nt assets / current 19 18 19 18 16
liabilities

Debt to equity ratio = total

debt/shareholders' equity 12 13 11 1.2 16

Interest Coverage Ratio = EBIT / Interest

1.3 0.7 9.7 1.9 12.6
EXxpense

Return on assets (ROA) ratio = total

income / total assets 0.1 3.2 0.8 0.1 1

Return on Equity (ROE) = Total Income /

Shareholders' Equity 0.1 6.6 1.8 0.3 2.6
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Operating cash flow to net income ratio =

flow from operating operations / total -85 -4.8 -8 -68- -10
income
Free cash flow = flow from operations - - - - - -
capital expenditures 29,155 | 74,632 | 41,605 | 63,783 | 81,763

Price to earnings ratio (P/E) = market

price per share/earnings per share (EPS) 280 270 12.8 & 93

From analyzing the table above, it is clear that the research sample
suffers from a decline in operating cash flows, which was reflected
in the free cash flow, which had a negative sign, which indicates
that the research sample is facing difficulties in the financial
situation.

Section Four: Conclusions and Recommendations

First: conclusions

1- Analytical intelligence plays a role in extracting useful
information from financial reports, allowing decision-makers to
obtain deeper insights into the company’s financial performance,
profitability, and efficiency. Through the use of advanced analytical
tools and techniques, such as data visualization, trend analysis, or
ratio analysis.

2- Applying analytical intelligence techniques, such as forecasting
models, to income statement data to forecast future financial
performance. By incorporating these techniques, analysts can
improve the quality of information in the income statement by
providing forward-looking insights and assessing potential risks and
opportunities that may affect financial results.

3- When applying the Springate model, it was found that the
calculated Z value was low for the research sample and all years of
the study, as the calculated Z value was less than (0.862), which
indicates that the research sample suffers from financial problems,
which was reflected in its ability to pay financial obligations
towards others, which It requires that it review its work to identify
deficiencies and work to address them.

Second: Recommendations:

1- The need to work on developing financial analysis tools and
using electronic programs and the Internet to provide management
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with sufficient and timely information about the most important
financial ratios that provide important information about the reality
of the bank.

2- Training employees on analytical intelligence tools in general,
and accountants and auditors in particular, to provide them with
experience and skills that help in fraud detection and prediction.

3- Urging economic units to apply models to predict financial
failure.
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Abstract

Traditional credit scoring approaches frequently suffer from
limitations in terms of accuracy and efficiency. In order to
address these challenges, we suggest a hybrid optimization model
merging Particle Swarm Optimization (PSO) with Grey Wolf
Optimization (GWO) to enhance the services of credit scoring.
The main objective is to increase the accuracy, speed of
convergence, and computational efficiency of credit scoring
models. The research was conducted on a sample of 850
employees from Ashur University, collected from the database of
the university. The data used in this study were collected during
the period from [January 2024] to [August 2024]. The suggested
PSO-GWO hybrid model is evaluated by using key performance
metrics for instance accuracy, precision, recall, F1-score, PSNR,
and MSE . The results demonstrate that the PSO-GWO hybrid
outperforms the traditional method and standalone PSO in terms
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Of accuracy, with an accuracy of 93.5%, an F1-score of 93%,
and an AUC-ROC of 0.96. Additionally, the PSO-GWO method
achieves a significant decrease in computational time and faster
convergence. These results prove the potential of the hybrid
method to provide additional reliable and efficient services of
credit scoring in the industry of digital finance.

Keyword: Atrtificial intelligence (Al), digital credit scoring,
PSO, GWO, Risk Assessment, PSNR, MSE.
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1. Introduction

Credit threat assessment is an essential element in bank
operations management, which leads impact on the work quality
level toward the bank's survival besides development [1].
Furthermore, regarding user credit risk management, the
evaluation of a bank’s credit capability has become a significant
factor affecting its core competitiveness. In the influence of the
related big data era, how to combine big data by credit risk
assessment to enhance risk management capabilities for major
commercial banks [2]. Assessment of credit risk, a foundation of
financial institutions' processes, involves the evaluation of
borrowers' creditworthiness toward making advanced lending
decisions. In history, this procedure relied on conventional
methods that analyzed static financial indicators, for example,
credit scores plus income statements [3]. However, the dynamism
in addition to the complexity of contemporary financial
ecosystems demands a further adaptive and nuanced
methodology. The limitations of traditional approaches grow
evident when confronted with the challenges posed by conditions
of rapidly changing economic, behaviors of evolving consumers,
in addition to the emergence of non-traditional data sources.
Usually, credit risk assessment relies heavily on data from
historical financial, and statistical models, plus the decision of
experienced professionals [4].

The fast development of artificial intelligence (Al) has ushered
in a transformative era in different industries, and the financial
zone is no exception. One significant area undergoing deep
changes is a credit assessment [5]. Through the progress of
algorithms of machine learning (ML) besides the accumulation of
a great quantity of multi-dimensional customer data, developing
credit scoring methods with ML approaches has become a
hotspot. The ML approaches can be approximately allocated into
two categories, namely supervised ML in addition to
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unsupervised ML. The fundamental variance between these two
algorithms is whether the examples given to the learning
algorithm are labeled or not. The algorithm of supervised ML,
applied to the labeled cases, has a wide range of existing
algorithms, for example, support vector machines (SVM) [6],
decision trees (DT) [7],[8], artificial neural network (ANN) [9],
random forest (RF), for each through its strengths and
weaknesses.

The algorithm of unsupervised ML, practical to the unlabeled
examples, contains k —means [10], hierarchical clustering [11],
DBSCAN [12], [13], and isolation forest [14].

Together supervised ML plus unsupervised ML have been
extensively practical in the assessment of credit risk. The
algorithms of supervised ML are used in credit scoring models to
discover the relationship between customer features and credit
default risk and then predict the default classification [15]. One
of the principal motivations for assimilating Al into credit risk
assessment is the pursuit of improved accuracy. Traditional
methods often rely on predefined rules and static indicators [16],
which influences overlook subtle on the other hand essential
factors prompting creditworthiness.

Through leveraging Al, financial organizations can gain a deeper
understanding of the creditworthiness of borrowers, leading
towards informed decision-making, streamlined developments,
besides ultimately, an additional robust financial ecosystem.
However, alongside the immense possibility, acknowledging the
challenges related to Al applications is critical. The quality of
data, model interpretability, and ethical considerations involve
careful attention in the direction of confirming responsible and
unbiased applies [4] ,[6].

2. Literature Review

In 2021, Chao Q. and Yunfeng Z. suggested a great credit-
scoring model of Gradient Boosting that is based on adaptive
particle swarm optimization. Which is built on the clustering idea
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in addition two kinds of learning schemes, are employed headed
for guide the particles to develop the diversity of the sub-swarms,
to prevent the algorithm from falling into a local optimum [17].
In 2022, Peng D. and Hong S. presented the RNN (recurrent
neural network) model plus BRNN (bidirectional recurrent of
neural network) to escape the limitations of shallow models.
After that, bionic optimization algorithms are presented in order
to optimize the path of analysis, besides an integrated deep
learning model is projected [18].

In 2023, Abdussalam A. and Mahmoud B. Presented a study
investigating a comprehensive analysis of different algorithms of
machine learning, highlighting their mathematical underpinnings
in addition to their applicability in the classification of credit
scores. A comprehensive evaluation is steered on a range of
algorithms, counting logistic regression, decision trees, machines
of support vector, then neural networks, by using the datasets of
publicly available credit [6] .

In 2024, Xolani D. 1 and Turgay C. proposed a unique
optimization formulation intended to produce counterfactual
explanations that possess several properties concurrently. The
effectiveness of the suggested technique is evaluated on a dataset
of publicly available credit [4].
2. Credit Scoring Services

Credit-scoring services are essential tools used in the systems of
financial in order to evaluate the creditworthiness of individuals
or organizations. These services include via statistical models
besides to algorithms to analyze the data of historical financial
also predict the likelihood of a borrower repaying a loan or
meeting financial obligations. Credit scoring plays a crucial role
in decision-making procedures for lenders, banks, in addition to
other financial organizations. Key Components of Credit-Scoring
Services are:
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1. Data collection, which includes gathering information from a
diversity of sources for example financial organizations, credit
bureaus, also self-reported data.

2. Scoring models, which employ statistical methods and
machine learning algorithms toward analyze the collected data
and generate a credit score.

3. Scoring metrics, where numerical values are assigned
established on various financial factors such as outstanding debt,
payment history, length of credit history, in addition to categories
of credit used.

These components are combined to provide a reliable and
standardized assessment of an individual's or organization's credit
risk [19].

3. Benefits and Challenges of Al in Credit Scoring

Al is revolutionizing credit scoring services through enabling
more precise, dynamic, and inclusive assessments of
creditworthiness.Al offers numerous benefits in credit scoring,
together with improved accuracy, faster processing, in addition to
the ability to adapt to new financial behaviors. ML algorithms,
such as neural networks and decision trees, can continuously
learn from new data, making Al models more adaptive and
capable of identifying emerging risks. However, Al in credit
scoring also presents challenges, particularly around data privacy
and model transparency [20].

Through Al models becoming increasingly complex, it can be
difficult toward describe how decisions are made, which may
lead to concerns over accountability plus fairness. Moreover, Al
systems can unintentionally reinforce biases present in the
training data, which could impact the fairness of credit
assessments. In spite of these challenges, Al remains to improve
credit-scoring systems, providing more efficient financial
services [21].
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4. Traditional PSO in Credit Scoring Services

Now credit scoring, traditional approaches frequently fall short
in certain areas due to the complication plus dynamic nature of
financial data. These techniques in general consist of statistical
models similar to logistic regression, and linear discriminant
analysis (LDA), in addition to decision trees, for each with
limitations that affect their efficiency in accurately predicting
creditworthiness. Below are some primary gaps in traditional
techniques of credit-scoring.
e Limited Handling of Nonlinearity in addition to Complexity.
e Lack of Flexibility in High-Dimensional Data.
e Low Adaptability toward Large, Evolving Datasets.
e |nability to Holder Imbalanced Data Well.

This drawback can consequence in underestimating the risk of
default, which is an important factor for lenders.

5. The Proposed Improved PSO

To optimize PSO intended for improved credit scoring, numerous
key improvements are applied:

1. Adaptive Inertia Weight: This alteration modifies the inertia
weight with dynamism, permitting particles to explore broadly in
the early stages and gradually refine their focus as they near
potential clarifications, avoiding premature convergence.

2. Velocity Clamping and Dynamic Adjustment: Limits particle
speed in order to avoid missing while altering based on the
optimization stage, stabilizing particle movement intended for
more accurate results.

3. Hybridization using Grey Wolf Optimization (PSO-GWO):
Combining Grey Wolf Optimization’s hierarchical structure,
where “leader” particles guide the search. This supports PSO
toward balance exploration plus exploitation extra efficiently,
enhancing accuracy in difficult credit data.
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4. Fitness-Based Learning: Particles learn from their achievement
rates, with stronger particles influencing the search more,
speeding up convergence toward optimal solutions.

By integrating these techniques, the optimized PSO is able to
handle nonlinear data, adapt to real-time updates, and in addition
enhance the accuracy of credit scoring models in digital financial
systems.

6. Material and Method

This research presented a hybrid optimization algorithm that
integrates Particle Swarm Optimization (PSO) with Grey Wolf
Optimization (GWO) as shown in Figurel:

Preprocessing

_.‘ Data Collection )—‘ Preparing raw data ‘-‘ Feature Selection

|

Main Preprocessing

‘ Initialize PS0- GWO Parameters |

‘ Update Positions and Velocities ‘

I

‘ Evaluate Fitness ‘

l

‘ Optimize Using Stopping Criteria ‘

Check
Performance:
Acceptable
Results?

Figure 1. Block Diagram of the overall proposed research.

34



Yove Al el - de Gualddl anall - ail sl slaall - ISSN 2709-2852 — Lnalaall g Autlall o glall Ao

5.1 Dataset Description

1% Stage: The credit scoring model is trained on a dataset
including  financial records of individuals (Source),
containing features such as income, employment history,
debt-to-income ratio, history of credit, previous defaults,
and in addition other financial indicators.

2" Stage: The dataset undergoes preprocessing steps for
example normalization, conduct of missing values, and
alteration of categorical variables into statistical formats.
Also, data balancing methods similar to SMOTE
(Synthetic Minority Over-sampling Technique) are applied
in order to address the common issue of class imbalance,
as default cases are often fewer than non-default cases.

5.2 Proposed PSO-GWO Hybrid Model

1% Stage: Particle Swarm Optimization (PSO): The
algorithm of PSO initializes a population of particles
(solutions), for each representing a candidate set of
parameters for the credit scoring model. Particles transfer
through the search space by altering their positions based
on their own best-known positions then the global best
position, via velocities influenced by an inertia factor,
cognitive  (personal best), plus social (global best)
components.

2" Stage: Grey Wolf Optimization (GWO) Integration: To
improve the performance of PSO, the Grey Wolf Optimization
(GWO) method is combined. GWO introduces a hierarchical
leadership structure where particles are ordered into alpha, beta,
then delta ranks. These "leader" particles leader the swarm,
permitting structured exploitation in addition enhanced
exploration of the solution space. This hierarchical method
benefits to balance exploration (searching new areas) and
exploitation, decreasing the premature convergence risk.
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5.3 Algorithm Workflow:

1% Stage: Initialization: Particles are initialized through random
positions also velocities, representing different potential
solutions. The PSO swarm is directed through an adaptive inertia
weight in order to adjust exploration plus exploitation

dynamically.
Xi(0)=Xmin + (Xmax —Xmin) > rand () Equation (1).
Vi (0)=Vmin + (Vmax-Vmin) = rand () Equation (2).

Hence, Xmin and Xmax are the minimum plus maximum
bounds for particle positions, Vmin plus Vmax are the bounds for
velocities, and rand()\text{rand}()rand() is a random value
between 0 and 1.

2" Stage: Velocity and Position Updates: Particles’ velocities
are updated based on their personal best and the swarm's global
best. The GWO leaders influence this update, guiding particles
toward promising regions of the search space. PSO Velocity
Update Equation:

Vi(t+1) = o -Vi(t)tcl -r1-(Pi—Xi(t))+c2-12-(G—Xi(1)) Equation (3).

Hence:

e o: Inertia weight, which decreases over iterations to switch
from exploration to exploitation.

e C land c2c are Cognitive and social acceleration coefficients.

e rl and r2 : Random numbers between 0 and 1 to introduce
stochastic behavior.

The GWO component uses the positions of alpha, beta, and delta
wolves a, 8, and § to guide particles, combining PSO’s velocity
update with a GWO leadership hierarchy. For particle i the
influence of the leaders on velocity can be integrated as:

a+B+8
3

(3).

Vit+1) =Vi(t+1)+a.( — Xi(t)) Equation
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3" Stage: Fitness-Based Learning: For each particle’s position
Xi (t+1), Xi(t+1l) is evaluated using a fitness function
FOXNFOX_DF(XI), representing the accuracy of the credit scoring
model. The fitness function typically minimizes classification
errors according to the equation below:

f(Xi) = classification error rate =
false positives + false negatives Equation (4)

total samples

If £(Xi) is lower than the particle’s best-known fitness, Pi is
updated. If it is lower than the global best, G is updated.

4™ Stage: Updating the Inertia Weight: The inertia weight w is
dynamically adjusted to balance exploration and exploitation. It
decreases over time according to the equation below:

Wmax —W min

W= W max — - *t
Equation (5).

Hence, Wmax and W min are the initial and final inertia
weights, T is the whole number of iterations. t is the recent
iteration number.

5" Stage: Stopping Criterion: The algorithm repeats the above
stages till a stopping condition is met. Common stopping
conditions contain reaching a maximum number of iterations T
otherwise achieving a satisfactory fitness threshold according to
the equation below:

ift=Tor f (xi) < € then stop Equation (6).

This set of equations formalizes the PSO-GWO hybrid workflow,
permitting a balance of exploration in addition to exploitation for
accurate, efficient credit scoring in dynamic financial
environments.
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5.4 Performance Metrics

The model is subjected to objective evaluation using accuracy,
precision, recall, plus F1-score, with a particular emphasis on
misclassification rates. Additional objective evaluation, such as
the area under the ROC curve (AUC-ROC), computational time,
Peak Signal-to-Noise Ratio (PSNR), and Mean Squared Error
(MSE) assess the model's ability to balance predictive accuracy
in addition to efficiency.

5.5 Implementation Details

1% Stage: Software & Tools: The algorithm is implemented in
Python, by libraries such as Scikit-Learn for machine learning,
Numpy for numerical calculations, and Matplotlib for
visualization.

2" Stage: Parameter Settings: Initial parameters, containing
inertia weight, cognitive plus social coefficients, also GWQO’s
leadership hierarchy weights, are fine-tuned through cross-
validation in order to ensure the performance of optimal.

7. Result & Discussion

The results of this study demonstrate a significant improvement
in the accuracy and efficiency of credit scoring when using the
PSO-GWO hybrid model compared to traditional methods. In
traditional credit scoring techniques, which rely on statistical
methods and predefined algorithms, the model achieved a lower
accuracy rate and took more time to process the data. However,
when applying the PSO-GWO hybrid approach, which optimizes
the credit scoring process by combining the strengths of both
Particle Swarm Optimization (PSO) and Grey Wolf Optimization
(GWO), the accuracy significantly improved, reaching an
impressive 93.5%. Additionally, the hybrid model reduced
computational time by 40%, making it more efficient for real-
time credit scoring applications. These results highlight the
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advantages of modern optimization techniques over traditional
methods, as they provide more reliable predictions and enhance
decision-making processes in financial institutions. The
improved performance of the PSO-GWO model underscores its
potential for better credit risk management and more accurate
assessments of an individual’s or organization’s creditworthiness.
The key results are summarized in Table 1 & Table 2 below:

Table 1. The Evaluation matric of PSO-GWO hybrid model

PsO- iockls (o1
Metric GWO Standalone Logistic |
Hybrid PSO Model .
Model Regression,
Decision Tree)
Accuracy 93.5% 89.2% 85-88%
Precision 92% 87% 83%
Recall 94% 88% 82%
F1-Score 93% 87.5% 82.5%
AUC-ROC 0.96 0.90 0.85
Convergence 60% fewer
. than PSO - -
(Iterations)
alone
. Higher than PSO-
ComEI)_lithr?élonal reci?(?fi)on Baseline GWO and
standalone PSO

Explanation: The following is a breakdown of the key evaluation
metrics used in assessing the performance of the credit scoring
models (both traditional and PSO-GWO hybrid techniques):
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1. Accuracy:

TP+TN

Accuracy = ————
Y TP+TN+FP+FN

Equation (7).

Where:

« TP = True Positives (correctly predicted positive instances)

« TN = True Negatives (correctly predicted negative instances)
« FP = False Positives (incorrectly predicted as positive)

« FN = False Negatives (incorrectly predicted as negative)
Accuracy measures the overall correctness of the model,
indicating the proportion of correct predictions out of all

predictions.

2. Precision:

3.

» IP .
Precisio=—  Equation ),
[P+fP
4. Recall (Sensitivity):
Recall = . Equation (9).

5. F1-Score:

B PrecisionxRecall .
FiScore =2+ oo Equation (10).
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The F1-Score mean the precision and recall, balancing the
trade-off between the two. It is especially useful when dealing
with imbalanced datasets.

6. AUC-ROC: AUC-ROC is computed by plotting the True
Positive Rate (TPR, also called recall) against the False Positive
Rate (FPR). The area under this curve (AUC) quantifies the
overall ability of the model to discriminate between positive and
negative classes.

= TPR is calculated as:

TP
TP+FN

TRP =

Equation (11).

Fp
FP+TN

FRP =

Equation (12).

The AUC value ranges from 0 to 1, where a higher value
indicates better model performance.
7.Convergence (Iterations): Convergence refers to the number of
iterations taken by the optimization algorithm (e.g., PSO or
GWO) to reach the optimal solution. It is typically measured as
the number of cycles or generations required for the algorithm to
stop improving the objective function or reach a predefined
threshold.
-In optimization algorithms like PSO and GWO, convergence
can be tracked by evaluating the change in the fitness function
over iterations.
-The fewer the iterations required to converge, the more efficient
the algorithm is.
8.Computational Time: Time of computational mentions to the
total time taken by the model to complete its execution, including
data preprocessing, training, and testing. It is typically measured
in seconds or minutes. It is calculated by measuring the start and
end time of the execution process:
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Computational Time=End Time—Start Time ~ Equation (13).

The goal is to reduce computational time without sacrificing
model accuracy, mainly when applying the model in services of
real-time financial. These metrics provide a comprehensive
evaluation of the model's performance, allowing for a balanced
understanding of equally its accuracy and efficiency in credit
scoring applications.

Table 2. The PSNR & MSE matric of PSO-GWO hybrid model

PSO-GWO Traditional I_\/I(?dels
Metric | Hvbrid Standalone (e.g., Logistic
y PSO Model Regression, Decision
Model
Tree)
PSNR 45.2 dB 41.8 dB 38.5dB
MSE 0.025 0.035 0.045

Where a higher PSNR indicates that the predicted credit scores
are closer to the true values, implying less error in predictions.
The PSO-GWO hybrid model achieves a PSNR of 45.2 dB,
which is significantly better than both standalone PSO (41.8 dB)
and traditional models (38.5 dB). The MSE represents the
average squared difference between predicted and actual
outcomes. Lower MSE values signify better model performance.
The PSO-GWO hybrid model obtains an MSE of 0.025,
representing that the predicted credit scores are very close to the
actual values. The standalone PSO model plus traditional models
show higher MSEs, with values of 0.035 and 0.045, one after
another (respectively). The results validate that the PSO-GWO
hybrid model offers several benefits over traditional and
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standalone PSO models in credit scoring applications, mainly in
the context of digitization of financial services.
8. Conclusion

The PSO-GWO hybrid model shows enhanced performance in
credit scoring, contribution to high predictive accuracy, and
faster convergence, besides computational efficiency. These
results validate the model’s potential as a reliable, robust solution
designed for digitized financial environments, permitting
financial institutions in order to make more precise credit
decisions through reduced risk and developed operational
efficiency.
9. Limitations and Future Work
Although the PSO-GWO hybrid model demonstrates promising
results, there are some drawbacks:
1. Scalability: Because of the size of the dataset increases, the
computational demand of PSO and GWO could grow, however,
the hybrid model still demonstrates faster convergence compared
to traditional methods.
2. Parameter Tuning: The performance of the model is highly
dependent on the parameters selected for PSO and GWO. Fine-
tuning these parameters for specific datasets will be required to
achieve optimal results.
Future work could involve exploring additional hybrid
optimization techniques, integrating other machine learning
models for instance neural networks with PSO-GWO, and testing
the model on larger, more diverse financial datasets to assess its
strength and adaptability to different types of financial services.
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