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ABSTRACT

It is important to pay attention to develop our security systems, due to the increase in cyberattacks and the
development of their methods and the work to develop quantum computers capable of penetrating the solution of
complex equations of encryption algorithms. The need to develop protection methods has emerged in line with the
development of hackers to ensure the security and safety of users’ data. In this research, work was done on the modern
Li-Fi technology based on comparing the values with Kim’s model and a distance of more than 13 km was reached in
the fresh air. This technology provides security and privacy inside rooms because it sends signals through light, so the
signal cannot be modified from the outside. However, the threat remains through the transmission medium. Therefore,
a hybrid algorithm was created from chacha20 with a key size of 256 and RSA with a key size of 2048, which guarantees
us a high level of security, making it immune to threats. The chacha20 algorithm provides encryption speed and security,
while the RSA algorithm increases the level of security of the algorithm, as the total time taken to encrypt data from
the sender and decrypt it from the receiver was 0.036 seconds. This ensures high and fast performance for this hybrid
algorithm.

Keywords: Li-Fi, FSO, Fiber optics, ChaCha20, RSA, Hybrid encryption algorithm

1. Introduction one can effectively mitigate the risks of illegal access,
data breaches, and the subsequent financial ramifi-
cations, reputation harm, and legal complications.
Furthermore, in order to streamline the implemen-
tation of data mining methods, the encryption must
be compatible with domain computation [3]. En-
cryption is a mathematical discipline that focuses
on converting multimedia data through a series of
transformations. It serves as a crucial instrument for
ensuring security in the storage and transfer of data.
The process transforms unprocessed photos, video, or
audio into an unintelligible data format using a con-
fidential encryption key. Encryption methods can be
categorized into three types: keyless methods, single-
key methods, and double-key methods [4].

The transformation function in two-key approaches
employs a pair of distinct keys. The two keys are

1.1. Literature review

Recent years have seen incredible advances in
cryptography by harnessing the power of quantum
computing. Many new primitives such as fully secure
key agreements, quantum copy protection, one-shot
signatures, and others, which are not known to exist
in the classical world, can be created in the quan-
tum environment, leading to significant advances in
cryptographic capabilities [1]. Comprehending the
various methods employed by different regions is
crucial in the realm of modern information security,
as data encryption plays a pivotal role [2]. In or-
der to safeguard sensitive information such as client
data and business details, it is imperative to employ
encryption techniques. By implementing encryption,
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interconnected and are commonly known as the pub-
lic and private keys. The public key is widely known,
while the corresponding private key is exclusive to
a single individual [5]. 5G wireless networks are an-
ticipated to heavily rely on Free-space optical (FSO)
communication. FSO lines offer a viable alternative
to traditional fiber optic cables used for backhaul
links since they are easy to deploy, have a quick
setup time, and need low maintenance costs [6, 7].
Optical Wireless Communication (OWC) systems can
deliver high-data-rate services from nanometers to
10,000 kilometers. Thus, OWC could be a suitable
solution for high-density, high-capacity networks [8].
Wi-Fi is the most adaptable and effective wireless
data transfer technology. Wi-Fi faces capacity, avail-
ability, efficiency, and security issues due to various
accesses [9]. Li-Fi uses visible light for communica-
tion. The wall is impermeable to light, making Li-Fi
technology more secure and solving Wi-Fi’s radio
frequency bandwidth shortage. If an indoor commu-
nication vulnerability arises and the wall leak may
prompt a hacker to attack the network, an exception
can be established. Therefore, one or all levels of
Li-Fi technology need encryption data to secure data
[10, 11]. Authenticated Encryption (AE) ensures the
confidentiality, integrity, and validity of encrypted
data [12]. The ChaCha20 stream cipher authenticator
is a cryptographic algorithm developed by Daniel J.
Bernstein with the aim of providing a high level of
security [13]. The ChaCha family of stream ciphers
was introduced by Daniel J. Bernstein. The revised
Salsa family of stream ciphers demonstrates enhanced
diffusion per round, making it a notable improvement
over the previous version Around the same time,
the CFRG began looking into whether the ChaCha20
stream cipher and the Poly1305 authenticator could
be used as alternative ciphers in the Transport Layer
Security (TLS) protocol. This was done because the
RC4 cipher had major security issues and the CBC
block mode was hard to implement [15]. The authen-
ticator that is made when ChaCha20 is used to make
Poly1305 one-time secret keys from public nonce val-
ues is called Poly1305-ChaCha20 [16]. Chacha20 is a
stream cipher that is derived from Salsa20. It employs
an 8-round cipher known as Salsa 20/8 and uses
256-bit keys [17]. The RSA algorithm was first intro-
duced in 1977 by Rivest, Shamir, and Adleman as the
initial comprehensive public-key cryptographic algo-
rithm [18]. The RSA algorithm is a widely employed
asymmetric algorithm. It utilizes the process of mul-
tiplying two prime numbers of significant magnitude
in order to generate a cryptographic key. The public
key is utilized for encryption, whereas the private key
is employed for decryption. The security of the RSA
method is based on the challenging task of factoring

huge prime integers. The process of factoring is per-
formed in order to acquire the private key [19, 20].

The RSA algorithm is implemented to encrypt mes-
sages that have been prepared previously. The RSA
encryption process is carried out using mathematical
formulas that have been specified in the RSA algo-
rithm [21, 22].

1.2. Contribution of the study

After a comprehensive review of the research and
identification of the relevant research gaps, our work
makes a contribution to increasing the security of the
Li-Fi communication system, which uses encryption
algorithms. Li-Fi technology addresses the issue of
limited wireless bandwidth in Wi-Fi and offers en-
hanced security due to the inability of light to pass
through walls. However, an exception can be made
if a security vulnerability appears when making an
internal connection, and the leakage of the wall may
lead the hacker to attack the network. Hence, the im-
plementation of data encryption is essential in either
one or all layers of Li-Fi technology to ensure the secu-
rity of the data. The research paper suggests a hybrid
encryption technique that combines the chacha20
and RSA algorithms. This methodology enables to
increase the security level of the Li-Fi network. By
using this hybrid algorithm to encrypt users’ private
data, our approach ensures the security of users’ data
transmitted through the Li-Fi system and maintains
privacy. Thus, adopting this formula ensures high
network security and reliability in transmitting im-
portant and sensitive data.

The paper is organized in this way. This paper
consists of five parts: the details of the study are pre-
sented in Section 2, the hybrid algorithm is explained
in Section 3, the results are specified in Section 4, and
the conclusions are presented in Section 5.

2. The proposed method

The proposed system is configured using Optisys-
tem V21, OptiSystem is a software tool designed for
the simulation and analysis of optical communication
systems. It is widely used in engineering and research
to model, design, and optimize optical networks and
components. as shown in Fig. 1. Each part of the
design will be explained in detail in sequence.

2.1 Transmitter module

The two components of the transmitter. To produce
a 3 Gbps NRZ signal, there is an NRZ transmitter.
The output of the MATLAB bit sequence generator
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Fig. 2. Transmitter part design.

is placed in a pulse generator. An externally mod-
ulated laser operating at a wavelength of 1550 nm
and 1555 nm is modulated using NRZ pulses. The
Mach-Zehnder modulator is an interferometric inten-
sity modulation device. It implements a continuous
wave (CW) laser. The output is sent to the FSO chan-
nel as shown in Fig. 2.

2.2. Free space optical

FSO employs laser technology to transmit high-
capacity optical connections without the need for
physical cables. Additionally, it employs an optical
communications method to transmit data for telecom-
munications and computer networking. FSO systems
are designed to natively handle many channels as
shown in Fig. 3.

2.3. Fiber optic channel

The fiber optic cable consisted of a 40-kilometer
single-mode fiber (SMF) and two 3.2-kilometer

dispersion-compensating fibers (DCF) (FOC). An op-
tical amplifier is required to assess the effectiveness
of the performance design of the FOC system shown
in Fig. 4.

2.4. Li-Fi

Li-Fi, an advanced optical wireless communication
technology, holds significant potential compared to
other solutions due to the energy and cost efficiency
of the light-emitting diode. Li-Fi may fulfill this re-
quirement by using its numerous benefits, such as its
ability to achieve high data transfer speeds, minimize
electromagnetic interference, and provide indoor lo-
calization capabilities These units or components may
be used as either a band-reject or a band-pass filter.
Consequently, there will be a certain degree of light
reflection as the light passes through the portion of
the fiber that contains Fiber Bragg Grating (FBG).
The reflected light is returned to the source because
its wavelength matches Bragg’s. In contrast, other
wavelengths are transmitted by trans impedance
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amplifiers to enhance the electrical signal received by
a photodetector. As shown in Fig. 5.

2.4.1. Fiber bragg grating (FBG)

FBG is extensively utilized in various forms of com-
munication, encompassing both wireless and cable
technologies, as well as in wavelength division. It has
the ability to offset the effects of dispersion. Further-
more, UFBG is widely regarded as one of the most
effective reflectors utilized in several technologies,
including the simultaneous equalization of Erbium
amplifier gain.

2.4.2. Visible light communicator
The whole transmitter zone is covered by LEDs with
a half-angle transmitter of around 60°. LEDs outper-

form incandescent and fluorescent lights in energy
efficiency due to their low power consumption and
high brightness.

2.4.3. LOS channel
LEDs emit a beam of light that travels directly from
the source to the receiver, which is a photodiode (PD).

2.5. The receiver side

The receiver comprises a photodetector, a DC block
to prevent the entry of DC voltage into the electrical
input signal, and a low-pass cosine roll-off filter to
eliminate interference. Fig. 6 depicts the configura-
tion on the receiver side. There are a combined total
of 16 end customers distributed throughout 4 rooms.
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Fig. 6. The receiver side design.

3. Hybird algorithm

Cryptography is a discipline that applies mathemat-
ical principles to ensure the security of information,
namely by protecting secrecy, data integrity, and
authentication. Two methods of encryption have
been used, the first is symmetric, represented by the
chacha20 algorithm, and the second is asymmetric,
which is RSA. Fig. 7 shows Encryption and De-
cryption Hybrid Algorithm adopted in the proposed
design.

3.1. Chacha20

The ChaCha20 cipher functions by transforming a
comparatively tiny confidential key, referred to as ks,
which is shared between the sender and receiver, into
a sequence of characters known as a keystream KS.
Keystream is a term that denotes a substantial binary
number that can be partitioned into multiple smaller
binary numbers, denoted as k, which are employed in
the encryption and decryption procedures. The term
“encryption keys” refers to these lower quantities.
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Particularly, the ChaCha20 cipher utilizes a secret
key ks with 256 bits and 96 additional bits, termed
nonce, denoted as 5, where n cannot be repeated
after producing a keystream KS, i.e., the nonce must
be updated all the time a new keystream is gener-
ated. Furthermore, in most cases, n is a randomly
or pseudo-randomly generated number, in contrast
to the secret key ks which is deliberately selected.
The key size used is 256. It was employed in the
encryption of the first plaintext.
How ChaCha20 Works:

1. Key and Counter Setup: ChaCha20 relies on
a 256-bit secret key, along with a 64-bit nonce
(number used once), and a 64-bit block counter.

2. Initial Matrix: It forms an initial matrix con-
sisting of 16 words (32 bits each) arranged as
follows:

o Four constant words that are the same for all
encryptions.

o Eight words from the 256-bit secret key.

o Two words from the 64-bit nonce.

o Two words from the 64-bit block counter.

3. Rounds of Operations: The matrix undergoes
a number of rounds, typically 20. Each round
includes operations such as rotation, addition,
and XOR which modify the values in the matrix.

4. Generating Output Block: After completing all
rounds, a new matrix is produced. This matrix
is then used to generate an output block which

is XORed with the original data to create en-
crypted data.

5. Encryption/Decryption: For textual data, the
encryption process involves XORing each data
block with the output block from ChaCha20.
Decryption is done by XORing the encrypted
data with the same output block to retrieve the
original data.

This process provides high security and fast encryp-
tion/decryption, making ChaCha20 suitable for envi-
ronments requiring strong performance and security.

3.2. RSA

The RSA algorithm with 4096 key size is a
commonly employed asymmetric key encryption
method. The algorithm is designated with names
derived from the monikers of the developers. The RSA
algorithm employs the discrete logarithm method for
its implementation. In our research, we utilized the
RSA method to ensure the security of the content. Due
to the complex nature of the RSA algorithm, which
relies on discrete logarithms, it is challenging to use in
various real-world information security applications.
However, we have chosen to utilize this algorithm for
our information security purposes. The method can
be utilized to attain both security and authenticity
of information. Public key encryption solutions are
mostly employed for the purpose of safeguarding
data during the process of communication. RSA is
a cryptographic algorithm that employs a set of
asymmetric keys, consisting of a public key and a
private key. Therefore, the message is encoded by
the sender using the public key and decoded by the
recipient using the receiver’s private key. The RSA
technique is employed due of the primary challenge
of factorizing huge integers. Security is attained
through the multiplication of two substantial prime
numbers throughout the execution of the method.
The production of the public key and the private
key is the most intricate aspect of RSA encryption.
Rabin-Miller’s prime number testing method creates
two prime numbers, p and q. Each of the two prime
numbers connects the private key to the public key.
Usually, bits are used to talk about the size of the
key. The chacha20 key was encrypted there.

Steps of RSA Algorithm

» Key Generation:
Initial step: Pick two prime numbers, p and q.
The next thing we need to do is find n, which is
the modulus for both the public and private keys.
The key length, which is usually given in bits, is a
way to measure how big it is.
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We need to figure out Euler’s totient ¢ (n). ¢ is
Euler’s totient function in this case. This rate is not
shared.

The next step is to choose a number e such that
e < ¢ (n) and ged (e, ¢ (n)) = 1.

Next, we can use the equation d = e — 1 (mod
¢(n)) to find d’s value. Here, d is the modular
inverse of e modulo ¢(n).

The operation is carried out by finding d, which
is shown by d - e = 1 (mod ¢ (n)). We use the
expanded Euclidean method to figure this out.

People use the fake code from the section on
modular numbers, where a and n stand for e and
¢, respectively. Discover the secret key d.

The value of n and e are used in the public key. The
number of the private key is n and d, and it is kept

1.00E-17

1.16E-16

1.00E-15

5.03E-14

hidden. The numbers of p, q, and ¢(n) are kept
secret because they can be used to figure out d.
Encryption:

Sender encrypts message m using receiver’s
public key (e, n):

The congruence ¢ = me (mod n) is true when, in
this context, the variables c, m, e, and d represent
the encrypted text, plain text, public key, and
private key, respectively.

Decryption:

The recipient decrypts the cipher text c
using their private key (d, n) by using the
equation m = cn (mod n), where c represents
the cipher text, m represents the plain text,
e represents the public key, and d represents
the private key. Decryption of communications

1.00E-13

1.00E-11
=
%1.00E-09 5.05E-09

1.00E-07

8.68E-05
1.00E-05
5 10 15 20
Distance(KM)
—o— Clear

Fig. 7A. BER in different distance in clear weather.

Fig. 7B. Eye diagram in clear weather.
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encrypted with the matching public key is only
possible for the specified private key holder.
Asymmetric encryption and decryption, which
relies on mathematically linked key pairs, avoids
the requirement of discreetly exchanging a
common Kkey, as is essential with symmetric

ciphers.

4. Result and discussion

The Optisystem V21 and MATLAB R2020a exe-
cution environment on a Lenovo ThinkPad running
Windows 11 64-bit, an Intel(R) Core (TM) i7-7500U
2.70GHz/2.90GHz processor and 16 GB of RAM, was
used to build the proposed system based on Li-Fi in
the communication system and link it with MATLAB
to implement a hybrid algorithm to encrypt the data.

4.1. Communication system

The Li-Fi communication system was validated by
calculating the bit error rate and eye diagram of the
system. The results show that the communication

system is

successful and achieves

satisfactory

performance at different distance, as shown in
Figs. 7A and 7B. Fig. 7A shows the relationship
between the bit error rate and the distance and
shows the working status of the system at different
distances in clear air, while Fig. 7B shows the stability
of the system by drawing an eye diagram.

l Signal

T
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Table 1. The Wavelength have been en-
tered in the CW lasers.

CW lasers  entered Wavelength (nm)
1 1550 nm
2 1555 nm

Table 2. The Wavelength has been
entered in the UFBG.

UFBG entered Wavelength (nm)
1 1550 nm
2 1545 nm

In the suggested system that examined the
particular UFBG Properties of the for the frequencies
entering the CW laser, where the frequency testing
had been performed programmed distinct frequencies
into four CW lasers as introduced in the Table 1,
UFBG may be used as either a band-reject or a band-
pass filter To increase the percentage of information
security as shown in Figs. 8A and 8B. In Fig. 8A,
the graph of the optisystem program shows that the
system is working and the network is stable, while
Fig. 8B shows that the signal is scattered and there is
no signal, which proves that the UFBG filter is work-
ing as it has passed the allowed band and prevented
other bands from passing through the network.

On the other hand, the following frequencies has
been entered in the UFBG, as introduced in the
Table 2.
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Fig. 8A. Eye diagram in the band-pass filter, at a frequency of 1550 nm.
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Fig. 10. Data encryption and decryption using the proposed algorithm.

4.2. Hybrid algorithm

At the sending end, the text is encrypted by the
chacha20 algorithm using the secure key, then its key

is encrypted by the RSA algorithm using the public
key. At the receiving end, the chacha20 secure key is
decrypted using the RSA private key, then the mes-
sage is decrypted with the chacha20 secure key, as
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Fig. 11. Execution time for encryption and decryption in hybrid algorithm in MATLAB.

Table 3. The execution time of hybrid algorithm for encryption and decryption.

Function Name

Number of call  Total Time
Hybrid Algorithm 1 0.036 sec
ChaCha20 Encryption & Decription 4 0.014 sec
ChaCha20 generate key stream 4 0.012 sec
ChaCha20 Rounds 4 0.010 sec
ChaCha20 quarter rounds 320 0.009 sec
RSA generate private key 1 0.008 sec
ChaCha20 Bit Rotation 1280 0.004 sec
RSA generate public key 2 0.003 sec
ChaCha20 Inetialization 4 0.001 sec

Total execution time of Hybrid Algorithm to enecription and decription data = 0.036 sec

shown in the Fig. 9, which shows the variables and
functions used in the system.

The Fig. 10 shows the encryption and decryption of
data sent through the Li-Fi suggested system

The time taken to execute the hybrid algorithm in
MATLAB is calculated as shown in Fig. 11. The time
for the operations is calculated as shown in Table 3.

5. Conclusion

In conclusion, this study presents a secure Li-
Fi technology for data transmission and messaging
between network users. It addresses the network
vulnerabilities that hackers exploit to steal and
manipulate information. The Li-Fi communication
system was validated by calculating the bit error rate
and Q factor of the system. The results show that
the communication system is successful and achieves
satisfactory performance, with a bit error rate of

(3.25%e-17) and a Q factor of (8.275). The data was
encrypted using chacha20, which ensures security
and speed in encryption, while the RSA algorithm
was used to encrypt the key used in the chacha20
algorithm to ensure additional security of the sys-
tem. The execution time was reduced to 0.03 sec.
The keys were generated randomly in all encryption
and decryption operations in the ChaCha20 and RSA
algorithms. The results presented demonstrate our
contribution to enhancing the security of the pro-
posed system.
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