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Abstract

To address concerns like power outages, rising prices, poor power quality, and the need to
employ renewable energy sources, the traditional electricity system has evolved into what is now
known as the "Smart Grid" (SG). Critical to this goal is the development and rollout of a Smart
Grid Communication Network (SGCN) that can reliably and securely transmit data across the
grid. With this study, we hope to present a comprehensive overview of SGCN, including its
essential characteristics, necessary communication infrastructure, and promising technological
developments and practical uses. This study begins with an examination of those communication
needs, then provides a high-level overview of SG applications by employing a multi-layer
method and separating the communication layer into Home Area Networks, Neighbor Area
Networks, and Wide Area Networks. Next, the current wireless and wired communication
techniques, as well as new techniques like Cognitive Radio (CR), TV White Spaces (TVWS),
and Smart Utility Networks (SUN), that are ideal for the SG environment, are compared in detail.
Finally, the proposed CR based network architecture for SGCN is presented, along with its
salient features. After that, the article ends with a few suggestions for how to move forward.
Keywords: Cognitive Radio, Network, SGCN and SG.
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Introduction

The traditional power grid was built to
satisfy the needs of the last century, with
central power generation and no
automation in mind. Excessive power
capacity with single directional power
flow from fuel based or hydropower
facilities to consumer was the sole
approach to improve dependability. All
other industries have been disrupted by
the spread of computing and
communication technology, but the
electric grid has continued to be run in
much the same way for decades. Many
countries have had to optimize their
electric grids in terms of alternative,
efficiency, and reliability energy
resources in response to rising demand
for widespread blackouts, electricity,
frequent instances of electricity alarming
and shortages increases in electricity
power quality, prices, and environmental

hazards. Due to rising consumer
expectations and other factors, a new,
more efficient electric power

infrastructure the "smart grid" (SG) is
now required (Quang, etal., 2013). SG is
defined as a "computerized, extensively
dispersed energy delivery network
emission typified by a two-way flow of
electricity and information, capable of
monitoring and responding to changes in
everything from power plants to
consumer preferences to individual
appliances” (IEEE, 2005). SG's key goals
are the efficient generation and
distribution of power, the optimization of
energy use by customers via bi-
directional flow of information, and the
reduction of carbon dioxide via the use of
green energy sources. The bi-directional
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flow of information and electricity in the
SG enables different intelligent
techniques like home/building
automation, meter reading distribution,
and restoration management (Murat, et
al., 2014 and Massachusetts, 2011). As a
result, it is the grid's efficient bi-
directional communication that makes it
smart. This study reviews technical and
theoretical aspects of creating a Smart
Grid communication network, in order to
compare wired and from far technologies
and significant applications.

Literature Review
Various streaming technology issues in
SG are discussed in (Honggang, et al.,
2013). A future smart grid environment
related to multimedia communication is
outlined, and the communication and
solutions of CR networking are explored.
In (Yan, et al, 2012), the authors
describe a new M2M communication
paradigm and an energy-efficient
spectrum finding scheme. They have
demonstrated mathematically that SG is
more reliable and uses less energy
(Gungor and Sahin, 2012). The main
obstacles and unresolved questions
related to the supply of CR-based
intelligent  Grid  applications  are
discussed, along with a comprehensive
evaluation of Smart Grid characteristics
and architectures to do so. Cognitive
radio applications, interoperability of
standards, and cyber security in SG
communications are just some of the
topics covered in (Ruofei, et al., 2013).
According to the various traffic kinds
of SG, such as control commands,
multimedia sensing data, and meter
readings, the authors of (Jingfang, et al.,



Iragi Journal of Science and Technology

2025, 14(1)

2013) have presented a priority-based
traffic scheduling approach for CR based
smart grid systems. In (Skein, et al.,
2014), we offer a novel approach to
channel estimation and noise +
interference power estimation using the
IEEE 802.22 standard. Improvements in
both capacity and bit error rate (BER)
were seen in simulations of a smart grid
system using the MMSE beam former.
For multimedia communications in a
smart grid setting, see (Shengrong and
Yu, 2014), which proposes a green
cognitive mobile network based on small
cells.

(Rong, et al., 2014) presents an
intriguing solution to the problem of
secondary user characteristics in
cognitive radio by introducing a novel
spectrum sharing technology known
Hybrid Spectrum Access (HSA), which
is based on clever usage of both licensed-
free and licenced frequency bands for SG
communication. Athar Ali Khan et al
appears in (Athar, et al., 2016).

In (Vega, et al., 2016), the authors
discuss a new model for HEMSs in
which the end user actively participates
in the electrical value chain, after
reviewing nearly 70 existing models. In
(Omar and Haitham, 2016), the authors
provide a high-level summary of Smart
Grid  customer  acceptance  and
participation, as well as a summary of
some effective Demand Response
programmes. In (Zahurul, et al., 2015),
we have a case study on SG advancement
in underdeveloped nations and a
presentation of Integrating Distributed
Renewable Generation using Wireless
Sensor Networks in Malaysia.

A survey of behind the meters
management (BTMM) in Singapore was
carried out and discussed in (Islam and
Taha, 2016). Additionally, a case study
showcasing the deployment of the
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system was conducted at the same time.
A study of the wvarious control,
communication, integration, and
metering (ICCM) techniques used
Singapore may be found in (Reddy, et
al., 2014). A survey on the smart
communication technology, metering,
and Software or hardware security
requirements was published by the
authors in (Yasin, 2015). (Ali, 2016)
investigates a thorough selection of
recent research articles on wide area
control and stability in SG as well as
architectural network models that are
appropriate for Wide Area Systems.
These articles cover a variety of subject.

Materials and Methods
Radio Transceiver (RT)

The SG's potential benefits can only be
realized with a communication
infrastructure that is not only secure and
dependable, but also meets the SG's
communication requirements on a
budget (SGCN). Due to the huge number
of heterogeneous devices spread out
across significant distances and with
varying quality-of-service (QoS) needs,
designing and deploying an SGCN is a
difficult undertaking. Data, reliability,
latency limits, and traffic patterns are all
key factors to consider when designing
an SGCN because the nature of network
traffic for bi-directional information flow
is quite different from that of ordinary
communication networks. As is common
practice in the research, we use a five-
layer model to wunderstand SG
multilayered design as shown in Figurel.

These levels include Power generation,
transmission, distribution, and
consumption all fall within the purview
of the "power system layer. “This layer is
responsible for power-related
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management tasks like monitoring and
controlling (Murat, et al., 2014). The
SGCN's "Communication Layer" which
is in charge of both one-way and two-
way exchanges, Authentication of users,
as well as privacy and integrity for
customers, are provided by the security
layer. Application layer: enabling a wide
range of SG applications for use by end
users and service providers in managing
and keeping tabs on infrastructure.
Consider the following scenario: an
automatic meter reading of consumed
electricity units is to be performed. Layer
application will enable automatic meters
reading applications.

Appliation Layer

Start Meterng and Applations Customer Appleations

Security

Authentication, Accesscontol ety Protecton,Encryption Privy Lo

Wi ifee,

GLTE WINAY, Optic Hluetooth

fie IEEE 8022, PLC, DSL
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Figure (1) Multilayer System of SG (Murat, et
al., 2014)

The layer of power system will supply
electricity to user. Smart meters will
function at the Power control layer,
which  will  monitor the power
consumption reading. The layer of
communication will transport data from
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user premise to the utility company. The
security layer will be in charge of all
security features pertaining to data
privacy and customer confidentiality.
One of the most important layers in the
SG multilayer architecture is the
communication layer. As a result, the
communication layer will be the primary
focus of this paper. The layer of
communication is also classified on the
basis of range, data rate, and coverage
area into: Wide Area Network (WAN),
Neighborhood Area Networks (NAN),
and Home Area Network (HAN) (Murat,
et al., 2014) as shown in Figure 2.

WAN i

10-100 Km
10Mb/s-1 Gb/s

NAN/FAN
100m-10Km
100 Kb/s to 10Mb,

4 A

Figure (2) Data Rate and Approximate
Coverage Requirements for WAN, NAN, and
HAN

Local Area Service (LAS)

Also known as a BAN or IAN, is a
network that extends to the customer's
location and connects the many sensor-
equipped smart devices there to the smart
meters so that energy can be used more
efficiently.

From appliances like air conditioners,
heaters, washing machines, and the like
by careful monitoring and management
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of energy usage. It's possible that it will over vast distances using this system. A
also be able to handle other functions, large amount of data, potentially

such as enabling prepaid electricity,
showing the number of units used, the
amount owed, and the time of day when
electricity use is at its peak, etc. Smart
meters (SMs) serve as communication
gateways between HANs and NANS, in
addition to monitoring and controlling all
smart devices within the customer
premises. HANSs are capable of covering
regions as little as 100 m? and as large as
200 m? with data speeds of 10 to 100
kb/s.

Regional Area Network (RAN)

Covers both the distribution and
transmission layers, hence the name
"Field Area Network™ (FAN). The
SGCN core is responsible for moving
enormous amounts of varied information
between the WAN's service providers
and the HAN's smart devices. SMs in the
Customer domain of the NAN support a
wide range of SG applications, including
those dealing with power outages,
distribution automation, power quality
monitoring, and among others. Each SM
in a NAN cluster may require anything
from 100 Kb/s to 10Mb/s of bandwidth,
and the number of SMs in a cluster may
range from a few hundred to several
thousand, all depending on the power
grid topology (centralized/distributed)
and the communication protocol
employed.

Broadband Network (BN)

Since it aggregates data from numerous
NANs and transmits it to the Control
Centre, SGCN serves as its
communication backbone. Power plants,
substations, control rooms, distribution
grids, transmission, distributed energy
resource stations, and distribution grids
and so on can all connect to one another
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thousands of gigabytes, is transmitted
across the WAN to the control Centre,
therefore the usual data rate required may
range from 10 to 100 Mb/s over a
distance of several hundred kilometers.

Figure 3 (Emilio, et al, 2013)
provides a high-level overview of a
hybrid (Wired and wireless) SGCN, and
the underlying technologies are
discussed in greater detail in the
following sections:
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Figure (3) Example of Hybrid SGCN (Emilio,
etal., 2013)

A. Justification: The Role of
Cognitive Radio (CR) in Smart Grids
The information that must be
transferred through the SGCN's network
of communication nodes is immense in
size and scope, but also very different
from that of more traditional networks.
We can priorities data on the basis of
its delay tolerance. When comparing the
data reliability and latency requirements
of different types of transmissions, it is
clear that data conveying control orders,
such power scheduling, have higher
standards. With the inclusion of
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multimedia monitoring and surveillance
data, the volume of data is estimated to
be in the range of thousands of gigabytes.

Therefore, the need for bandwidth and
network resources is growing to
accommodate this massive amount of
data. To carry less delay-sensitive data
over the communication network, CR is
the optimal/key technology because the
desirable wireless spectrum, which has
better propagation characteristics, is
already filled and unduly congested. For
this very much reason, CR based
standards are already in the business
specifically for Smart Grid environment.
However, later in this section, we review
the literature on CR in the Smart Grid
area.

B. The Major Aims and Achievements
of This Study

The primary goal of this article is to
define critical needs for the design of
SGCN, which will lead to the Various
wireless structures and techniques are
deployed, and a workable open
architecture is presented here for SGCN
that is based on CR. The following are
the contributions of this article toward
this end:

We provide review of existing
communication techniques, both
wireless and wired, including some of
the modern techniques, like IEEE 802.22
WRAN, IEEE 802.11af, and Intelligent
Electricity Network (SUN); we also
identify essential network requirement
on the basis of which technological
devices are evaluated. Key obstacles,
unresolved concerns, and prospective
future research topics are outlined, and
open end to end topology for SGCN
based on Cognitive radios is proposed
(Alexander, et al.,2010).
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C. Content Formatting

As for the rest of the paper, its structure
is as follows: The essential components
for the construction of SGCN are
discussed in Section I1. In Section 111, we
provide a high-level review of SG
applications and a case study to help you
estimate the volume of data created by
your specific use case. In Section IV, we
present a thorough examination of some
promising current and future wired and
wireless communication methods. In
Section Vi have attempted a brief
summary of the difficulties encountered
while developing SGCN. We propose a
CR-based design for SGCN in Section
VI. The remaining questions, difficulties,
and potential new lines of inquiry are
discussed in Section VII. Section VIII
concludes our article by summarizing
our findings and conclusions.

Microgrid  Information  Network
Architecture (RT)

The following are necessary for a
Smart Grid Communication Network
(SGCN) to be implemented in practice:
Meeting the data rate requirement of SG
communications Meeting the latency and
reliability ~ requirement of  SG
communications Facilitating the use of
SG applications Addressing the issue of
scarce radio spectrum

Key concerns in SGCN design include
(Emilio, et al, 2013) Which
communication protocols and network
architectures are best for connecting
disjointed nodes?

How  does the choice  of
communication protocol and grid
location impact the network topology?

What are the best communication
protocols to use when taking into account
SG's varied ecosystem?
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Because SGs can operate in a wide
variety of contexts, it is unlikely that a
universal answer can be provided to the
questions posed above. However, the
most of the system needs are universal.

A. Equipment Prerequisites

System needs must be defined before a
comparison of HAN, NAN, and WAN
communication technologies can begin.
Several important needs for SG have
been mentioned in publications by
research institutions, utility providers,
and national governments (U.S., 2010,
Daoud and Fernando, 2011). Two
primary categories will be discussed
below:

Measurable, quantitative criteria; they
are the KPIs for your communications
system.

For both service providers and end
users, it is important to have a system
that meets qualitative standards.

B. Statistical Definitions

To ensure the quantitative criteria are
met, there are three outcome measures
(KPIs) that can be tracked: One of the
most crucial constraints for control and
safety functions in any power system is
latency, which is a measuring of delay.

For instance, in a distribution
automation system, the transfer of
measurements from IEDs to a data
aggregator may need to have a maximum
delay of no more than 4 milliseconds.

However, the information transfer
delay between DAPs and control centers
might range from 68ms to 12ms (IEEE,
2005). In a similar vein, fewer time-
sensitive  applications can tolerate
somewhat higher network delays, such as

automatic meter readings (AMRS),
firmware upgrades, and software
updates.
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Accordingly, the communication
system employed must meet the lower
latency requirements (Wang, et al.,
2011) for the time important data.

Reliability: Some important functions of
smart grid infrastructure cannot be
assured without a highly dependable
SGCN. A network failure can occur due
to a variety of factors such as link /node
failure, gateway/device malfunctioning,
over-loading, and so on; hence,
redundancy is crucial for critical links
and devices / gateways / servers. Data in
the SG context might also be quite
different in terms of criticality. Some
messages cannot accept any loss and
must be transmitted quickly, whilst
others can suffer losses very seldom
(Niyato, et al.,, 2011). As a result,
applications must be able to priorities
their data for transmission based on the
level of criticality.

Data Rate: When it comes to SGCN, the
data rate requirements change depending
on whether the link is a Local Area
Network (LAN), a Wide Area Network
(WAN), or the internet. The previous
section showed a typical requirement for
WAN, HAN, and NAN. However, due to
the fact that it may be necessary to
convey multimedia data (such as video
surveillance of site), the necessity for a
sufficient data rate  for  the
communication  link is  rapidly
increasing. Therefore, it is important to
optimize  communication  networks
between nodes in order to not only
increase the data flow but also to
decrease delays and packet losses (GAO,
etal., 2012).

Descriptive Specifications

The following are required network
characteristics for an SGCN: In an SG
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setting, the number of customers can
easily reach millions and grow
exponentially on a regular basis, so the
need for scalability is obvious. One
highly sought-after feature of SG is its
capacity to scale in response to
unexpectedly high levels of demand for
data or services. The ability to scale up or
down a network and deploy alternative
configurations based on physical needs is
another fundamental feature of every
network.

Scalability (GAO, et al., 2012) also
includes the ability to increase the size of
the routing table and the Communication
resources in the event that new nodes are
added to the network. Smart grids can
benefit from distributed communication
architectures because of this.

With so many devices using a wide
variety of networking and
communication standards, it's clear that
SGCN requires a high level of
interoperability between them.
Therefore,  ensuring  compatibility
between different forms of
communication and devices is essential
(NIST, 2010). One could put in place a
communication gateway to connect
segments that use various
communication technologies or
standards It is important to note that
interoperability is critical in terms of
both networks and apps, which
necessitates standards to ensure that data
exchanged between applications has the
same meaning in each application.

The term "flexibility" can have a broad
meaning in SGCN. Provisioning Hetnet
services with varying degrees of
availability and latency is essential. It
also advises that SGCN have multiple
communication models, such as a
multipoint to point (MP2P) model for
monitoring applications and a point-to-
multipoint  (P2MP) model for
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disseminating network commands and
configuration info to multiple devices
(Wang, et al., 2011). Because SGCN
must meet the needs of a wide variety of
applications, the networking
technologies and protocols it employs
must be very flexible and adaptable.

Protection from cyber-attacks and
customer  confidentiality are two
important aspects of network security
that SGCN must provide (Khurana, et al.,
2010). For instance, SGCN must
safeguard the privacy of each customer
unique load profile and metering data.
Security mechanisms such as authorized
authentication,  intrusion  detection,
encryption of sensitive data, and trust can
help SGCN identify and eliminate these
dangers (Wang, et al., 2011).

Benefits of the Cloud Computing

A part from quantitative and qualitative
requirements discussed in previous
section; it is also very important to know
that what sort of data is contained in data
that is to be carried. Therefore, one may
get an idea about data rate and latency
attributes of the technologies to be
chosen.

A. HAN Technologies

Building services management, which
involves transmitting the readings/
measurements from an IED to a
controller at the customer location, are
examples of applications common in the
Business Area N/W (BAN), Industrial
Area N/W (IAN), and Home Area N/W
(HAN).

Therefore, HAN calls for reliable
communication channels with low power
requirements, modest data speeds, and
limited service areas.

Wi-Fi, ZigBee, Bluetooth, power line
carrier, Z-Wave, and Ethernet are usually
utilized to support BAN/IAN/HAN
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application because they meet the
requirements of supplying data rate of up
to 100 kbps with small coverage distance
(up to 100 m).

B. Benefits of NAN

Multiple NAN applications necessitate
the transmission of data from a large
number of homes' smart meters (SMs) to
data collectors' substations or vice versa,
necessitating data rates of 100 Kb/s to 10
Mb/s, low to high latency, and coverage
distances of up to a few kilobars. Wi-Fi,
ZigBee, TOEW, DSL, and cellular
technologies such as 3G/4G and
WiMAX may all be applicable, based on
on the specifics of the situation. To
evaluate the typical data amount and
latency needed by most applications, we
refer to (Murat, et al., 2014), which
provides a full study for the NAN
application.

C.WAN Applications

Real-time applications for the specific
purpose  of  monitoring,  control,
protection are supported a WAN, making
it the next-generation solution to ease the
planning, protection, and operation of the
entire system. This collection of time-
sensitive data is quite large and requires
a high degree of reliability.

The total amount of data to be
transmitted across WAN is projected to
be in the thousands of gigabytes level.
Communication technologies offering
data rates of 10 Mbps—1 Gbps up to range
(100 km) are suitable for control,
monitoring, and protection applications
in WAN, which involve conveying a
large volume of data to different nodes at
higher data rates (typically 10 to
100Mb/s) with low latency to allow
stability control. Because of its low
latency and increased data rates over
longer distances, optical communication
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is a leading choice for use between
substations (Transmission/Distribution)
and control stations. Because of their
large coverage range and better
throughput, cellular technologies such as
4G LTE and WIMAX are also
appropriate. Satellite communication can
also be utilized for redundancy and
backup communication in faraway
locations.

RT Wireless Communications

Technology for transmitting data can
be roughly divided into two categories:
wired and wireless. If you're looking at
bandwidth, cost, dependability, security,
maintenance, and not having to pay for
the spectrum, wired solutions are the
clear winner over wireless ones.

However, wireless connectivity is
currently popular because it is easy to
expand, modify, and rearrange (from
operators' perspective) and mobility
(most attractive feature for user).

Connected Tools:

Overhead  Wires  Connectivity
(SCGN), Optical Connections (OC), and
Digital Subscriber Line (DSL) are three
of the most prominent rival wired
technologies (DSL), so it is provides a

comparison of these various
technological approaches.
Telecommunication over Electric

Wires (TOEW)

Given its obvious benefits, TOEW
technology was one of the first to be
employed for automating the energy
grid. TOEW technology transmits a
modulated carrier over an already
existing power line connection, allowing
for bi-directional communication.

Narrow band TOEW (NB-TOEW) and
Broadband TOEW are the two primary
categories of (BB-TOEW) It is possible
to use the NB-TOEW on frequencies
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between 3 and 500 kHz. Low Data Rate
NB-TOEW and High Data Rate NB-
TOEW are two subcategories. Data rates
of up to 10 kbps can be achieved with
Low Data Rate NB-TOEW thanks to the
use of a single carrier, whereas data rates
of less than 1 Mbps can be achieved with
High Data Rate NB-TOEW thanks to the
use of multiple carriers. However, BB-
TOEW  technology may provide
throughputs of several hundred megabits
per second (Mbps) over a frequency
range of 2 to 250 MHz. Multiple
protocols for TOEW are at odds with one
another (draft). TOEW is best suited for

applications  like as  Substation
Automation, AMI Backhaul, Remote
Monitoring, and Distribution

Automation in the SG environment. As a
result, TOEW can be considered a viable
solution for SG (Ahmad and Sajjad,
2015). Because power lines are
unshielded, there are several challenges
with signal propagation along power
cables, such as disruptive interference
from power signals, devices, or external
electromagnetic interference (Emilio, et
al., 2013). Furthermore, the cost is
significant due to the required specialist
equipment.

Conclusion

The transition from traditional power
grids to Smart Grids (SG) is driven by the
need to address challenges such as load
shedding, environmental impacts of fuel
consumption, power quality, and the
integration of advanced control and
surveillance systems. At the heart of SG's
intelligence is the requirement for two-
way communication, enabling real-time
data exchange and adaptive grid
management. To meet this demand,
wireless communication technologies play a
crucial role, supporting the diverse needs of
the grid while ensuring scalability and
flexibility. The significant challenge of
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transferring large volumes of data—
often in the range of terabytes—across
the grid is compounded by the limitations
of traditional communication networks.
In this context, Cognitive Radio (CR)
presents a promising solution by
enhancing spectral efficiency and
enabling more efficient use of licensed
frequency bands. By leveraging CR, the
Smart Grid can  improve its
communication capacity and resilience,
particularly in environments with high
data traffic.

This study has reviewed both the
technical and theoretical aspects of
building a Smart Grid Communication
Network (SGCN), comparing wired and
wireless technologies and exploring their
respective advantages and limitations. A
key contribution of this work is the
proposal of a scalable and adaptable CR-
based network architecture, which aligns
with the latest technologies and
standards, providing a  flexible
framework for future SG deployments.

While significant progress has been
made, numerous technical challenges
remain, particularly in terms of ensuring
reliable and secure communication in
dynamic SG environments. However, the
insights presented in this study lay the
groundwork for further exploration of
CR in Smart Grid applications, offering a
pathway to overcoming these challenges
and unlocking the full potential of the
Smart Grid.

In conclusion, the integration of
Cognitive Radio into Smart Grid
communication systems represents an
exciting frontier in the evolution of
energy networks. Continued research and
development will be essential in
addressing the remaining technical
obstacles and ensuring that Smart Grids
can meet the future energy demands of a
connected, sustainable world.
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