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Used of outer space under International Law

Lect. Dr. Yahya Hasan Jdayea®

Abstract

Cyberwarfare has a prominent position at the present time due to its harm
to humanity if used illegally in a manner that contravenes international law, so
all specialists must establish new units aimed at ensuring cyberspace security
at various governmental levels, including the armed forces.

Especially since cases of cyber operations may have very serious
consequences, especially since their impact is not limited to the fact that cyber
operations have other effects, for example, by tampering with the computer
system, any specialist can tamper with air traffic control systems, dam flow
systems, or oil pumping operations, and more dangerous than that is tampering
with nuclear power plants, so these operations may leave a negative impact on
the civilian population. It has become necessary to confront such operations
by developing the rules of international law specialized in these areas, and
then allowing countries to defend their security and themselves against these
operations, if necessary, using all methods, including the use of force.

Keywords:Armed , Outer space warfare , Use of force for self-defense ,
and Cyberspace Attack
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