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Abstract 

Many recent applications demand image transmission through the net in the same time trying 

to keep the integrity and authenticity of these images till they reach destination. In this paper, 

image verification is applied using lossless compression technique “Huffman” and 

steganography methods and cryptographic technique “Rabin” are used to boost security. The 

verification process includes encrypting specific text, compressing it then hiding the result in 

selected places within the image. The system was tested based on PSNR with respect to the 

size of images, and compression ratio. 

Keywords:  LSB, Improved diagonal queue, Steganography, Cryptography, Huffman 

compression, Rabin technique. 

1- Introduction 

On the Internet, the amount of digital photos has rapidly expanded. For many applications, 

including military, medical, video surveillance, and sensitive transmission, image security is 

becoming more and more crucial [1]. In steganography, the secret message is hidden within an 

image (or other type of media) that is referred to as a cover image. The cover image is then 

given to the recipient, who separates the secret message from it. To prevent the attacker from 

figuring out whether there is an embedded message, the data shouldn't be recognizable from 

the cover image. Steganography and encryption are two methods that may be used to secure 

the transmission of concealed data. Data security can be improved by combining the two 

methods [2]. When a communication is encrypted, it is altered in a way that prevents any data 

from being revealed even if it is intercepted by an adversary [3]. There are several methods for 

encrypting data [4], and each one varies in terms of security, reliability, performance, and other 

factors [5]. Encrypted data will be hiding beneath the image; the most common hiding method 

is utilizing LSB of many pixels to insert a message into a colored image [6]. In this paper a 

new method for securing hidden data in digital images using the combination benefits of 

encryption using Rabin method for key exchange, compression using Huffman and hiding 

using LSB with specific method for selecting hiding bits. The new method showed significant 

results in reducing the size of data and distributing bits within the image.  

The rest of the paper will be divided as follows: section two for previous work, section three 

for background methodology, section four for the suggested method, then the results and 

analysis, and finally the conclusions. 

2- Related Work 

Image Verification Using Hidden Compressed Encrypted 

Data and Rabin System 
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For decades, researchers try to reach the optimality in stego-methods for digital images. [7] 

suggested to hide data within digital images using diamond encoding method in which the 

secrete message could be extracted without the use of the original image. The method gave 

high payload with minimum distortion. [8] suggested the used of JPEG images us a carrier for 

hidden data after the analyzation using EMD method and the AC cofactors with DCT 

transformer. The suggested method gave high payload with minimum distortion. [9] suggested 

a method for steganography for medical images using Rabin and queues to distribute the 

encrypted data in different blocks within the medical image. The method showed high payload 

with minimum distortion.  [10] suggested a method for expanding the secrecy of Rabin by 

producing fake modulus to be added to the exact modulus. The suggested method increases the 

complexity of extracting the original primes of Rabin and preventing factorization applied by 

hackers. [11] suggested a method that combines both Rabin with OTP to expand the secrecy 

of the encryption of images. 

3- Background Methodology 

3-1 Rabin’s scheme 

Rabin had invented a mathematical method for public key system in which the modular number 

is created from two primes that are congruent to modular 4 [9]. The schema will be: 

1- Chose A,B such that:  

                A ≠ B , and, A≡ B ≡ 3 mod 4 

2- Calculate K= A * B, consider K as the public key. 

For encryption, the following equation is used: 

  C= P2 mod K,         (P is the message) 

For decryption: 

  P=√C  mod K 

Since K is large, finding the root of C is complicated unless knowing the factors of K (A,B) 

which are known only for the authorized person. Using that the decryption process will be: 

  (PA)2 ≡ C mod A  

                             (PB)2 ≡ C mod B 

Then: 

PA = C(A+1)/4 mod A        and      PB = C(B+1)/4 mod B 

The result of finding the roots of the previous equations will be four different numbers, using 

the Chinese remainder theorem and farther calculations the correct number of plain text will 

be chosen.  

3-2 Huffman Method    

Transmitting data through wide communication media will demand compression to fasten the 

transmission and to minimize files sizes. Huffman was invented to compress text with simple 

and unique code[12].  Huffman code was proved to obtain the shortest compressed code with 

variant length encoding depending on the texts to be compressed[13].  The size will be smaller 

than the original one specially for long files. It is applied by creating a specific tree named the 

encoding tree or the Huffman tree in which each character will has a code of one bit, two bits, 

three bits or more depending on the frequently appearing of the letter within the text. 

3-3 Square Matrix Permutation 
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Hiding data within media like image or sound will infer the use of square matrices in which 

certain blocks of the cover media will be written as a square matrix to be used (depending on 

the hiding method) in embedding the secrete data bits. Parts of the covered image will be 

converted to square matrices (8*8) of 8 pixels. Only one part of the RGB pixel will be used for 

creating the matrix( 8 pixels with 8 bits only from each pixel). Table 1 below shows the 

suggested square matrix with 8. 

Table 1: the suggested square matrix (8*8) 

A1 A2 A3 A4 A5 A6 A7 A8 

B1 B2 B3 B4 B5 B6 B7 B8 

C1 C2 C3 C4 C5 C6 C7 C8 

D1 D2 D3 D4 D5 D6 D7 D8 

E1 E2 E3 E4 E5 E6 E7 E8 

F1 F2 F3 F4 F5 F6 F7 F8 

G1 G2 G3 G4 G5 G6 G7 G8 

H1 H2 H3 H4 H5 H6 H7 H8 

The square matrix then will be permuted using a permutation table shown in table 2, each 

number represent the position of bit from the square matrix. 

Table2: permutation table 

33 8 48 9 49 24 64 25 

34 7 47 10 50 23 63 26 

35 6 46 11 51 22 62 27 

36 5 45 12 52 21 61 28 

37 4 44 13 53 20 60 29 

38 3 43 14 54 19 59 30 

39 2 42 15 55 18 58 31 

40 1 41 16 56 17 57 32 

After permutation, the bits will be as table 3 below: 

Table 3: permuted matrix 

E1 A8 F8 B1 G1 C8 H8 D1 

E2 A7 F7 B2 G2 C7 H7 D2 

E3 A6 F6 B3 G3 C6 H6 D3 

E4 A5 F5 B4 G4 C5 H5 D4 

E5 A4 F4 B5 G5 C4 H4 D5 

E6 A3 F3 B6 G6 C3 H3 D6 

E7 A2 F2 B7 G7 C2 H2 D7 

E8 A1 F1 B8 G8 C1 H1 D8 

 

From each row of the permuted matrix, the bits of the two higher positions (7,8) in each row 

will be used for embedding with the same sequence they appeared in the permuted matrix.  

Selected bits=(A8,F8,C8,H8,A7,F7,C7,H7,E7,B7,G7,D7,E8,B8,G8,D8)  

4- The proposed method 
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The suggested method has many steps starting with encrypting data to be hidden using the keys 

obtained from Rabin. The letters will be considered as sequence (position) within the English 

letters before executed in Rabins encryption. The numbers will be compressed using Huffman 

algorithm, then hidden in the cover image using the square matrix. The following block 

diagram explains the proposed method steps: 

 
Block diagram 1: Steps of the proposed method 

As shown in block diagram 1, the proposed method has two parts: the first part is related to the 

confidential text which will be encrypted using Rabin’s key, then compressed using Huffman 

coding tree, and final use the binary bits resulted from compression to be hidden. The second 

part is related with the cover image. Certain blocks of the cover image will be chosen where 

each block consists of 64 pixels (8*8). The square matrix will be permuted then only pixels of 

position 7 and 8 will be used in hiding data bits within one of the parts RGB. The hiding process 

will use the LSB of chosen pixels. The result will be the stego_image. 

5- Implementation  

Suppose the text to be hidden is “layla sabah mohmed”, then the letters, their weights and their 

encryption is shown table 4 below: 

Table 4: weight and code of text letters 

Plain text Weight Cipher code 

A 1 1 

L 12 4 

H 8 64 

M 13 169 

Y 25 625 

S 19 361 

B 2 4 

O 15 225 

E 5 25 

D 4 16 
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Huffman tree will be created depending on the frequency of each character. The coding tree is 

shown in figure 1 below: 

 
Figure 1: Huffman tree for plain text 

The frequency of each character, its code and the number of bits needed before and after 

compression is shown in table 5 below: 

Table 5: frequency and code 

Character Frequency Code Original 

size 

Compressed 

size 

No. of bits saved 

for each character 

A 4 01 4*8=32 4*2=8 32-8 =24 bits 

L 2 000 2*8=16 2*3=6 16-6 =10 bits 

H 2 100 2*8=16 2*3=6 16-6 =10 bits 

M 2 010 2*8=16 2*3=6 16-6 =10 bits 

Y 1 0110 1*8=8 1*4=4 8 -4 =4 bits 

S 1 1110 1*8=8 1*4=4 8 -4 =4 bits 

B 1 0011 1*8=8 1*4=4 8 -4 =4 bits 

O 1 1011 1*8=8 1*4=4 8 -4 =4 bits 

E 1 0111 1*8=8 1*4=4 8 -4 =4 bits 

D 1 1111 1*8=8 1*4=4 8 -4 =4 bits 

Total 16 char.  128 bit 50 78 bit 

   The number of bits for the text will be 50 instead of 128 which mean 78 bits less. By this, the 

average code length for the text is 50/16=3.125. 

The same method of encoding will be applied to the values resulted from Rabin method for the 

same letters. By this step, the text to be hidden is now encrypted and compressed. The bits 

obtained will be hidden in selected bits of any image after applying table 1,2,3 respectively to 

get the selected bits (Selected bits = (A8, F8, C8, H8, A7, F7, C7, H7, E7, B7, G7, D7, E8, B8, 

G8, D8) ). 

6- Results And Analysis 

One of the most important applications in multimedia transmission is hiding data in a digital 

image to keep it secure and unreadable. Attackers usually try to extract the hidden data using 

various methods, so, to increase security and increase the chances for hackers to predict hidden 

data, more than one method are involved. The suggested method produces a security technique 
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in which the data is encrypted the compressed before hiding. This will make the prediction of 

data very complicated process. 

The suggested method showed a high payload with minimum distortion since the data is 

smaller than the original and the hiding procedure use two bits of each pixel instead of LSB 

only.  There are no sequencing in the order of bits since the procedure use a permutation matrix 

and then row selection; this gave a sort of randomness in the sequencing. The suggested method 

cause no distortion to the cover image since it used only one part of the colors of the pixel (R, 

G, or B) therefore the effect of hiding will be unremarkable.  Table 6 below shows the PSNR 

for hiding various lengths of data in the same image.  

Table 6: PSNR for three images 

Image size Data size (bits) PSNR PSNR(average) 

275*183 

200 80.9436 

78.51888 

 

280 79.3891 

360 77.9053 

576 75.8375 

193*615 

200 79.0979 

76.79198 

 

280 77.5079 

360 76.2506 

576 74.3115 

234*780 

200 80.6579 

78.54475 

 

280 79.2517 

360 78.1194 

576 76.15 

 

It is clear from table 6, even that the value of PSNR is decreased with the increasing of the 

hidden bits number (which is logically), the value of PSNR still high which indicates the 

minimum distortion of the stego_image.  

Table 7 below shoes the histogram and PSNR for images with 576 bits hidden. 

Image Image 

size 

PSNR Image histogram 

 

275*18

3 

78.5188

8 
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193*61

5 

76.7919

8 

 

 

234*78

0 

78.5447

5 

 

 

Table 8 below shows the comparison of PSNR for the proposed method with other researches. 

Table 8: PSNR comparison 

 

 

 

 

 

 

 

 

 

 

 

 

 

The proposed method showed the best value for PSNR with respect other works of hiding data 

within color images.  

7- Conclusion 

Steganography is one of the most important fields in data transmission. To avoid hacking, 

manipulation and faking images through lines, steganography is used in which specific data 

are hidden securely in a cover image without making any distortion and keeping the attacker 

unaware about that hidden data. The proposed method employed the methods of Huffman and 

Rabin to minimize the size of data to be hidden. The positions in which data bits will be hidden 

are selected using permutation tables such that the bits are neither sequential nor pure random 

but in between with an acceptable randomness. The proposed method showed a best PSNR 

compared to other previous methods. 
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