Embedding Algorithm using multiple pseudo
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Abstract:

Digital Watermarking is a technique for embedding personal or confidential
information within an image; video or text .The paper proposes an embedding method
that implements multiple pseudo random number generators the cover image file will
be segmented into number of block each contains a specific pixels length. The first
PRNG is used to generate secret key by chaotic map for encrypting the logo image
before the embedding process, the second PRNG generates random number that to be
used for randomly selecting the pixels from each block to be modified with watermark
bits by LSB method. The randomness of the keys has a strong impact on the system’s
security strength for being difficult to be predicted, guessed, reproduced, or discovered
by a cryptanalyst. Obtained results were satisfactory and suggest that, this technique
would be suitable for applications involve cryptography, steganography, and copyright
protection.
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1. Introduction:

Today’s generation witnesses the developments of digital media. The simplest
example of digital media is a photo captured by phone camera. The use of Digital
media is common in present era. Other example of digital media is text, audio, video
etc. [1], the process of digital watermarking (DW) involves tweaking pixel value at
various regions with them an image to encode some piece of information. This
encoded information can be used to provide copyright information, to prevent illegal
duplication, or even as a dynamic link between the image and online digital data. For
most applications, the image owner would like to make the encoded data robust
enough to ensure its detection while maintaining the high quality the original image.

[2]
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DW can be visible or invisible [3]. In the case of visible watermarking,
watermarks are embedded in such a way that they are visible when the content is
viewed. Invisible watermarks cannot be seen with the naked eye but they can be
recovered using an appropriate decoding algorithm [4]. Based on the type of document
to be watermarked, watermarking can be classified as image watermarking, video
watermarking and audio watermarking [5].

DW techniques can be achieved in two domains either spatial domain or
transform domain. Spatial domain works directly on the pixel, by modifying the
carrier image pixel value for embedding the watermark data. The Least significant bit
(LSB) is most commonly used with spatial domain. Transform domain is embedding
the watermark by modifying the transform domain coefficients using one of the
transformation techniques, such as discrete cosine transform (DCT), discrete wavelet
transforms (DWT) and discrete fourier transform (DFT) [6]. Table 1 which show the
differences between theses watermarking techniques by summarizing their advantage
and disadvantages. [7] [8].

2. The proposed algorithm:

The proposed watermarking scheme consist a number of steps in order to give
a proper, secure, and high authenticated model that serve the ownership or the personal
data to be transferred through the internet. The main stapes in illustrate in the figure
(1), (2) to shown a simple embedding and extracting method, which will clarify the
process in section 2.1

Carrier Image Embedding
Process

Bogi gy 5 3iasts
SUDELL EAST LRVIRSTY

Logo Image

Watermarked
image

Encrypted
Logo Image

Figure (1) Embedding Process

Extracting

Process

Watermarked Encrypted Decrypted
image Logo Image Logo Image

Figure (2) Extracting Process

4



Embedding Algorithm using..... Dr. Hamza A.,Aysar Sh.

2.1 Watermark embedding process

The main objective of the proposed embedding algorithm is to increase the
watermark robustness in order to get high authentication copyright protection against
many attacks that aim to copy, manipulate or damage the personal data. The algorithm
relies on the randomness concept by implementing multiple pseudo random number
generator (PRNG) for embed a logo image into the carrier image. To PRNG’s are
implemented, the first PRNG is a modified Lorenz attractor. It is involved to encrypt
the logo image before embedding process. The other PRNG is implemented for
embedding the encrypted logo into the carrier image with LSB technique; the
proposed algorithm consists of three processes; preparation, embedding and extraction
as follow:

a. Preparation process
In this process, random numbers are generated to be used for embedding
locations, logo image, carrier image are selected, and then some calculations
are done to determine the parameters in the following steps.

Stepl: PRNG’s preparations
Two PRNG’s are selected to be used for both encrypting the logo image and
locating embedding places in the carrier multimedia. The chosen PRNG’s were
Lorenzo and trivium. They were chosen for their sound randomness, besides
they were also modified by another’s to suit the intended purpose. One seed
key (k,) is selected as secret key for encryption another seed key (k,) for
embedding. The modified PRNG’s will be explained later.
Step 2: Select a logo image (W) and calculate its length (L,,) in bits.
Step 3: Select a carrier image (C), calculate its length(L,) in bits.
Step 4: Segment the carrier image into a number of blocks (B), each of length N-bits
according to equations (1) and (2).

_ @)
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b. Embedding process:
For the embedding of the logo image into the carrier image, the block diagram
of Fig (3) is followed. It consists of the following steps.

Stepl: use seed key K, to generate a sequence of random numbers by the modified
Lorenzo PRNG.

Step 2: Encrypt the logo W using the random numbers generated in stepl, to get ( W,)
by the equation (3)
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Step 3: use seed key (k,) to generate a sequence of random numbers by modified
trivium PRNG.

Step 4: embed the resulting encrypted watermark (W,) into the carrier image C using
the random number sequence generated in step 3, by equation (4)

Now C,. is the watermarked image which can be publicly used with its copyright
protection measure. Figure (1) shows the steps of embedding process.
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Figure (3) embedding process

C. Extraction process:

To extract the embedded logo image from the watermarked image, a process similar to
embedding process is conducted but in reverse order. It starts with watermarked image
(Cwe), using the same keys sequence generated by Trivium PRNG first to get W, ,
then using the same keys sequence generated by Lorenzo PRNG to decrypt W, in
order to produce W, figure (4) is illustrate extraction process.
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Figure (4) Extraction process

2.2 Modified Lorenz attractor PRNG:

The first step in this model process is the encryption of the logo bits stream using

modified Lorenz chaotic equation which is a 3D dynamical system defined by X, y and

z. Lorenz equation is a model of thermally induced fluid convection in the atmosphere.

It is among the classical chaotic systems and implies as the cause of the “butterfly
effect” in the scientific studies due to the fact that the attractor has two wings as the
butterflies. Therefore, it has been widely studied in chaos theory, dynamic system
modeling, chaotic control and synchronization phenomenon. The equation system
gives a chaotic behavior with regard to the initial system parameters. Apart from any
1D or 2D chaotic systems, the Lorenz system has a much complicated chaotic

behavior. The equation system contains three differential equations:

Xi1 = a(yi_x|)
Yiaa = er —Yi
Zia = XY, — bz,

Here x, y and z are the functions of time with the derivative forms (i.e. x, y and

z) and a, b, r are the system parameters for the deterministic system.

All numbers in this technique represent real numbers with randomness property.
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Some of modifications are proposed to be more suitable in the random
watermarking technique by the following equations, where the chaotic random number
sequence denoted by the

Seq:
Seq; =| X;,; *1000 |mMoOd 256........ccoevvreeeeeannnn. (8)
Seq ., =| Vi1 1000 |mod 256......................... (9)
Seq ., =|2z;,, 1000 |mMoOd 256..........cceerrrrrennnn @0)

In this operation the first three digit after floating point part are moved to
integer side with truncate then the mod 256 operation convert these three digit number
into byte form to be XORed with input image.

Equation (5) presents the main steps of the secret image encryption operations with the
following initial values of Lorenzo Attarctor are:

A=10 , b=28, r=2.66666666676.

Also the standard parameters of lorenzo are public but the input values of X, Y
and Z are secret values, these values are converted into integer values according the
above equations to generate secret chaotic sequence according the following equation:

X,., = X, *10000000 —| x, , *10000000 |............ a1
Yia = Y., 10000000 —| vy, , *10000000 |......... 12)
Z,., = 2,,, 10000000 —| 7, , *10000000 |........... 13)

3. The modified Trivium PRNG:

The second PRNG is a modified version of Trivium pseudo-random number
generator. It is accomplished by using Linear Feedback Shift Registers (LFSR) based
Pseudo Random Generator (PRNG). The modifications will include: bit lengths, XOR
selected sections and some other bits for initialization. This proposed PRNG will be
initialized by two vectors; first, the secret key of length 12 characters (chosen here as
Hello Jordan), which will be converted into 84 bits using ASCII codes, and second,
the initial vector s; which is 87 bits, also. It is fixed for each user in the algorithm.
This PRNG will be involving in the embedding of encrypted logo process randomly in
the carrier image.
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Zi = j+1 + tj+2 + tj+3 ........................... (15)

Where t;summation for each shift register is z; is key generation for each t;,
the generated number from the equations (14) and (15) represent the byte location in
each block within the carrier image.

4. Algorithm Performance and Results

The performance evaluation of the proposed watermarking scheme is obtained by
measuring imperceptibility, robustness and encryption of the resulting watermarked
images by using a various image (Carriers) and logo sizes. The error metrics used to
test the proposed algorithm are Peak Signal to Noise Ratio (PSNR), Correlation (RC)
and mean square error (MSE), number pixel change ratio (NPCR). The algorithm
implemented on logo dimensional 160*149 and cover high resolution with
dimensional 3818*2540, the number of blocks are 485.The test results of the
encryption of logo image and embedding tests showing in the table (1).

Table (1) Encryption and embedding result

Encryption Embedding
E-PSNR 10.2034405 db PSNR 77.942263 db
E-MSE 12699.7082 MSE 0.00102012
H-CR 0.96615125 H-CR 0.99958
V-CR 0.98825802 V-CR 0.99940
D-CR 0.91973564 D-CR 0.99949
E-NPCR 100% NPCR 0.31083594

5. Conclusion:

A new efficient and accurate algorithm has been developed and investigated
for digital watermarking for both color and grayscale images with deferent sizes. The
proposed method produces watermarks that are imperceptible by visual inspection
watermarking. The used technique is based on the spatial domain using LSB method
together with incorporation of two modified PRNG’s for encrypting the logo images
and selecting random pixels in the carrier image. Encrypting the logo image by one
PRNG as first step, and then embedding the encrypted logo bits into the carrier image
randomly using second PRNG makes the hacking task very hard and complex to guess
the watermarked image or secret keys that used in encryption and embedding
technique. Hiding is finally given. The obtained results of PSNR, MSE, CR and NPCR
show the effectiveness of the proposed Watermark image technique.
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