
Alkadhim Journal for Computer Science, Vol. 3, No.2 (2025)

67

Open Access ISSN: 3007-1437 (Online), ISSN:
3007-1429 (Print)

Security Content Used to Protect Data from Social Media

Zina Dakhil Faisal Alshukri
South Azad University of Tehran -Faculty of Computer Engineering -Software Department, Babil

Education Directorate – Iraq

Article information
Article history:
Received: May, 23, 2025
Accepted:June, 18, 2025
Available online: 25,June, 2025
Keywords:
Social media
Security
Privacy
Machine Learning (ML)
*Corresponding Author:
Zina Dakhil Faisal Alshukri
zenadakelf@gmail.com
DOI:
https://doi.org/10.53523x
This article is licensed under:
Creative Commons Attribution 4.0

International License.

Abstract
Social media networks have revolutionized global connectivity,
enabling billions of users to engage in virtual communities and mutual
interactions. However, their widespread adoption has attracted
malicious actors who exploit platform vulnerabilities to compromise
user security and privacy. Despite preventive measures, cyber-attacks
targeting social media have surged, necessitating advanced intrusion
detection systems (IDS) to mitigate risks. Although these platforms
fetch never-seen convenience, users do not have the technical ability to
understand the privacy implications of their shared content. As a result
the use of available privacy settings fall short compared to the general
practice of security. This study initiates the development of a holistic
framework for social media security that integrates

1. Policy-driven safeguards: Use strong passwords, keep
updating your credentials often, share data carefully, use
antivirus software, and stick to your own software.

2. Artificial Intelligence (AI) and Machine Learning (ML)-
driven solutions:: Machine learning algorithms for user
sentiment analysis, disinformation detection, combating illicit
activities such as child trafficking, and adversarial machine
learning-based enhancement of intrusion detection.

3. Ethical AI integration: Aligning with "AI for Good" efforts
can help cut down biases and ensure fairness in automated
security setups.

The paper takes a close look at the latest improvements in social media
security, stressing how important it is to protect private information as
more breaches happen that could harm economic stability and
confidence in using these platforms. This helps connect tech creativity
with strict rules and offers a new way to strengthen platform
trustworthiness and ability to bounce back in a digital world that is
becoming more competitive.
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1. Introduction
Online social networks are the main communication tool of billions around the globe for sharing

detailed personal information, connecting with others, and posting multimedia content. Since the
establishment of Six Degrees in 1997, these places have grown into both nichi and general-use sites like
Facebook, Google+, and MySpace to promote global friendliness and take the place of a virtual home
for many people. But this fast growth of social media also brings big safety worries to the world. As
more people put their private or important information online, there is now a much larger threat from
cyber-attacks that include stealing identities, phishing traps, social tricks, and breaking into data
systems.[1]

Even with the improvements in security tech, social media is still a top spot for bad guys attacking
through the site flaws and how users act to launch their cyber-attacks. Advanced breaking-in methods,
crime using AI tools, and false info spreading make threats more tricky-personal accounts are very at
risk because users don't know much or don't use security steps consistently. Plus, rules are all over the
place and fast tech change makes it even harder for old security ways to work well.

Given the above challenges, there is an urgent requirement for new solutions that bring together
technical safeguards, user education, and adaptive governance. The paper explores how user behaviour
relates to perceived security risks on social media. It further discusses the capabilities of artificial
intelligence and machine learning in improving threat detection, content regulation, and privacy. By
addressing current vulnerabilities and suggesting forward-looking strategies, this work aspires to aid in
building more reliable and secure social media platforms within the complex digital landscape.[2]

In a global sense, about 3.4 billion active social media profiles exist. Individual user accounts remain
very vulnerable to these sorts of security breaches even with greatly improved information security
measures. The main reasons behind such incidents are due to consumer ignorance about the security
measures implemented by firms for their personal accounts. Information security experts recommend
several practices for securing user accounts. Though these technologies prove effective in boosting
security, they are not often used by default in social media platforms. Also, how users' actual behaviours
on social networking sites reflects upon their security has not been much researched. The present study
tries to establish a relationship between the real-time activities of users on these platforms and their
awareness regarding the security risks. Furthermore, it proposes the creation of a system designed to
alert users about potential threats and encourage the adoption of recommended security measures while
engaging with social media.

The research also delves into existing social media security frameworks and investigates the potential
applications of artificial intelligence (AI) in this domain. It highlights challenges such as sophisticated
hacking techniques and the spread of misinformation across social networks. Particular attention is given
to machine learning approaches that help extract relevant information and assist users, as well as AI-
driven methods aimed at detecting and combating false content. The discussion extends to concerns
about controlling access to social media platforms and addressing privacy issues that arise from
analyzing social media data. However, one notable limitation of current machine learning techniques in
this context is.[2]

2. Statistics of online social network and media
Social media [2] can be presented as an assembly of Internet-based implementations that based on
the Basics of technological and ideological of Web 2.0 that permit the development and connections of
content which is produced by employer. Social media represents an agglomerate of various kinds
of sites of social media containing usual media for example television, radio, and newspaper and
no usual media for example Facebook, Twitter. Social media provides away for users to
communicate online with people who share their interests, whether for romantic or social reasons[2],So
it provides employers a simple using method to connect network to every other on an unmatched range
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at rates hidden in usual media. The publicity of social media lasts to develop resultant in an
advancement of social networks, exponentially, microblogs, wikis, blogs, location-based on social
networks, social news, social bookmarking implementations, media as sharing of audio, text,
photo, and video, business and product assessment sites, etc. Facebook is the first social
networking site, submitted above 845.00 million employers of December 2011. This number
proposes that India roughly 1.100 billion and China about 1.300 billion are the solitary two republics in
the world which possess bigger populaces than Facebook. Twitter and Facebook have increased
above 1.200 billion employers, two more than thrice the populace of the USA and above the populace
of any continent excepting Asia. Over the past year, social media platforms have seen a surge in
popularity, welcoming an additional 241 million users worldwide. That is to say, the average annual
growth rate of 4.7%, with a range of 7.6 to 8.3%[3].
The latest figures indicate that 94.2 percent of the world’s internet users now use social media each
month (learn more about people’s For more on general online activity, see our Global Digital Overview
page. It’s crucial to recognize that the figures reported for social media users may include multiple
accounts belonging to the same person and therefore do not always reflect unique individuals. Due to
factors like multiple accounts held by the same person, the total count of social media profiles can
surpass the official number of internet users-or even the overall population. For this reason, the term
“social media user identities” is often used to reflect these nuances.
To provide further insight, recent statistics indicate that approximately 87.3% of adults worldwide (those
aged 18 and older) are active on at least one social media
platform.

Figure (1): social media use

Additionally, research from Global Web Index (GWI) shows that an average social media user engages
with nearly seven different platforms As in Figure (1) each month-about 6.86 on average-and dedicates
roughly 18 hours and 41 minutes per week to activities such as browsing social networks and watching
videos on popular sites like YouTube, TikTok, Instagram, and Facebook.

Considering that most individuals sleep around 7 to 8 hours daily, these figures imply that a typical
internet user spends over a full waking day every week

immersed in social media.
Collectively, people around the globe consume more than 14 billion hours of content on social media
platforms daily, which translates to an astonishing 1.6 million years of human time spent each day[3].
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It is important to recognize that comparing the number of social media users to the total global
population may actually understate the true extent of social media usage, since most platforms restrict
access to individuals aged 13 and older. Facebook, for example, remains the world’s largest social
network, with over 3.07 billion monthly active users as of late 2023. The platform sees remarkable
engagement: users upload approximately 350 million photos each day, post around 510,000 comments
and 298,000 status updates every minute, and upload 136,000 photos per minute.
According to recent data, Whats App and Instagram occupy the second and third positions in terms of
active app users, with Whats App-the leading messaging service from Meta-surpassing both of Meta’s
flagship social networks in user activity. However, figures from Similar web and Data Reported indicate
that YouTube maintains a significantly larger active user base than either Whats App or Instagram.
Facebook ranks fourth, with its active app user base representing just over 76 percent of YouTube’s.
TikTok follows in fifth place, With an index value of 59.3, this is the final platform on the list to
maintain an active user community at least half as large as YouTube’s. Messenger from Meta ranks
sixth, posting an index of 47.26. Both Snapchat and Telegram are closely matched in this ranking and
stand out as the only other platforms with monthly active user bases that reach at least a quarter of
YouTube’s audience as of April 2025[4].
These rankings highlight the ongoing dominance of YouTube in global social media engagement, while
also reflecting the strong presence of Meta’s suite of platforms among the world’s most widely used
apps.
Given this immense volume of user-generated content, the risk of security breaches is significant.
Malicious actors can easily conceal harmful content within multimedia files or through shortened URLs,
increasing the likelihood of cyber threats. Additionally, Facebook continues to grapple with fake
accounts, having removed 691 million fake profiles in just the fourth quarter of 2023 alone. Fake
profiles may belong to illegitimate users or be created for testing and research purposes. Beyond social
media, the broader digital landscape faces persistent threats, with an estimated 100,000 websites
compromised by hackers every day[5].

Figure (2): Number of users on different social networking platforms
3. "Privacy and Security Threats in OSNs"
User-generated content on social media platforms encompasses a wide range of information, including
users’ experiences, opinions, and knowledge. Additionally, it often contains sensitive personal details
such as names, gender, location, and private photographs. Once shared online, this data is electronically
stored, making it permanent, easily replicable, and shareable across networks. Users of online social
networks (OSNs) frequently face the challenge of balancing the management of their social identity with
the protection of their privacy.
The immense popularity of social media is reflected in the projection that active users worldwide would
reach approximately 5.04 billion by 2024, accounting for about one-third of the global population[6].
The total active users on different popular social media networks are presented in Table
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Table 1: Popular Online Social Networks (OSNs) and their total active users in millions

.

Considering the vast global user base of online social networks (OSNs), privacy emerges as a critical
and pressing concern. OSNs give rise to various privacy challenges, including surveillance, where the
social environment transforms into a commercial domain. In this context, OSN providers monitor user
activities to control market access and target advertising efforts. Typically, these platforms share
personal user data with third parties for advertising purposes, which can lead to exploitation.
Additionally, as users navigate OSNs, they leave behind digital footprints that make them valuable
targets for commercial data collection and profiling.
Social networking tools have fundamentally reshaped both personal and professional interactions. While
they play an essential role in modern life, they also introduce significant privacy and security risks. With
hundreds of millions of users engaging regularly, OSNs have become prime targets for cyber attackers
in recent years. The threats faced by online users can be divided into two categories: classic and modern.
Classic threats affect not only OSN users but also general internet users who may not engage with social
networks. In contrast, modern threats are unique to OSN users, arising from vulnerabilities inherent in
the social network infrastructure that can compromise privacy and security.[6]
A 2016 report by NopSec, the State Vulnerability Risk Management Report, highlights that many
organizations rely on inadequate risk evaluation systems. Notably, social media platforms are often
excluded from these assessments, despite being among the most targeted platforms in cyber security.
Furthermore, insights from a January 2021 as in the figure(3) survey in the United States reveal that
approximately 44% of adults believe that cybercrimes involving digital espionage should be met with
the harshest penalties, reflecting growing public concern over online security threats.[6]

Figure (3):Most punishable types of hacking in 2021
4. Various threats on online social network and media
As a technology-driven society with widespread internet access, our interactions have increasingly
expanded into the digital realm. Since the inception of social networks, users have encountered various
types of cyber-attacks. These threats can be broadly categorized into three groups: As illustrated in
Figure 4, threats can be categorized into conventional, modern, and targeted types [10].
Conventional threats refer to the common attacks that users have faced since the early days of social
networking. Modern threats involve more sophisticated techniques designed to compromise user

OSN Total Active Users in Millions
Facebook 3,070
YouTube 2,504
WhatsApp 2,000
Instagram 2,000
Telegram 1,000
WeChat 1,390
TikTok 1,582
Snapchat 850
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accounts through advanced methods. Lastly, targeted threats are personalized attacks aimed at specific
individuals, often motivated by personal grievances or vendettas, and can be perpetrated by any user.

Figure (4): Classification of threats

4.1. Classic Threats
Classic threats have persisted since the early days of the Internet. These include spam, malware,
phishing, and cross-site scripting (XSS) attacks. Although researchers and industry experts have
developed defenses against these threats, the rise of online social networks (OSNs) has enabled them to
propagate more rapidly and in novel ways. Classic threats often aim to extract personal information
shared by users on OSNs, targeting not only the initial victims but also their connections by tailoring
attacks based on users’ private attributes[7].
4.1.1. Malware
Malware, short for malicious software, is a broad term for intrusive programs designed to infiltrate
computers and access private data. OSNs present an easier target for malware attacks compared to other
online services due to their structural design and the nature of user interactions. One of the most
damaging outcomes of malware attacks is the theft of user credentials, allowing attackers to impersonate
victims and send malicious Attackers can exploit social networks by sending deceptive messages to
users’ contacts. A notable example is the Koobface worm, which made its way through platforms like
MySpace, Facebook, and Twitter by harvesting login details and enlisting compromised computers into
a botnet. Although online social networks offer valuable features for communication, marketing, and
entertainment, they also create opportunities for cybercriminals. Malicious actors frequently lure
individuals into clicking on dangerous links, which can trigger harmful software to run on their devices
or steal sensitive information[11].
4.1.2. Phishing Attacks
Phishing is a deceptive attack where an intruder impersonates a trusted entity to steal personal
information. This is typically done by creating fake profiles or hijacking legitimate identities. A notable
example involved senior military officials from the U.K. and U.S. being duped into accepting Facebook
friend requests from an attacker posing as U.S. Navy Admiral James Stavridis, an operation attributed to
Chinese intelligence. Phishers frequently exploit social media platforms by masquerading as other
individuals to deceive users and harvest sensitive data.
4.1.3 Spam Attacks
Spam refers to unsolicited and unwanted messages. On online social networks (OSNs), spam often
appears as wall posts or instant messages. Compared to traditional email spam, spam on OSNs is more
dangerous due to the higher amount of time users spend on these platforms. Spam messages typically
contain advertisements or malicious links that may lead to phishing sites or malware infections. These
messages usually originate from fake profiles or spam applications. Fake profiles often impersonate
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popular individuals to spread spam. Additionally, spam frequently comes from compromised user
accounts and automated spamming bots, with compromised accounts being the primary source. To
combat this, spam-filtering techniques are employed to detect and block malicious messages or URLs
before they reach users[12].
4.1.4 Cross-Site Scripting (XSS)
Cross-Site Scripting (XSS) is a common and significant vulnerability in web apps. This assault allows
an intruder to execute harmful scripts in the browser of a victim, this may lead to data loss., including
cookies, saved passwords, and credit card information. In the context of OSNs, attackers can exploit
XSS vulnerabilities to create self-propagating worms that spread virally across the network,
compromising numerous users[13].
4.2 Modern Threats
Modern threats are typically specific to OSNs and primarily aim to obtain private information about
users and their connections. For example, an attacker might seek details about a user’s current employer.
If a user’s Facebook privacy settings are public, such information is easily accessible. However, if
privacy settings restrict access to friends only, the attacker may create a fake profile and send a friend
request to gain access once accepted. Attackers can also use inference attacks to gather personal
information from publicly available content shared by a user’s friends.
4.2.1 Click-jacking
Click-jacking, also known as a user interface redress attack, tricks users into clicking on something
different from what they perceive. In OSNs, attackers can manipulate users into unknowingly posting
spam or liking malicious links. More dangerously, clickjacking can enable attackers to hijack hardware
such as microphones and cameras to spy on users’ activities.
4.2.2 De-anonymization Attacks
De-anonymization uses data-mining techniques to cross-reference anonymous data with publicly
available information to identify individuals. OSNs facilitate extensive data sharing and contact
discovery, often with default public visibility, making them vulnerable to such attacks. Although
pseudonyms are used to protect user anonymity, sophisticated de-anonymization methods can re-identify
individuals from anonymized datasets, posing significant privacy risks[14].
4.2.3 Fake Profiles
Fake-profile attacks are common across social networks, where attackers create accounts with false
credentials to connect with legitimate users. Once friendship requests are accepted, these fake profiles
send spam messages to collect private information accessible only to friends. Often automated or semi-
automated, fake profiles mimic human behaviour to avoid detection. Besides compromising user privacy,
fake profiles also strain OSN resources and bandwidth. They can be exploited for various purposes,
including advertising, creating fake followers, and spreading misinformation[16].
4.2.4. Identity Clone Attacks
An attacker can create a duplicate social media profile by two primary methods: gaining unauthorized
access to an existing account and stealing its credentials, or by constructing a completely fabricated
profile using pilfered personal information. These deceptive tactics, often referred to as identity clone
attacks (ICAs), involve the misuse of someone’s digital persona for malicious purposes. Stolen login
details may be exploited either within the same social network or across multiple platforms. The
perpetrator can then leverage the presumed trustworthiness of the impersonated user to solicit content
from their contacts or engage in various forms of digital deception[16].
4.2.5. Location Leakage
Location leakage represents a specific form of data exposure. With the increasing tendency of users to
connect to social networks via mobile devices, often through dedicated applications, a new privacy risk
emerges. Accessing online platforms on mobile encourages the sharing of location details, which can
inadvertently disclose users’ geographic information. This exposure on social networking sites creates
opportunities for malicious actors to exploit such data and potentially cause harm[15].
4.2.6 Cyber stalking
Cyber stalking involves the use of the internet or social networking platforms to harass or intimidate an
individual or group. This harassment can take various forms, including monitoring, identity theft, threats,
sexual solicitation, or general harassment. Winkelman et al. conducted a study examining women’s
experiences with cyber harassment and their attitudes toward it through an anonymous online survey
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involving 293 female participants recruited from various OSNs. Notably, 58.5% of respondents were
college or university students. The findings revealed that nearly 20% of women received repeated sexual
messages or solicitations online, about 10% were sent pornographic messages from unknown users, and
over one-third reported experiencing cyber harassment.
4.2.7 User Profiling
Across many online platforms, including social networks, it is common to monitor and analyse users’
regular behaviours through advanced algorithms such as machine learning. This process, known as user
profiling, aims to tailor content and improve the overall experience. However, it simultaneously brings
about considerable privacy challenges, as these profiles frequently hold confidential and personal details
about individuals. Although online service providers use profiling primarily for commercial purposes, it
can inadvertently lead to privacy breaches, underscoring the need for robust protection mechanisms
within OSNs.
5. Software Security Solutions and Challenges
The most effective defense against security threats begins with user vigilance. Beyond awareness,
several technical measures can help mitigate risks.
5.1 Malware Detection
Malware threats continue to escalate, with modern malware employing sophisticated obfuscation
techniques to evade detection. Although various anti-malware solutions exist, malware evolves faster
than these defences. Prior to 2005, malware detection mainly relied on analyzing the syntax of
instructions generated by malicious code. Christodorescu et al. advanced this approach by focusing on
instruction semantics to identify malware. Later methods incorporated data mining techniques, such as
feature extraction and classification, to improve detection accuracy.
Sen et al. reviewed the application of artificial intelligence methods-including Genetic Programming,
Support Vector Machines (SVM), and Naive Bayes classifiers-in malware detection. Aslan and Samet
categorized detection techniques into signature-based and heuristic-based methods, which are effective
primarily against known malware but struggle with new, unknown threats.
Emerging approaches leverage Cloud computing, Internet of Things (IoT) frameworks, deep learning,
and behaviour-based detection. However, their effectiveness remains limited due to the rapid evolution
of malware. Gaurav et al. surveyed machine learning-based malware detection methods specifically
tailored for IoT environments. Gopinath and Sethuraman highlighted the promise of deep learning
techniques in enhancing malware detection capabilities. Despite these advances, identifying previously
unseen malware continues to be a significant challenge.
5.2 Logging
Logging involves recording all system activities in log files to facilitate forensic investigations. This
method helps trace actions such as file access and password breaches, enabling security teams to analyse
events leading up to sensitive data exposure.
5.3. Firewall
A firewall acts as an intermediary security layer between users and external networks, designed to filter
and monitor data traffic to detect and block various forms of attacks and malicious activity. Mukkamala
and Rajendran discuss several varieties of firewall technology, including packet-based filtering, circuit-
level gateways, stateful monitoring, proxies, next-generation firewalls, and cloud-based firewalls. Below
is a general description of each:

5.3.1 Packet Filtering Firewall:

This type of firewall applies rule-based filtering, allowing only packets that meet specific criteria to
pass through. Its advantages include speed, low resource consumption, and cost-
effectiveness. However, its simplicity also makes it easier for attackers to bypass, and configuring
rules can be complex and prone to conflicts. Additionally, packet filtering firewalls are stateless and
do not inspect the content of packets, limiting their ability to detect sophisticated threats.[17]
5.3.2 Circuit-Level Gateway:

Operating at the session layer, this firewall monitors TCP handshakes to verify the
legitimacy of sessions. While effective, it can be time-consuming and may introduce latency.
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5.3.3 Stateful Inspection Firewall:
An enhancement over previous methods, stateful firewalls maintain session tables to track
ongoing connections, enabling more comprehensive monitoring of packet flows between
hosts.

5.3.4 Proxy Firewall:
Proxy firewalls analyse the content of each packet for signs of malware, providing deeper
inspection than packet filtering alone.[17]

5.3.5 Next-Generation Firewalls (NGFWs):

These firewalls combine content inspection with advanced features such as machine
learning to identify and block malware and other emerging threats.

5.3.6 Cloud-Based Firewalls:

Similar to proxy firewalls but designed for scalability, cloud-based firewalls provide
protection across distributed environments and can adapt to varying traffic loads.
Additional technologies include distributed firewalls, next-generation firewalls, and Petri
net-based firewalls, each offering unique approaches to network protection.

5.4 Access Control and Network Security

Access control, through authentication and authorization, is fundamental for securing
communication channels. The specific security measures and access control mechanisms
employed can vary depending on the network technology in use-such as 2G, 3G, 4G, 5G,
Wi-Fi, VoLTE, Bluetooth, and others.[18]

5.5 Encryption
Encryption is essential for safeguarding data against unauthorized access. It transforms user
data into cipher-text using secret keys, making the information unintelligible to attackers.

5.5.1 Traditional Encryption Methods:

Algorithms such as AES, DES, Blowfish, and RSA are widely used. In symmetric encryption,
a single key is utilized to both encode and decode the information, whereas asymmetric
encryption relies on a pair of distinct keys-one for encrypting and another for decrypting the
data.

5.5.2 Image Encryption:
Specialized techniques are available for encrypting multimedia content shared between
users, enhancing privacy for images and videos.

5.5.3 Lightweight Encryption:
Devices with limited computational resources, like IoT devices and wearable, utilize
lightweight encryption algorithms such as Present, Quark, Photon, Simon, Speck, and Clefia,
which are optimized for efficiency and low power consumption.

All these software security measures are continuously evolving to address the dynamic landscape of
cyber threats. AI and machine learning are increasingly integrated into security solutions to detect new
and unknown attack vectors. However, no single method can address all threats, and ongoing innovation
is essential to keep pace with emerging risks[19].
6. Security-guidelines for OSNs user
Today, social media platforms and online networks are woven into the fabric of everyday life. As these
digital spaces become more popular, the potential dangers associated with their use also rise. With the
user base expanding at a rapid pace each year, protecting individuals on these platforms is more
important than ever. To help users stay safe, we’ve outlined a set of practical security tips. These
recommendations are presented in two sections: first, we cover general safety practices suitable for all
users, followed by platform-specific advice tailored to particular social networks (refer to Fig. 5 for
details)[18].
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Figure (5): Security guidelines for users

6.1 General Guidelines for Social Media Security
6.1.1 Use Strong Passwords:

To protect their accounts, users should create strong passwords that are sufficiently long and include a
combination of letters, numbers, and special characters. Short or simple passwords are easily guessed or
cracked. Additionally, users should avoid reusing the same password across multiple accounts, as a
breach of one account could compromise all others. Selecting a robust, unique password is essential for
safeguarding personal profiles from unauthorized access[20].
6.1.2 Limit Location Sharing:

Sharing location information has become increasingly popular, with many social networks offering
geotagging features that automatically tag a user’s geographical location when uploading multimedia
content. Users should disable automatic geotagging and switch to manual location sharing to avoid
unintentionally revealing their whereabouts. Publicly sharing location data can expose users to real-
world risks such as theft or stalking[20].
6.1.3 Exercise Caution in Sharing Content:

Users need to be mindful of the personal information they share online, as posts can inadvertently
disclose sensitive details about themselves or others. Many organizations enforce strict policies
regarding the sharing of information and multimedia on social media. Employees have been known to
face disciplinary actions or termination for violating these guidelines. Awareness and adherence to
organizational protocols help prevent damage to both individual reputations and the company’s
intellectual property and public image[20].
6.1.4 Be Selective with Friend Requests:

Many users accept friend requests without thoroughly reviewing the requester’s profile, often basing
their decision on mutual connections. However, attackers may create convincing fake profiles or
impersonate legitimate accounts to gain trust. If a friend request comes from an unknown individual, it is
safer to ignore or decline it to avoid exposing sensitive information to potential fraudsters.[20]
6.1.5 Install and Maintain Internet Security Software:

Anti-virus and internet security software can detect and block many known threats, including malware,
phishing attempts, and some forms of cyber harassment such as grooming and bullying. Since malicious
links can be unknowingly shared by trusted contacts, keeping security software updated is crucial to
defend against the constantly evolving landscape of cyber threats. Additionally, some social media
platforms offer built-in security tools that users should utilize to enhance their protection against cyber-
attacks.
6.2 Platform-Specific Guidelines
6.2.1 Professional Networks:

Professional networking platforms are primarily designed to help users build connections and enhance
their visibility to potential employers and recruiters. It is important that profiles on these platforms are
polished and professional. Users should carefully review profiles for spelling and grammatical errors, as
a well-written profile reflects attention to detail and professionalism-qualities highly valued by hiring
managers[21].
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6.2.2 Multimedia Sharing Platforms:
 Avoid posting sensitive or private information in photos or profile content, as oversharing can

expose users to privacy risks and potential harm.
 Refrain from sharing your current location publicly. Disable geotagging features on multimedia

platforms to prevent inadvertently revealing your whereabouts. There have been numerous
incidents where criminals used such information to target victims.

 Allow 2FA to be enabled on all social media accounts that are possible. This increases the
security of the system by requiring a second form of verification-usually a unique, time-
sensitive code that is sent via text message, this makes it harder for unauthorized individuals to
gain access if they have your password.

Figure (6): Enable two-factor authentication

6.3 For Social Connection Platforms
6.3.1 Sharing excessive personal details increases the risk of identity theft and other cybercrimes.
Therefore, users should limit the amount of information they disclose online.
6.3.2 Before accepting friend requests, it is important to thoroughly review the requester’s profile. Users
can also organize their contacts into different groups-such as colleagues, family, or acquaintances-to
control what information is shared with each group.
6,3.3 Employees should familiarize themselves with their company’s social media policies before
posting any content online, ensuring compliance with organizational guidelines regarding information
sharing.
6.4 For Discussion Forums
6.4.1 Exercise caution when clicking on links shared by other users, as some may lead to malicious or
phishing websites designed to steal login credentials.
6.4.2 Be wary of messages that urge immediate action, offer unrealistic promises, or request personal
information, as these are common tactics used in scams.
7. Data Protection Regulations and Compliance
As the digital environment evolves, protecting personal data has become a critical priority for both
individuals and organizations. Governments worldwide have introduced regulations to safeguard privacy
and ensure responsible handling of personal information. Key regulations include:
7.1 General Data Protection Regulation (GDPR)
Implemented by the European Union in 2018, the GDPR is one of the most extensive data protection
statutes on the planet. It covers any organization that processes personal data about individuals in the EU,
regardless of the company's location[22].
Key Features:

 Consent: Organizations must obtain explicit and informed consent before processing personal
data.
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 Individual Rights: Individuals can access, correct, delete, restrict processing, object to
processing, and request data portability.

 Data Breach Notification: Businesses must inform authorities and the affected individual
within 72 hours of a data breach.

 Penalties: Failure to comply may lead to penalties reaching 4% of the company’s worldwide
yearly revenue or €20 million, depending on which amount is greater[21].

7.2 California Consumer Privacy Act (CCPA)
Enacted in 2020, the CCPA protects the personal data of California residents and applies to businesses
operating in California or handling data of its residents[22].
Key Features:

 Right to Know: Consumers can ask to see the personal data that is collected, its purpose, and
the way it is shared.

 Right to Delete: Consumers are permitted to request that their personal information be erased,
with a few exceptions.

 Right to Opt-Out: Consumers have the option of refusing to share their personal data with third
parties.

 Non-Discrimination: Businesses cannot treat consumers differently because of their CCPA
rights.

 Penalties: Violations can cost as little as $2,500 per violation or as much as $7,500 for
malicious violations.

8. The Future of Privacy and Security in the Blogging Sphere
As technology continues to advance and the blogging ecosystem evolves, privacy and security will
remain paramount concerns. Key trends and considerations shaping the future include:
8.1. Emerging Privacy Regulations:

Governments and regulatory agencies worldwide are increasingly emphasizing online privacy. Bloggers
must stay updated on evolving laws and regulations that could affect how they collect, use, and protect
user data.

8.2. Block-chain Technology:

Block-chain offers promising solutions for enhancing online security and privacy through decentralized
and transparent systems. This technology can safeguard user information and foster greater trust within
digital communities.

8.3. Data Protection and Compliance:

Handling user data responsibly is critical. Bloggers should adhere to data protection regulations and
implement best practices for secure data collection, storage, and sharing to maintain compliance and
protect their audiences.

8.4. Artificial Intelligence (AI) and Machine Learning (ML):

AI and machine learning tools can bolster the security of blogging platforms by monitoring user
behaviour, detecting suspicious activities, and identifying patterns of abuse or harassment, thereby
creating safer online environments.

8.5. Ongoing User Education:

Both bloggers and their readers need to remain informed about privacy and security best practices.
Continuous education is essential as new technologies emerge and cyber threats evolve[23].
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By maintaining vigilance, embracing technological advancements, and prioritizing education, bloggers
can effectively navigate the complex landscape of privacy and security in the dynamic world of
blogging.
In summary, balancing privacy and security in blogging is a nuanced challenge that demands proactive
strategies. Understanding potential risks, employing strong passwords, utilizing encryption, and
fostering safe online interactions are vital steps toward building a secure and authentic presence. Staying
informed about emerging trends and regulatory changes will ensure that privacy and security remain
integral to blogging practices as the digital landscape evolves[23].

9. The Impact of Emerging Technologies on Data Privacy
While emerging technologies unlock new possibilities for innovation and convenience, they also
introduce significant challenges to data privacy. Technologies such as artificial intelligence (AI), block-
chain, and quantum computing have the dual potential to both strengthen and threaten existing privacy
protections. Navigating these complexities will be crucial to safeguarding personal data in the future[23].

10. The Impact of Emerging Technologies on Data Privacy

Here’s a table on The Impact of Emerging Technologies on Data Privacy :

Table 2: The Impact of Emerging Technologies on Data Privacy

Technology Impact on Data Privacy Explanation

AI Extensive Data Requirements AI systems typically depend on
vast amounts of data, often
including sensitive personal
details, which raises important
questions about user consent,
data handling practices, and
secure storage.

Potential for Bias and
Discrimination

AI algorithms can
unintentionally perpetuate
existing biases or make
decisions influenced by
sensitive attributes, thereby
affecting fairness and infringing
on individual rights.

Opaque Decision-Making Many AI models function as
“black boxes,” limiting
transparency and making it
challenging for users to grasp
how their personal data is
processed and utilized.

IoT Continuous Data Gathering IoT devices collect information
from users on an ongoing basis,
frequently without clear consent
or well-defined ownership of the
data collected.

Heightened Security Risks Due to often insufficient
security measures, IoT devices
are prone to cyber-attacks,
which can lead to unauthorized
access and data breaches.
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Unclear Data Jurisdictio Data generated by IoT devices
may traverse multiple
geographic regions and legal
jurisdictions, complicating
compliance with data protection
laws and raising concerns about
data sovereignty.

Cloud Computing Distributed Data Storage Cloud platforms store user data
across diverse locations
worldwide, posing challenges in
adhering to varying regional
privacy regulations.

Restricted User Oversight Users often lack clear insight
into the physical whereabouts of
their data or the specific security
protocols employed by third-
party cloud providers, limiting
their control over data
protection.

Data Breach Risks
Cloud environments are
attractive targets for cyber-
attacks, which can result in
large-scale exposure of sensitive
data.

Blockchain
Immutability Challenges

Block-chain’s immutable nature
makes it difficult to delete data,
conflicting with “right to be
forgotten” regulations.

Data Transparency vs. Privacy Block-chain’s transparency can
expose transaction data, posing
risks to individual privacy and
data confidentiality.

5G Networks Surge in Data Creation and
Exchange

The enhanced speed and
connectivity offered by 5G
technology result in a
significant increase in the
volume of data generated and
transmitted between devices,
thereby amplifying concerns
related to user privacy.

Heightened Exposure to Cyber
Risks

With more devices
interconnected, the attack
surface expands, making
networks more susceptible to
cyber intrusions and potential
data compromises.

Biometric Technology Collection of Unique Personal
Identifiers

Biometric systems gather highly
sensitive information such as
fingerprints, facial recognition
data, or iris scans, necessitating
robust privacy protections.

Ethical and Consent Challenges
The acquisition of biometric
data raises important ethical
questions, particularly when
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individuals are not fully aware
of how their information will be
used or shared.

Augmented Reality (AR) and
Virtual Reality (VR)

Gathering of User Behaviour
Data

AR and VR platforms capture
detailed user interactions,
behavioural trends, and
sometimes biometric signals,
which introduces concerns
about the sensitivity and privacy
of this information.

Increased Data Security
Demands

Due to the immersive and data-
intensive nature of these
technologies, safeguarding the
large amounts of personal data
collected is critical to prevent
unauthorized access or leaks.

Big Data Analytics Increased Data Aggregation Big Data combines various
datasets, potentially revealing
insights that infringe on privacy,
especially without consent.

Regulatory
Compliance Complexities

Handling massive datasets from
multiple sources makes it
challenging to meet diverse data
privacy laws and standards.
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11. CONCLUSION
This review begins by outlining the global landscape of social media, highlighting usage patterns and
offering a country-by-country breakdown of user statistics. It also features a ranking of the most
popular platforms based on their active user numbers. The next section delves into the security
challenges that arise from both digital and physical threats targeting social platforms. The article
further examines updated tools and techniques for safeguarding social network accounts, aiming to
minimize exposure to risks and prevent potential losses.
Advanced defense strategies, such as leveraging artificial intelligence and real-time alert systems, are
discussed as ways to reinforce platform security and address ongoing challenges. The review also
explores the factors driving younger audiences to engage with social networks, emphasizing the
necessity of robust security measures to protect user data and ensure safe browsing.
A secure social networking service should incorporate layered authentication-such as multi-factor
verification-and strong session management. Encryption is essential for keeping personal data
confidential, both during transmission and while stored. Additionally, user information must be
encrypted and protected by strict access controls to prevent data breaches.
Platforms should provide comprehensive privacy settings, empowering individuals to control who can
view and share their content. Maintaining security also requires regular vulnerability checks, ongoing
security scans, and user education initiatives. Effective incident response plans and reliable account
recovery processes are vital for addressing security breaches swiftly.
By consistently updating security protocols, monitoring activity logs, and fostering a safe
environment for user interaction, social media platforms can significantly reduce the risk of data
compromise and help ensure the protection of sensitive information.
However, it is important to recognize that machine learning also introduces unique privacy risks. For
example, ML techniques can be used to aggregate and analyze data across platforms, potentially
enabling the identification of individuals—even when only limited or pseudonymous information is
available3. This dual nature means that while ML significantly bolsters data protection, it also calls
for careful ethical considerations, continuous model updates, and the implementation of privacy-
preserving techniques such as data anonymization and federated learning
This version uses varied structure, original phrasing, and expanded explanations to reduce similarity
with existing online content.
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