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1. Introduction

In this work, we will use the graph, modules and their properties as a new beginning for developing some encryption
systems. Ustimenko published a paper in 2001 that used graphs as symmetric encryption methods [1]. Also in 2002, the same
researcher presented an encryption method similar to the classical linear cipher scheme [2]. In 2009, Jiang, et al., introduced a
new encryption method based on public key cryptography and graph coloring. [3]. In 2007, Mittenthal, proposed a special
method for finding Latin squares and its applications [4]. In 2012, Selvakumar and Gupta presented a new algorithm for
encryption using continuum graphs [5], in the same year, Yamunaet al, introduced encryption using Hamiltonian path
properties [6]. Also, in 2013, Cheema, et al., proposed a network security using the graph theory [7]. Furthermore, in 2013,
Yamuna, et al., introduced the encryption of a binary string using the music notes and graph theory [8]. In 2017, Ahmed and
Babujee introduced an encryption scheme through the labeled graphs using the strong face bimagic labeling [9]. As of late,
within 2019, Ruma Ajeena proposed two research. the first one is her chapter on using other graphs or the sub-graphs H of the
graphs G to directly represent a scalar v in elliptic scalar multipliecation vP [10], Additionally, in [11], In her paper, she
discussed how to use the graphs to accelerate elliptic scalar multipliecation algorithms. In 2018 clear up Menezes, A. J., Van
Oorschot, P. C., & Vanstone, S. A. More details about the method affine cipher [12]. Also, in 2019. Jaya Shruthy, and V.
Maheswari created a twofold encryption method for secret text utilizing the Vigenere cipher and difference labelling of signed
graphs [13]. In 2022, H. lbrahim, et al furnished a starting point for a cyclic near-resolvable (v-1/2)-cycle system of a complete
graph and offered a method for a new triple system known as a Butterfly triple system [14]. In 2023, Wanbo and others also
used a new encryption method based on a 3D nonlinear system [15]. Furthermore, Huda and others proposed a method to
encode color images using DNA [16]. The table was used [17]. As for the modules, a study was conducted by Ameri, R., in
2003 [18]. It was also studied prime sub module by Athab in 1996 [19]. The modules were also studied in more detail by C. P.
Lu, in 1997 [20]. In this work, New variants of the hill symmetric encryption techniques are designed using MG(Z,,) graph as a
key point depending on the modules. This work's outline comprises. 2: It includes proposing a new definition for graph
encryption based on modules MG(Z,,). 3: Contains examples to clarify the new definitions of the graphs known as MG(Z,,) and
its application in encryption systems using modules and some of their characteristics. 4: Demonstrates the use of MG(Z,,) in
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hybrid symmetric encryption methods by affine. 5: Displays the security of encryption for the proposed systtm MG(Z,,).
Finally, displays the conclusions.

2. The Module in a Triple Vertex Graph.

In this work, a new definition of the graph was presented to develop some encryption schemes using
modules. We will rely on the values of the English Alphabetic (EAVs) and the ASCII values as follows:

Definition 2.1. Let G (V, E) be a path graph (Z,,) such that Z,, is a module of order n, with n > 3. The
Module triple vertex (MG(Z,,)) is a graph whose vertex set V such that two vertices {a, b, c} and
{a',b’,c'} are adjacent if and only if [{a,b,c} N {a',b',c'} =2 and if a = a’, b = b’ then c and ¢’ have
edge in G as follows (odd, ¢") or (c,o0dd).

3. The MG (Z,,) for symmetric encryption schemes based on (EAVs) and ASCII values.

To apply the idea of define (MG(Z,,)) to propose new encryption systems. Let K={ki, ko,..., Ky} is
presented in plaintext as an English phrase or word. The shared secret key Z,, between the two parties is
chosen based on the module, where the number of letters in the word represents the order of the module n.
We find the text or word to be encrypted by Q; =k; + Z; (mod 26), with j=1, 2, ..., n. Where the
elements of the module are mentioned according to their rank, which is equal to the number of letters of
the word, so that we collect the elements of the module j=1, 2, ..., n with the letters of the word or text to
be encryption, respectively. The process of sending the code is in the form of a path graph resulting from
the cipher text Q; for j=1, 2, ..., n. The encrypted path graph (MG(Z,,)) is generated using Q;. After the
recipient receives the code in the form of a graph (MG(Z,,)), where the recipient selects the vertices of
(MG(Z,,)) and takes the encrypted letters from them to form Q; in a correct way to retrieve the original
text using k; = Q; - Z; (mod 26), with j=1,2,...,n. Finally, everything mentioned is applied to on (EAVs)
and ASCII values.

Example 3.1. We will encrypt the word (PRIME) using (MG (Z,,)) depending on (EAVS).
P— 15 R—17,1— 8 M— 12, E— 4.
» The word consists of 5 letters.

~ The module corresponding to the word that represents the key
Zs ={0,1,2,3,4}.

Qi =kj + Z; (mod 26)

In other words,

Q1=Ki1+Z, (mod 26)=15+0(mod 26)=15—> P
Q=K,+ 2, (mod 26) =17+ 1 (mod 26) = 18 — S
Qs =Kz + Z, (mod 26) = 8 + 2 (mod 26) = 10 — K
Qs=Ky+Z5 (mod 26) =12 + 3 (mod 26) = 15— P
Qs = Ks + Z, (mod 26) = 4 + 4 (mod 26) = 8— |
Then Q; = PSKPI.

The path of PSKPI based on the module Zs is given in Figure (1).
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Figuer 1. The path Zs
Now, we find triple vertices resulting from the elements of the module corresponding to the letters Q;. By
using MG(Z,,) we get
Zs={P,S K, P, 1}.
PSK, PSP, PSI, PKP, PKI, PPI, SKP, SKI, SPI, KPI.

PSK n PSP = KPXIIV], PSK n PSI = KIXIX], PSK N PKP = SP , PSK n PKI = SIM[X], PSK n PPl =
XX, PSK N SKP = PPXI, PSK N SKI = PIXIX], PSK n SPI =XIX], PSK N KPI = XIX].

PSP n PSI = PIM[X], PSP n PKP = SKVIX], PSP n PKI = XIX], PSP n PPI = SIMI[X], PSP N SKP
=PKXIX], PSP n SKI = XX, PSP n SPI = PIXIX], PSP N KPI = XIXI.

PSI N PKP = XIX], PSI n PKI = SKM[X], PSI n PPl = SP , PSI N SKP = XX, PSI N SKI = PKXIX],
PSI n SPI = PPXIV, PSI n KPI = XIXI.

PKP n PKI = PIMX], PKP n PPI = KIXIX], PKP N SKP = PSX[], PKP N SKI = XIX], PKP N SPI = XX,
PKP N KPI = PIXIXI.

PKI n PPI = KPXIM, PKI N SKP = XX, PKI n SKI = PSX V], PKI N SPI = XX, PKI N KPI = PPXI.
PPIn SKP = XIX], PPl n SKI = XX, PPIn SPI = PS XV, PPl N KPI = PK XIXI.

SKP n SKI = PIMIX], SKP n SPI = KIKXIX, SKP n KPI = SIMX].

SKI n SPI = KPXIV, SKI N KPI = SP

SPI N KPI = SKM[X.

The products of the above intersections the MG(Zs) is given in Figure (2).
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Figure 2 MG(Z5s)

To find the cipher text from above Figure, we note the following vertices PSK, PSP, PSI, PKP, PKI, PPI,
SKP, SKI, SPI and KPI. There are many possibilities for choosing the correct text (PSPKI).

To decrypt Q; = PSKPI.

K; = Q;j — Z; (mod 26)

In other words,

Ki= Q1 - Z, (mod 26) =15 - 0 (mod 26) = 15 — P
Ky=Qz-Z, (mod26)=18 -1 (mod26)=17 — R
Ks=Qs3- Z, (mod 26) = 10 - 2 (mod 26) = 8 — |
Ks= Q4 - Z5 (mod 26) = 15 - 3 (mod 26) = 12— M
Ks=Qs-Z, (mod 26) =8 -4 (mod 26)=4— E
As a result, the initial message is PRIME.

4. The MG(Z,) for an Affine Encryptions scheme based on the ASCI .

In this section, we apply the definition of MG(Z,) in the manner affine cipher using the law
Q = (uh+ v)(mod 127) with the key is (u, v) such that u, v is the smallest two submodules prime

numbers from the module Z,,. The decryption is done by K (h) = u™(Q - v) (mod 127).

Remark: If the module does not contain at least two submodules, this method of graph and encoding

cannot be relied upon.

Example 4.1. We will encrypt the word (Module) using MG (Z,,) for an affine cipher depending on
(ASCII).
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M— 77,0 — 111,d — 100, u— 117, |- 108, e— 101.

» The word consists of 6 letters.

=~ The prime submodule of the module Z, only (2, 3) whereas the ordered pair represents the key.
Q(h) = (uh+ v)(mod 127), in other words,

Q(M) = (2x77+3)(mod 127) = 157(mod 127)=30—record separator
Q(0) = (2x111+3)(mod 127) = 225 (mod 127) =98 — b

Q(d) = (2x100+3)(mod 127) = 203 (mod 127) = 76 — L

Q(u) = (2x117+3)(mod 127) = 237 (mod 127) = 110 — n
Q(l)=(2x108+3)(mod 127) = 219 (mod 127) =92 — \

Q(e) = (2x101+3)(mod 127) = 205 (mod 127) =78 — N

Let record separator = 8

Then Q = 8bLn\ N

The path of sbLn \ N based on the module Z, is given in Figure (3).

ONCNOSOSONO

Figure 3. The path Z¢

Now, we find triple vertices resulting from the elements of the module corresponding to the letters Q as in
the previous example.

The products of the above intersections the MG(Zs) is given in Figure (4).
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Figure 4. The MG(Zg)

To find the cipher text from above Figure, we note the following vertices sbL, sbM, sb\, sbN, sLn, sL\,
sLN, un\, snN, s\N, bLn, bL\, bLN, bn\, bnN, b\N, Ln\, LnN, L\N and n\N. There are many possibilities

for choosing the correct text sbLn \ N
To decrypt Q = sbLn\ N
K(h) =u™(Q - v) (mod 127).
ut =2 (mod 127)=64
K(record separator) = 2°(30 - 3)(mod 127) = 1728(mod 127) = 77— M
K(b)=2"(98 - 3)(mod 127) = 6080(mod 127) = 111— 0
K(L) = 2(76 - 3)(mod 127) = 4672(mod 127) = 100— d
K(n) =2%(110 - 3)(mod 127) = 6848(mod 127) = 117— u
K(\) =292 - 3)(mod 127) = 5696(mod 127) = 108— |
K(N) = 2"(78 - 3)(mod 127) = 4800(mod 127) = 101— e
As a result, the initial message is Module.
5. Proposed encryption security using modules and submodules.
A covert creation of a path graph Pc¢ that matches the cipherr text which is represented later views as the
primary point of secrecy for the suggested encryption schemes. To choose the correct case that

corresponds to a path graph that is encrypted and yields the original plaintext, the attackers must consider
a multitude of probability possibilities. Namely, Eve must specifically guess both the shared secret key
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and the vertices of graph Pc The security of the shared key was increased by not setting a fixed or random
key to the text using modules as the key to the cipher text. As a result, There are many possibilities to find
the cipherr text from the form MG(Z,), where the three vertices that contain the correct letters of the text
must be chosen, and this requires many possibilities to guess the correct text of the cipher. Moreover, after
guessing the correct text, it is necessary Eve to decode the text and calculate other possibilities to predict
the key is to obtain the original text. Therefore, this method is a new beginning for more secure systems
than previous methods based on modules.

6. Conclusion
This work proposed new graphs which are called MG(Z,) graphs. The MG(Z,) graph is used to give new
contribution through proposition symmetric encryption schemes. MG(Z,) schemes rely mainly on modules
as an important code for implementing this system. MG(Z,) schemes are more secure compared to
previous schemes.
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