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Abstract:
Social engineering is one of the most dangerous techniques used by
attackers to achieve illegal objectives, especially in the digital age. It
targets individuals and institutions by exploiting human vulnerabilities
rather than technical breaches. These techniques include phishing,
vishing (voice phishing), and smishing (SMS phishing), and their risks
increase with the widespread use of social media.
This research examines the origins and evolution of social engineering,
from traditional deception to advanced cyberattacks, analyzing its negative
impact on individuals and institutions, including data theft and threats to
critical systems. It also discusses security measures, such as security
policies, continuous training, and awareness enhancement, to mitigate the
risks of these attacks in the digital age.
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