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Due Diligence in Cyber Jurisdiction
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Abstract
Due diligence has been a key component in enforcing duties pertaining to
safeguarding the rights and interests of others under domestic laws, which
has led to its close association with the principles of culpability, whether
they be civil or criminal.
Legal academics, however, disagree over its legal character, its extent,
and the legal repercussions of violating it under national legal systems.
This difference has spread to international law, where it has become much
more pronounced and polarized.
The fact that the international community is composed of several legal
and civilizational systems appears to be the root cause of the heated
discussion around due diligence in international law. As a result, there are
greater disagreements in international relations over the norms governing
culpability and damages.
In every area of international law, there is disagreement among subjects
about what constitutes due diligence and how to prove that it has been
violated. This is especially true when it comes to the application of duties
under environmental law, the law of armed conflicts, and the protection of
human rights. However, the peculiarities of the international legal system
that governs cyber-jurisdiction—which deals with intangible actions that
only materialize in the real world through their effects—make these
issues even more complicated.
Examining the legal aspects of these activities, including the rules of
liability, is essential given the importance of cyber-jurisdiction activities
that, in certain cases, rival or even surpass the scope of physical activities
and the dire consequences of breaking the laws governing them, which
could result in economic collapse or jeopardize international peace and
security.
In order to identify the idea, consequences, and shortcomings of due
diligence in cyber-jurisdiction, this research endeavors to investigate its
extent.
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