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Abstract

With the advancement of technology and the use of the Internet, electronic
crimes have spread, including electronic fraud crimes. Despite the advantages of
technological progress, there are those who exploit cyberspace to carry out some
material acts that represent criminal behavior, exploiting those who are hesitant and
use this field in their search for using technology to find businesses that generate
profits that help them with the requirements of life, which are always on the rise and
which make individuals resort to this vast space in search of opportunities to create
an income for themselves. Unfortunately, they sometimes collide with those who
exploit cyberspace and impostors who delude those who are hesitant about the
existence of financial gains in exchange for Participating with them and operating
their money, in various forms of attraction, either through fake competitions or by
impersonating trading companies and other forms of electronic fraud that we will
be exposed to through our research, until it became that this money that users
send to these fake entities exceeds billions of dollars worldwide, which constitutes
a dangerous phenomenon that is reflected in societies from an economic and social
perspective, as it creates behind it many psychological problems, psychological
harm and destruction of families by the victim providing all the money he owns
or through borrowing in many cases, which results in his loss of this money from
psychological harm and destruction of many families and weakens the confidence
of individuals in entering the field of electronic commerce. Therefore, this study
aims to search for the criminal policy that must be followed to confront electronic
fraud crimes and ways to confront them at the national and international level

Keywords: Electronic crime - Electronic fraud - Social impacts - Economic

impacts - National level - International level
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