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ABSTRACT

This article compare between two deferentprotocols: OSPF ( Open Shortest Path First) and IS-
IS (Intermediate-System-to-Intermediate-System) and unveil the differences and similarities 
between them. A telecommunication network was designed to measure the traffic service of 
protocols. Discusses the terminology of protocols, contrast in network design.The coparission 
criteria are domain design, transport and volume of service traffic. The compared protocols 
generate different amounts of service traffic. With standard settings, the OSPF protocol gen-
erates several times less service data on a stable network than the IS-IS protocol.  The small 
amount of OSPF overhead traffic allows you to deploy routing in large networks with a bottle-
neck problem  without large loss of bandwidth. If this problem does not exist, using the IS-IS 
protocol will not damage the network.

Keywords: OSPF, IS-IS, topology, dynamic routing, network architecture, traffic, Dijkstra’s al-
gorithm.

INTRODUCTION

Currently, various dynamic routing pro-
tocols are widely used: BGP (Border 

Gateway Protocol), OSPF (Open Shortest 
Path First), IS-IS (Intermediate System to In-
termediate System), and others. All of them 
are divided into two large groups: the exter-
nal routing protocols EGP (Exterior Gateway 
Protocol) and internal routing IGP (Interior 
Gateway Protocol). The main task of dynam-
ic routing protocols is the automatic search 
for the best route based on certain attributes 
for transmitting traffic over the network [1]. 
For example, dynamic routing protocols help 
efficiently use redundant communication 
channels, avoiding routing loops.The paper 
discusses several IGPs, such as OSPF and IS-
IS, presents their comparative characteristics, 
and offers recommendations on the choice of 

protocol. Both protocols are based on channel 
state tracking technology and use the Dijkstra 
algorithm to find the shortest path.OSPF is a 
hierarchical protocol developed by the IETF 
(Internet Engineering Task Force). The devel-
opment of the OSPF protocol began in 1987, 
today they use two versions:

OSPFv2: OSPF for IPv4 networks (RFC 1247 
and RFC 2328) [2].

OSPFv3: OSPF for IPv6 networks (RFC 
2740) [2].

The IS-IS hierarchical protocol was de-
veloped in 1978. ISO as a routing protocol 
for its own Connectionless Network Protocol 
(CLNP), which was part of the protocol stack 
designed to replace TCP / IP. The IS-IS pro-
tocol is described in ISO 10589. It has a two 
level hierarchical architecture.The
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compared protocols use different terminology 
(Table 1).
Table (1) Conformity of terms in protocols

# OSPF IS-IS

Link Circuit

Host End System (ES)

Area Sub domain (area)

Link-State Adver-
tisement Link-State PDU (LSP)

Router Intermediate Sys-
tem (IS)

Backup DR (BDR) No equivalent, not 
used

Packet Protocol Data Unit 
(PDU)

Designated router 
(DR) Designated IS (DIS)

Non-backbone area Level-1 area

Backbone area Level-2 Sub domain 
(backbone)

Hello packet Hello PDU

Autonomous Sys-
tem Boundary

Router (ASBR)

Whatever IS

Area Border Router 
(ABR) L1L2 router

STUDY OF SIMILARITIES AND DIF-
FERENCES
Although OSPF and IS-IS are different pro-
tocols, they have some common features, for 
example:
• IGP, distribute routing information 
between routers only within one AS (Auton-
omous system);

• Dijkstra’s algorithm was used to find the 
shortest path based on the state of the com-
munication channels;
• Bidirectional Forwarding Detection (BFD) 
support and the ability to detect loss of 
communication with a neighbor for 50 ms 
depending on the hardware implementation 
of the equipment. The time of convergence of 
the protocols was studied in [3, 4];
• CIDR support (Classless Inter-Do-
main-Routing) - classless routing;
• VLSM support (Variable Subnet Length 
Masking) - variable length subnet masks;
• QoS (Quality of Service) support - quality 
of service;
• Authentication support.
DOMAIN DESIGN
First of all, it is worth considering the pos-
sibilities of domain design when creating a 
network. Properly built domain is one of the 
key points when choosing a network archi-
tecture, because it allows you to solve several 
possible problems in the future:
• Provide for scalability;
• Reduce the load on the router’s hardware 
resources;
• Reduce network recovery time in case of an 
accident;
• Increase network resiliency in general.
The OSPF and IS-IS protocols ideological-
ly relate differently to the issue of domain 
design.
OSPF is a hierarchical protocol, this means 
that the entire domain routing protocol OSPF 
can be divided into separate areas (area). The 
division into areas should not be arbitrary. If 
the topology is really
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divided into areas, the area with the number 0 
(the so-called zero area) must be present, and 
all other areas are connected to the zero area 
using the ABR (Area Border Router) routers. 
Any interaction between the peripheral areas 
will be provided through the zero area [5]. 
That is, the OSPF protocol collects the “star” 
topology with a zero zone in its center. This 
construction of network logic provides protec-
tion against routing loops at the network level. 
The core of the network is usually allocated to 
the null region, and the periphery falls into the 
other regions. At the same time, the boundary 
between the regions passes inside the router, 
that is, in fact, the area does not belong to the 
entire router, but its separate interface, and the 
areas are delimited within the router. In Figure 
1 shows the classic domain structure of the 
OSPF protocol.
The IS-IS protocol is also a hierarchical pro-
tocol with the possibility of dividing the to-
pology into regions. But the principles of this 
separation are completely different:
• IS-IS-domain routers belong entirely to any 
one zone, i.e., the border between the regions 
passes through the communication channel 
between the routers, and not inside the router;
• There is no special zone number (as a zero 
zone in the OSPF protocol). That is, the areas 
into which the topology is divided can have 
arbitrary numbers and merge together in an 
arbitrary way.
The hierarchy of the protocol is based on the 
levels of interaction between routers with 
each other. A pair of IS-IS routers connected 
to each other can form two levels of inter-
action: Level 1 and Level 2 (L1 and L2). At 
the same time, a level 1 (L1) neighborhood 
is formed only between routers of the same 

area, and a level 2 (L2) neighborhood can be 
formed between routers of the same or differ-
ent areas [6]. There are also L1 / L2 routers for 
interaction between routers of different levels, 
usually they are located on the border of a re-
gion [7]. An example of the formation of the 
design of the IS-IS protocol topology is shown 
in Fig. 2. In this case, the routers in zone 50.01 
will own the full amount of routing informa-
tion in the network, and routers in zone 50.02 
and zone 50.03 will not know anything about 
each other, all duties on routing between them 
will be assumed by zone 50.01. This scheme 
is very similar to the OSPF protocol topology, 
and zone 50.01 is analogous to the null region, 
thus the core of the network is usually isolat-
ed and the interaction of the zones between 
themselves is delimited.
TRANSPORT
OSPF protocol was initially focused on IP 
networks, so it encapsulates its packets into 
IP packets. The IS-IS protocol encapsulates 
service packets directly into the link layer 
frames, thereby supporting several network 
layer protocols (for example, IP, IPX and Ap-
pleTalk) [8]. In addition, it provides additional 
protection against attacks at the network level 
aimed at this protocol, which is undoubtedly a 
big plus in its favor.
SERVICE TRAFFIC, TOPOLOGY MOD-
ELING, AND TESTING
Another criterion for comparison is the vol-
ume of service traffic generated by the proto-
cols, since this affects the overall throughput 
of the communication channel. Within the 
framework of the article a test stand was as-
sembled with the topology of four routers, 
shown in Fig. 3. The software
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product GNS3 was used as a medium (a graph-
ical network simulator that allows

modelingcomplex networks [9]). The Cisco 
2691 routers as used platforms

 

Fig. 1. OSPF Domain Design 

Fig. 2. Design of the IS-IS 
domain 

Fig. 1. OSPF Domain Design

Fig. 2. Design of the IS-IS domain

 

Fig. 3. Test topology 

On each link between routers, an OSPF 
neighborhood in the null region is estab-
lished, as well as an IS-IS L2 protocol ad-
jacency with standard timers to emulate 
one domain with all the routing information 
distributed among all routers, which means 
the presence of all route data on each of the 
physical communication channels. The pur-
pose of the experiment is to measure the vol-
ume of service traffic in a stable network; for 
this purpose, the WireShark utility is used — 
a traffic analyzer program for
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computer Ethernet networks and some others 
[10].
The traffic is always captured on the commu-
nication channel between the routers R1 and 
R2.
Test 1. Traffic is captured on the specified to-
pology. The result of analysis is shown in Fig. 
4. As can be seen from fig. 4, the IS-IS proto-
col sends 74.2% of all packets on this commu-
nication channel, but their volume occupies 
96.1% of the total transmitted traffic, the share 
of the OSPF protocol accounts for only 1.6%. 
Analyzing the packet size statistics shown in 
Fig. 5, we can see that there are 583 packets 
with a volume of 1514 bytes. According to fig. 
4, these are IS-IS Hello packets. Paying atten-
tion to the contents of the package, we will see 
that most of its volume is the Padding field, 
designed to

detect problems with MTU in the communi-
cation channel before establishing a neighbor-
hood.
Test 2. On all interfaces of routers where the 
IS-IS protocol process is running, the com-
mand ‘no isis hello padding’ is written. It 
proposes not to fill in the Padding field in 
the IS-IS Hello PDU for an already estab-
lished neighborhood relationship. The result 
is shown in Fig. 6. The IS-IS protocol sends 
74% of all packets, but now their total volume 
is 60.6%, the share of OSPF packets is only 
16.4%. The ratio has changed 10 times. The 
traffic volume of the IS-IS protocol without 
taking into account transport overhead - 897 
579 bytes in the first test and 56 838 bytes in 
the second test - decreased 15.8 times. The 
padding field in an IS-IS PDU significantly 
affects the amount of IS-IS protocol traffic

 

Fig. 4. Results of traffic analysis Fig. 4. Results of traffic analysis

 

Fig. 5. Package size statistics 
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Fig. 6. Results of traffic analysis without Padding 

         Test 3. The network is doubled and now
consists of 8 routers that build the topology, as 
shown in fig. 7. As before, on each communi-
cation channel, an OSPF and IS-IS adjacency 
relationship is established. Interface settings 
are the same as in the second test.
The result is shown in Fig. 8. The percentage 
of packets transmitting is the same. The per-
centage of transmitted traffic has changed: the 
percentage of IS-IS increased from 60.6% to 
68.7%, while the percentage of OSPF con-
versely decreased from 16.4% to 12.9%. 
252 OSPF packets with a total complexity of 
15,120 bytes were transmitted, in other words, 
the traffic volume did not change as compared 
with the previous test. The IS-IS protocol now 
accounts for 80,342 bytes,up from 56,838 
bytes, with overhead data growth of 41%.

This is due to the fact that with a stable net-
work, OSPF protocol only exchanges Hel-
lo-packets.The amount of data in the IS-IS 
protocol increases.Based on the statistics, it 
can be seen that compared with the second 
test, the total volume of IS-IS CSNP packets 
(Complete Sequence Number PDU) increased 
by 2 times compared to the same number.
Using these PDUs, IS-IS routers synchro-
nize their topology information known to 
them, PDUs contain a list of all LSPs (Link-
State PDUs).Thereforethe volume of the IS-IS 
CSNP packet directly depends on the number 
of routers in the network and on its connectiv-
ity, which implies a direct dependence of the 
volume of IS-IS service traffic from the IS-IS 
CSNP packet size

 

Fig. 7. Extended Test Topology 
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Fig. 8. Results of traffic analysis for the topology of 8 routers

Table 2. Test results

  

Test 
number 

Taking 
time 

Number 
of 

Packages, 

Number 
of links 

Number 
of routers Protocol 

Traffic 
volume, 

byte 

Occupied, 
bps 

1 1240 1000 4  4  
OSPF 15240 5655 

IS-IS 897579 9 6 

2 1235 1001 4  4  
OSPF 15360 356 

IS-IS 56838 9 6 

3 1260 1000 1 0 8 
OSPF 15120 509 

IS-IS 80342 9 5 

Also here the rule of transitivity applies, the 
volume of service traffic directly depends on 
the number of routers in the network and on 
its connectivity.In table 2 summarizes the test 
results.The OSPF protocol shows obvious sta-
bility regardless of the number of routers and 
the connections between them.The volume of 
service traffic of the IS-IS protocol varies de-
pending on the presence of the Padding field 
in protocol packets, and is directly dependent 
on the number of routers and the connections 
between them.Even after optimization (dis-
abling the Padding field in the Hello PDU for 
an established neighborhood), this protocol 
generates a greater amount of service traffic.

CONCLUSIONS
The compared protocols are somewhat simi-
lar:
1- IGPs use the same algorithm for calculating 
the shortest path, together with the BFD pro-
tocol, they show almost the same convergence 
time.
2- The compared protocols differ in design ap-
proach. The OSPF protocol builds a star-type 
topology with a null region in the center and 
does not allow all other regions to interact with 
each other bypassing the null region, which, 
in turn, is an excellent protective mechanism 
against routing loops. Currently, this approach 
is practiced in most networks 
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of various sizes. IS-IS protocol domain de-
sign architecture is different. The areas inside 
the AS can be connected in any order, which 
makes it difficult for a person to understand 
topology with a network of large sizes and 
creates additional opportunities for the ap-
pearance of loops, and the probability of hu-
man error during configuration also increases. 
On the other hand, the IS-IS protocol has a 
flexible two-tier architecture and allows you 
to createan analogue of the zero domain of the 
OSPF protocol with proper domain design, 
but this causes additional work.
3- The compared protocols use transport 
for their packets at different levels on the OSI 
model. OSPF packets use the network layer 
and encapsulate their data in IP packets. The 
ISIS protocol transmits service data at the data 
link layer, this release the protocol from possi-
ble attacks at the network level, which speaks 
in favor of this protocol.
4- The compared protocols generate dif-
ferent amounts of service traffic. With stan-
dard settings, the OSPF protocol generates 
several times less service data on a stable net-
work than the IS-IS protocol. From tab. 2 that 
the increase in the amount of IS-IS protocol 
traffic is directly proportional to the number of 
nodes in the network and the connections be-
tween them. The small amount of OSPF over-
head traffic allows you to deploy routing in 
large networks with a bottleneck problem (the 
problem of slow information exchange due to 
the low bandwidth of one of the communica-
tion channels in the network) without large 
loss of bandwidth. If this problem does not 
exist, using the IS-IS protocol will not dam-
age the network. With modern data transfer 
rates, the overhead information generated by 
the protocol is negligible and does not affect 
the performance of the channel.
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