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SIP server various means. A cryptographic algorithm is a promising approach to secure SIP end-to-end
communication. However, that does not come without cost and penalty, especially with
performance. In this paper, we looked at how the SIP server performs using different RSA
algorithms, including RSA-Standard, RSA Chinese Remainder Theorem, and Multi-prime
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1. Introduction

Network security is a concept to protect data transmitted between end-to-end users, to provide a shelled, secure
communication system with a high level of user confidentiality [1]. Basically, a network security system depends on multiple
protective components, including network monitoring, security software, security hardware, and cryptography [2]. In general,
all means of security participate together to ensure the overall security of computer networks [3-4]. However, cryptography,
which encrypts and decrypts the traveled data, is considered the most important part of data security [5-6]. In fact, cryptography
in all computer science fields is an emerging technology that is essential for network security. Various protocols, including
Transport Layer Security (TLS), deploy cryptography algorithms [7].TLS is an IETF standardization initiative which is found
to secure end-to-end connections. In general, TLS aims to provide robust security services between end-to-end TCP connections.
Session Initiation Protocol (SIP] like other Internet applications depends on TLS to secure its connection and capable of
transmitting secure data through TLS over a TCP connection. SIP over TLS utilizes symmetric encryption algorithms to provide
encryption, authentication, and data integrity during data transmission. Technically, TLS provides confidentiality through
various types of cryptographic algorithms such as RSA, AES, DES, Diffie-Hellman, and Elliptic Curves [1] [8-9].
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Rivest, Shamir, and Adleman founded RSA in 1978 [10] as a method to implement the cryptosystem public key. The RSA
algorithm is considered the most popular security technique for different Internet technologies, such as the web, email, voice-
over IP, IoT, and other related fields in computer science. RSA utilizes a large exponent and modulus with exponentiation to
provide security. RSA can be set up with different key sizes and prime numbers based on what the application needs, like using
a smaller public key to make encryption faster for low-resource devices (IoT). This has led the research society and the industrial
field to develop variant RSA types, each offering varying levels of security and efficiency. Unfortunately, increasing the key
sizes will affect the performance, especially in real-time communication, such as voice-over IP, which leads VolIP service
providers to remain uncertain about which RSA name to implement and for which circumstances. The just-mentioned drawbacks
caused the need for a wide performance study on RSA [1][5][11]. The paper is organized by providing a related works section
followed by a background on RSA in Section 2. Details are given about RSA with SIP section 3. Sections 4,5 and 6 overview
of RSA and show the Testing methodology. Results and discussion in section 7. Last, the conclusion is presented in section 8.
2. Literature review and problem statement

RSA is well-known and deployed in the research community and industrial fields due to its security level and acceptable
efficiency. Recently, the RSA algorithm has been tested and evaluated through several systems, especially network systems, to
secure the end-to-end connection. In [12] the authors have studied the impact of RSA on IoT resource-constrained nodes the
study was conducted based on System-on-Chip. The study has evaluated based on energy consumption devices and data
throughput. RSA in the IoT has also been evaluated [13] using fog and mist computing architectures and compared with other
cryptography in terms of energy consumption devices and data throughput. In [9], RSA and RSA-CRT are both evaluated in
various factors, including key-length value, encryption ratio, computational speed, and overhead in memory using the Java
programming language to perform the decryption process, and the authors found that the CRT decryption outperforms the basic
RSA in a faster process. The authors in [14] proposed a new variant of RSA containing 4 prime numbers along with 2 public-
key used in RSA-CRT to enhance the performance and increase security. The paper also found that RSA performs slower after
it reaches the bit size threshold of 1024 bit. [6] conducted an analytical performance of RSA over Wireless Transport Layer
Security (WTLS) using 2 handshake protocols, the work evaluated parameters related to RSA over WTLS including latency,
data throughput, and processing time. In [2] a Secured Hybrid RSA has been proposed with 4 layers authentication stack to
achieve 4% lower CPU and 3% memory compared to RSA-CRT. The results also presented the relevancies of the SHRSA
scheme, which is implemented in blockchain architecture and the Internet of Everything. The author in [5] presented a
comparative analysis of RSA with other cryptography to find that RSA is categorized based on integer factorization problem
(IFP) which takes sub-exponential time which impact directly to the limited memory devices. All the aforementioned literature
focused on RSA and its variants with different systems, however, there is no focus on RSA with SIP proxy.

3. The aim and objectives of the study

This paper aims to analyze the performance of variant RSA algorithms on SIP servers in terms of efficiency in order to
come up with recommended RSA names for SIP security. The paper conducts an experimental performance study for three RSA
names, including Based RSA, RSA with Chinese Remainder Theorem, and Multi-prime RSA applied on SIP server. Each RSA
name has different key/prime sizes, which can lead to varying performances in the SIP server. We evaluated the experiments
using different parameters like time and CPU usage.

4. RSA variants

RSA is a cryptographic system known as a secured algorithm that is widely deployed to secure data during transmission
over networks. Technically, RSA utilizes an encryption key asymmetry, which means it generates two different keys; public and
private. RSA utilizes a public key for both encryption and decryption operations. In general, the length of the key is always
variable and does not have a specific defined length. For instance, we recommend using a long key for systems that require high
security. On the other hand, cost-effective systems use shortcuts. Generally speaking, 512 bits is the maximum key length that
is available across all ranges. The power of RSA comes from the consequence of one of the hardest problems in mathematics,
which is prime factorization. Mathematically, it is considered algorithmically infeasible to factorize large numbers back to their
primes using RSA. That leads RSA to provide a high level of optimum security. RSA also employs a 1024-bit composite number
as its key, which is large enough for today's technology to factorize into primes. Technically, that large number requires high
processing to solve such primes, which in turn affects the network device's efficiency. Recently, researchers have found several
RSA variants that are suitable for the required systems. The following subsections present the three most usable algorithms
recommended by the research community.

4.1 RSA (Standard)

RSA (Standard) is a default RSA algorithm without any modification or improvement. The main concept of this
algorithm relies on an integer factorization problem. At this stage, far-end devices generate a pre-agreed key. After completing
the key generation, the end-to-end devices can now communicate securely. From Figure 1, during the encryption phase, RSA
starts to choose an exponent e; gcd(®(n), e) is equal to 1. On the other side, RSA will decrypt an exponent; in this case, d is
generated by invoking the process to inverse the e mod ®(n). In sum, during the encryption process, a public key is used to
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encrypt the plain message. While at the far end side, the receiver will decrypt the received cipher text using its own private key
1.e.,d and n.
4.2 RSA CRT

Chinese Remainder Theorem (CRT) is a variant of the RSA standard, found to enhance the decryption process in terms
of both security and efficiency. The idea beyond RSA-CRT is presented by a method to divide the decryption exponent d into
two parts (dp, dq). The change aims to reduce the decryption time of RSA, which in turn fastens the decryption process by a
factor of 4 times faster than RSA (Standard). Figure 2 illustrates the amendment that occurred solely on the decryption side.

Algorithm 1 : RSA (Standard RSA)
RSA algorithm divided into key generation,
encryption, and decryption.
Key Generation
1: Chose p, and q; where, p and q
both are primes, p <= gq.
2: Compute n=pX g.
- Compute @(n) =(p-1)x(g-1)
4: Chose encryption exponent e;
gcd(@(n), e) =1 and (1 < e < O(n)).
5: Compute decryption exponent d;
d = e’'(mod ®©(n)).
6: Public key PU = (e, n).
7: Private key PR = (d, n).
Encryption
1: Plaintext: M <n.
2: Ciphertext: C = M mod n.
Decryption
1: Ciphertext: C.
2: Plaintext: M=C? mod n.

Figure 1. RSA (Standard)

Lad
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Algorithm 2 : RSA with CRT
RSA with CRT algorithm different in RSA with
decryption using CRT.
Key Generation
1: Like RSA (Standard).
Encryption
1: Like RSA (Standard).
Decryption

1: Compute d,, = d mod p-1, and d, = d mod g-1.
2: Compute M, = % mod p. and Mg = C% mod q.
: Compute M from M,,, and M, using CRT.

(3 ]

Figure 2.RSA with CRT
4.3 Multi-prime RSA
Multi-prime is another common variant of RSA, it is found to reduce decryption processing time by forming modulus
n’ utilizing multiple primes rather than two primes. From the name indication, this algorithm generates k primes: pl, p2, . . .,
pk. Figure 3 shows the extra processing in the key generation phase.

Algorithm 3 : Multi- Prime RSA
The Multi-prime RSA algorithm shows
key generation using multiple primes, encryption,
and decryption using CRT.
Key Generation
1: Compute n = [[%, p,. where, k distinct primes
Pi- P2 - - - » P €ach one [n/k]-bit in length.
For a 1024-bit modulus one can use at most
k=3 (i.e., n = pqr).

2: Compute @ (n)=[1, p;, — 1.
3: Chose e and d as done in RSA (Standard).
4: Compute d; = d mod (p;-1);where; 1<i <k
5: Public key PU = (e, n).
6: Private key PR = (d1, d2, . . ., dk).
Encryption
1: Like RSA (Standard).
Decryption
1: Compute d, = d mod p-1, dy = d mod g-1, and d,
=d mod r-1.

2: Compute M, = C% mod p, My = C% mod q, and

M, = Cr" mod r.

3: Compute M from M, M. and M, using CRT.
Figure 3. Multi Prime RSA
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5. RSA for VoIP communication

Signaling path security is the key factor in securing VoIP communication, which is accomplished by several combined

protocols. SIP and TLS protocols are the main components for securing calls in VoIP communication; they work jointly to
provide confidentiality, integrity, and authentication between end-to-end devices. It is worth mentioning that SIP is only
responsible for handling signaling sessions and no media. This means that security is solely focused on the signaling session.
Technically, transport layers like UDP or TCP carry signaling messages. Despite attempts, we do not recommend using UDP
with TLS in practice. However, TLS is very well implemented and deployed over TCP connections. That made TLS in TCP
well implemented in SIP connectivity, which in turn led SIP technology to make full use of TLS. In particular, OpenSSL is an
open-source server that provides SSL in the old version and TLS in the current new version.
TLS provides confidentiality and integrity for the transmission of data via end-to-end devices. TLS makes hop-by-hop devices
in communication links to authenticate each other in real-time communication. However, real-time communication is
challenging due to problems with the quality of voice. Thus, several researchers [17] have proven that using TLS with mutual
authentication can reduce performance by up to a factor of 17 compared to no TLS connections. The mentioned drawbacks stem
from the fact that the cryptographic algorithm has heavy processing in both encryption and decryption. The RSA algorithm is
one of the heaviest cryptographic algorithms but with a high-security history.

The main impact in TLS is primarily driven by the cipher suite string, which is constructed as TLS e s WITH r, e,
indicating a key encapsulation mechanism. S for the signature scheme in the handshake phase, and r will hold the authenticated
encryption scheme in the record layer phase. One commonly used cipher suite string in an OpenSSL server is
RSA WITH_AES 256 CBC_SHA: the client exchanges a new premaster secret encrypted by the OpenSSL public key. Later,
either UAC or UAS utilizes it to extract a master secret to be used as a seed of a SHA 1-based to derive four keys in SHA 1-based
MAC:s and AES encryption in CBC mode.

RSA is very well implemented in OpenSSL with supported documentation in [RFC 8017]. The RSA standard is
implemented by default in OpenSSL v.3. However, the SIP server must manually set RSA-CRT and RSA-Multi-prime in
OpenSSL before it can invoke them using the openssl req —newkey command. OpenSSL will be able to implement the library
of that RSA variant using RSA generate multi_prime key to get multi-prime, namely, RSA get0 multi prime crt params and
RSA set0 multi prime params for CRT and multi-prime, respectively.

6. Testing Methodology

This research concentrates on the performance analysis of SIP servers when they consider security in terms of
cryptographic algorithms. RSA and its two variants are to be tested on the SIP server and analyzed for performance in real-time
communication. The heavy processing and computations of RSA directly impact SIP technology, just like they do other Internet
technologies. This section illustrates the testing environment and the performance, as shown in Figure 4.

Intervening
Network

— - SIP Requests !

- 1
e |

.
.
e,

= —> > >

Client device Network Emulator SIP server

Figure 4: Representing methodology for SIP server the performance test setup
6.1 Testing Platform

The SIP server has been selected to test the impact of the RSA algorithm on the networking services. Specifically, we
use the OpenSIPs [15-16] server, currently running at version 3.5.3, as a testing platform. We install and run OpenSIPs as a
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proxy, registrar, and location server on a single machine (Ubuntu 18.4 server). In this research, the OpenSIPs proxy cooperates
with the OpenSSL server version (1.0.2g), which invokes all the security libraries. The standard RSA is deployed on the server
by default; however, the CRT and multi-prime RSA algorithms are generated manually in the OpenSSL server using
RSA generate_multi prime key.
6.2 Hardware and connectivity

Testing environments have been conducted in a local network with SIP services available. All the network elements
involved in this testing are connected through the isolated network using 1000 Mbps to avoid side factors. The SIP proxy server
runs on an Ubuntu 18.4 server machine with 3.00 GHz (deactivating other core processors) and 2 gigabytes of RAM. The UAC
machine runs on an i3-2310 M @ 2.10 GHz and 4 gigabytes of RAM. In contrast, the UAS operates on an i3-2310 M processor
running at 2.20 GHz with 2 gigabytes of RAM. Despite not benchmarking Elliptic Curve Cryptography (ECC) and other SIP
security cryptographic techniques, CPU utilization and reaction time are examined. Comparisons would show security-
performance trade-offs. For instance, ECC provides equivalent security with smaller key sizes and less computational effort than
RSA [18]. Comparative studies like [19] emphasize SIP security performance evaluation and the practical effects of ECC in low-
resource contexts.

6.3 Performance Scenarios

The OpenSIPs server was tested using SIP traffic generator software called SIPp, which is a de facto standard used to
generate SIP traffic toward the SIP server with a high load of messages. We chose SIPp because of its high-load SIP traffic
generator and TLS support parameters. SIPp is configured to support TLS by including "--with-openssl" during the compiling
setup.

UAC in SIPp generates a workload with 1000 calls per second toward OpenSIPs. Call rate, server capacity, and resource
use all affect a 1000-call load stress test result. Though traffic patterns, network conditions, and server configurations may vary,
this test approximates high usage. The server deploys one RSA algorithm each time. It is worth mentioning here that all the RSA
algorithms in this test have a higher key size, which is 1024 bits, to get maximum use of evaluation. This test evaluates the
measured parameters of CPU usage and time. The time is calculated from the call response time related to SIP messages
travelling from source to destination. The test is conducted through two scenarios, which are an outbound call to handle the
encryption side and an inbound call for decryption.

7. Results And Discussion

This section analyzes the research findings on how the RSA and its variant algorithms are impacting the SIP server
performance in different scenarios. The evaluation was conducted through two measured parameters, which are CPU usage and
time. CPU is measured by measuring the percentage of one core of the machine (disabling the other core), whereas time is
calculated using the call response time.

3.4 Variable
—&— RSA
3.3 1 —&— CRT
Multi

3.2

3.1

3.0

2.9

CPU Usage %
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2.7 4
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200 400 600 800 1000
No. of Call Per Second

Figure 5. CPU usage vs. number of call handling encryption process (Outbound call)
Figure 6 shows that at the early testing, when 200 and 400 calls are applied, the RSA Multi-prime algorithm consumes

higher CPU resources compared to standard and CRT algorithms. That is due to the extra computation process spent for the key
generation phase. As the load increased, the standard and CRT RSA started to increase their CPU usage. That is because the
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OpenSIPS server gets the overhead of handling 800 and 1000 calls per second. Obviously, the two algorithms, the RSA standard
and CRT, use almost the same resource of CPU across all the tests; that is because the mathematical operations in the encryption
phase are the same. The OpenSIPs server is impacted directly by the heavy operations of the multi-prime algorithm when it
needs to call the library of OpenSSL and reuse it in the call route inside the OpenSIPs routing script. From other perspectives,
OpenSIPS is still with its full ability to handle 1000 calls per second and its maximum CPU usage is only 3.35%..

7.0+ Variable
—@— RSA
—=— CRT
6.5 - Multi
6.0 -
8
]
g 5.5
3 5
>
[
o
5.0 -
4.5
4.0- T T T T T
200 400 600 800 1000
No. of Call Per Second

Figure 6. CPU usage vs. number of call handling decryption process (Inbound call)

The encryption process directly impacts the OpenSIPs server when it manages inbound calls from UAC. Figure 5
depicts the extra mathematical operations of the decryption process, and one can notice the high CPU usage of all three
algorithms compared to the encryption performance in Figure 4. Initially, the standard RSA consumed 5.51 % of the CPU on
the OpeSIPs server when 200 calls were applied, which clearly shows the difference between inbound and outbound call
processing. Approximately 60% is the difference in the RSA standard in both scenarios; OpenSIPs handle the inbound calls with
the penalty of decryption overhead performance. The CRT algorithm improves the decryption process compared to standard
RSA by using its two primes, P and q. That method in CRT can reduce CPU usage by around 1.7% when compared with standard
RSA. However, multi-prime algorithms clearly improve CPU consumption and that is because of the advantage of multi-prime
that it used to decrypt the message. Also, one can notice that the CPU usage at the point of heaviest load of the OpenSIPs server
when it handles 1000 calls per second, both CRT and multi-prime algorithms are in very near cost; they consume around 5.5%
of CPU..
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Figure 7. Call response time vs. number of call handling encryption process (Outbound call)

In Figure 7, call response time is calculated by measuring the round trip of the successful call when the total time is
spent from source to destination and back to the source again. This section analyzes the time factor to demonstrate how long
each algorithm takes to handle an outbound call. The OpenSIPs server handles the calls coming from the upstream with 35 ms
when the RSA Standard is used under 200 calls. However, at the same load of 200 calls, the multi-prime algorithm is still near
to the standard one due to the extra calculation being used to generate keys for outbound calls; it hits 33 ms. The maximum time
spent in this experiment is when the RSA standard algorithm is used with the full call load (1000 calls) to spend around 42 ms.
During outbound calls, the OpenSIPs server operates as a proxy with the job of forwarding calls just like they are; no new route
is required in this mode. It is worth mentioning here that the tradeoff between security and efficiency is quite equal [20].

50 Variable
—@&— RSA
—m— CRT
Multi
~ 45-
g
E
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c
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304
200 400 600 800 1000
No. of Call Per Second

Figure 8. Call response time vs. number of call handling decryption process (Inbound call)

From Figure 8, the reader can clearly notice that all the calls received from the upstream were performed with long call
duration compared to the outbound proxy. For example, when loading 200 calls, RSA basic adds an extra 5 ms to the outbound
call cost. The CRT algorithm performs better than the standard one, hitting 37 ms in 600 calls due to the two prime keys that
have been generated for its decryption. In contrast to CRT, the multi-prime algorithm performs faster in handling calls, spending
34 ms on 800 calls, which is 5 ms less than CRT. In all cases, the OpenSIPs server has to add an extra penalty when calls are
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received from the upstream side by adding some header in SIP messages and routing for the best route. To conclude, 47 ms is

the longest time spent in this scenario when the RSA standard is used with 1000 calls; however, this value is still within the

acceptable amount of call response time recommended by RFC 3261 [21].

8. Conclusion

Network security is still an open issue when user privacy comes into consideration. That is true, since all our data is
traveling from network to network. Networking has applied and developed several cryptographic algorithms to achieve the
desired security, particularly in real-time communication. SIP as a real-time protocol utilizes RSA algorithms to secure its
connection with an acceptable level of security. Performance is another issue that impacts the SIP server performance, especially
when heavy cryptographic algorithms are used, such as RSA. This paper analyzed three variants of RSA algorithms in SIP
servers with different scenarios. The paper analyzes the performance based on two measurement parameters, which are CPU
usage and time. The experiment shows that in early testing, when 200 and 400 calls are applied, the RSA Multi-prime algorithm
consumes higher CPU resources compared to standard and CRT algorithms. Furthermore, the standard RSA consumed 5.51 %
of CPU in the OpeSIPs server when 200 calls to highlight the variant between inbound and outbound calls. Finally, all the call
response times that measure the call duration pour into an acceptable recommendation of SIP documentation.
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