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ABSTRACT

The provision of feedback is an essential element in the process of enhancing the performance of an organization.
With precise feedback, errors and possibilities for improvement can be determined. The purpose of every survey is
to accurately capture individuals’ real feelings. Today, the majority of feedback data is stored in a database system,
However, a lack of confidence in the database system results in inaccurate or partially compromised feedback. Blockchain
is an innovative and promising technology that decreases security risks, eliminates fraud, and provides unprecedented
levels of transparency to ensure feedback system efficiency. It is a decentralized ledger that has earned widespread
attention in numerous industries. This paper investigates the use of a digital feedback management system based on
blockchain technology in educational institutions that could be used to keep individual survey results safe and accurate.
The proposed framework involves developing a suitable design for a feedback management system and verification
of every feedback result. The system was implemented using the Java programming language. The performance of the
proposed system was tested by using the number of transactions processed per second(throughput). Experimental results
showed the system can verify 200 transactions in 3 seconds. In addition, the test demonstrated that the system retrieves
100-400 transactions in less than a second and 500-1000 transactions in less than 2 seconds. The throughput results
were compared to the same metrics taken for several common applications. The suggested system achieved a high level
of throughput when compared to several popular blockchain-based applications.

Keywords: Blockchain technology, Decentralized ledger, Educational institutions, Feedback management system,
Throughput

Introduction

In the era of globalization, receiving feedback is an
important component for any institution, regardless
of whether it is related to commercial or academic
objectives. Since the implementation of a database-
based feedback system, it has gained widespread
acceptance.! Moreover, conventional survey method-
ologies are susceptible to the manipulation of gath-
ered data.? Blockchain’s central concept is a system
that guarantees records of information that are nearly
impossible to alter, break, or corrupt. This will enable

the elimination of any biases that may have passed
into the feedback system.! The technology known
as blockchain was introduced by Satoshi Nakamoto
and has since gained significant popularity.® It has
become a subject of significant interest among a wide
array of scholars and professionals. Blockchain tech-
nology has improved over time. The current versions
of blockchain are denoted as Blockchain 1.0, 2.0, and
3.0, correspondingly, and are categorized based on
the types of applications they offer.* The technology
can be traced back to Ralph C. Merkle’s contribu-
tions in the 1970s when he introduced the concept
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of the Merkle Tree.® The hash function of cryp-
tography is used to encrypt and verify transactions
processed by nodes. The hash value of the transaction
is linked to the previous hash value. After a transac-
tion has been placed into the blockchain, it cannot
be changed or altered.® Blockchain technology, like
in numerous other sectors, has been examined by
e-government to advance the transformation of public
administration and simplify the delivery of transpar-
ent and secure public services. Governments employ
information and communications technology (ICT) to
digitize governmental services and make them easier
for residents and businesses to use. Electronic vot-
ing, management of identities, e-procurement, paying
taxes, and secure transmission of information are all
part of these services.”

The following services were examined using
blockchain technology and offered by most gov-
ernment agencies’ administrative departments: 1-
Storing data in a blockchain system, and 2- Verify-
ing the authenticity of these data.® However, in the
actual world, the storage problem is uncertain. The
majority of current blockchain apps run on simula-
tors or small blockchain networks. The difficulty of
safely storing vast amounts of data while processing
verification quickly demands attention. °

The efficiency of the applications that are based
on blockchain technology depends on a variety of
parameters, which differ according to the task for
which they were made. So there is no standardized
way to assess the quality of a blockchain-based appli-
cation. The majority of applications rely on the metric
of transactions per second to illustrate the speed of
transaction processing,® as shown in Table 1, which
presents some examples of transaction rates for vari-
ous apps. '°

In this work, a mixed storage method is used,
integrating blockchain with a MongoDB database,
which involves securing transaction hashes on the
blockchain for proof of origin. while MongoDB stores
the complete raw data for efficient formatting and
quick query responses.

This work aims to design and implement a secure
feedback management system by utilizing blockchain
technology. The proposed framework is evaluated
based on the following metrics: The first aspect to
consider is throughput, which refers to the measure-
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ment of accomplished transactions within a specified
time. These transactions can be categorized as either
requests for retrieving feedback results or verifica-
tions of the existence of a result. In addition, the
system’s response variability is evaluated with the
increase in the number of transactions.

The rest of the paper is organized as follows: the
second section presents related work and a brief
overview of the background that was relied on to
implement the proposed system. The third section
introduces the proposed blockchain-based feedback
management system. The fourth section describes
the results and discussion, and the final section
presents the conclusion and suggestions for future
development.

Related work

This section provides an overview of prior literature
reviews concerning the use of blockchain technology.

Chandratre and Garg? investigated the imple-
mentation of blockchain technology as a means of
establishing a course feedback System for monitor-
ing the feedback provided by students enrolled in a
course. The task at hand involves the implementation
of a smart contract on the Ethereum Blockchain to
receive feedback from students. The survey manage-
ment system will capture feedback data, which will
subsequently be stored on the Blockchain to ensure
its immutability and facilitate improved trackability.
The authors have identified various limitations that
necessitate improvement, including the validation of
source data, scalability, and the need for future up-
dates to Smart Contracts.

Ghani et al.® investigated protocols used in com-
puter networks to build a decentralized system for
handling government records. They provide two stan-
dard services as examples. One, using a blockchain to
archive official letters, and two, using that system to
verify the authenticity of such letters. The proposed
structure is evaluated using two metrics: initially,
throughput. Secondly, a change in portal response is
proportional to the increase in transaction volume.
The proposed system produced an output through-
put that was comparable to that of other popular
applications.

Table 1. Some blockchain-based applications used the number of transactions

per second metric. ©

Name of the Application

Number of Transactions per Second

Bitcoin (BTC)
Ethereum (ETH)
Litecoin (LTC)
Bitcoin Cash (BCH)

7 TPS
15-25 TPS
56 TPS

60 TPS
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Khan et al.'! proposed a strategy to harness the
advantages of blockchain technology to establish a
robust framework for electronic voting systems. The
system was developed utilizing multichain, a free
blockchain platform as the fundamental technology
for the development of their system.

Baudier et al.'? presented a study to examine the
potential contributions of blockchain technology to-
ward promoting global peace through the security
of voting systems. The pros and cons of blockchain
technology were identified through interviews with
election observers and experts in the field. The find-
ings underscore the significance of trust and human
elements in the electoral procedure.

Pawlak and Poniszewska'® aimed to present an
implementation of the Auditable Blockchain Voting
System (ABVS) concepts in the Hyperledger Fabric
framework. The primary emphasis is on examining
the organization of the e-voting blockchain network
within the context of Hyperledger Fabric. The au-
thors concluded that the aforementioned platform is
well-suited for the implementation of an electronic
voting system due to the presence of a distinct set
of configurations that may not be present in more
widely used platforms such as Bitcoin or Ethereum.

Kamal and Ghani'* presented a blockchain-based
method for government agencies to retrieve high-
resolution personal data from Windows applications.
This will be accomplished using smart contracts that
convert transaction signing by nodes to QR codes. The
suggested method was assessed based on its duration
and complexity, and the algorithm was statistically
analyzed; all the results were positive.

Li and Han'® their work demonstrated the edu-
cational utility of blockchain technology. Students’
records were stored using blockchain technology, and
the blockchain’s purpose was to ensure that the data
were secure and trustworthy. In addition, data was
shared using smart contracts. The evaluation of the
work centered on demonstrating that the proposed
system was secure and computationally efficient. For
future works, the authors recommended adding capa-
bilities to enable educational document certification
for overseas institutions or employers and educa-
tional document recall.

Background
Blockchain technology

In recent years, blockchain technology has become
one of the most prominent and well-known technolo-
gies. Bitcoin was the first cryptocurrency to propose
and implement a blockchain. ® It is necessary technol-
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ogy in the area of information and data security.'®
Blockchain is a distinct form of distributed ledger
technology (DLT) that uses a network of peers to
peers for saving encrypted data. It links adjacent
blocks of information into chains. The entire set of
information transactions on the blockchain is acces-
sible to all participants within the network, which
allows for transactions to be executed within nodes
in a distributed network without requiring a trusted
third party to verify the transactions.'”>'® To func-
tion properly, a distributed ledger like a blockchain
network requires a consensus Procedure agreed upon
by its peer nodes.'° Consensus is a technique for val-
idating blocks in a blockchain network by agreement
amongst participating nodes, rather than a trusted
third party or centralized authority.?°

Every transaction is recorded in the blocks. Signed
blocks are distributed across the network to verify
the new transactions that users make. The consen-
sus mechanism verifies the transaction and adds it
to the blockchain. The miner must solve the cryp-
tographic challenge to add the transaction to the
block, and the miners receive payment for their ef-
forts.?! Blockchain is a series of blocks that, like
a traditional public ledger, contains a full set of
transaction records.?? Every individual block within
the blockchain contains a cryptographic hash value
within its transaction set, as well as an additional
hash value representing the preceding block in the
chain.?° The hash is generated using a Secure Hash-
ing Algorithm (SHA). If the block is changed, the
cryptographic hash changes immediately, indicating
a change in the data that could be the result of a
malicious action. As a result of its solid cryptographic
foundations, blockchain is increasingly being used
to prevent unauthorized transactions in a variety of
domains. !

The hash of a transaction is stored in a Merkle tree,
a cryptographically protected data structure.?° It en-
ables us to effectively demonstrate that a particular
piece of data was utilized to produce a root hash
regardless of requiring access to or storage of the orig-
inal data. Merkle trees are built by iteratively hashing
every pair of nodes till there is a single hash remain-
ing. The Merkle root, often known as the root hash, is
the summary value. Using a bottom-up method, they
are built by first hashing individual transactions, then
hashing the resulting pairs, and so on, until a single
hash for the whole block is produced.?*

A block refers to a set of information that is se-
quentially interconnected with other blocks within a
digital chain. The fundamental components of a block
are the block header and the transaction list. Depend-
ing on the design of the platform and the nature of the
application, the header contains a variety of fields.®
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The main attributes in the header, but not limited to,
are Merkle tree root hash, timestamp: current time as
seconds, nonce: a 4-byte field, which typically begins
at 0 and increases with each hash computation, and
parent block hash: a 256-bit hash value that indicates
the block before it.??

There are approximately three categories of cur-
rent blockchain systems: public blockchain, private
blockchain, and consortium blockchain. >4

In a public blockchain, every record is publicly
accessible. In a private blockchain, only nodes from
a particular organization would be permitted to par-
ticipate in the consensus procedure. In contrast, only
a pre-selected group of nodes would take part in the
consensus process in a consortium blockchain. >° Each
block is connected to the following block of records,
and a public ledger holds every committed transac-
tion.?° An abstract overview of blockchain structure
and its blocks is shown in Fig. 1.
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incapable of revealing the contents or any other at-
tributes of the original message. However, they can be
utilized to verify whether any alterations have been
made to the message. Hashes offer confidentiality
in this manner, but not integrity.?® A one-way hash
function, commonly referred to as a hash function,
generates a fixed-length output (a hash) from an ar-
bitrary message of any length. Given a message, it is
easy to calculate the hash value using a secure hash
function; given the hash value, it is challenging to
reconstruct the message.>’ To assure the message’s
integrity, a cryptographic hash function is used to
determine the message’s hash value. The message’s
integrity may be verified at a later time by compar-
ing the cryptographic hash function’s output to the
initial, stored hash value.?® Blockchain technology
ensures the security of transactions due to its robust
and sophisticated cryptographic foundation, which
is supported by hashing methods and timestamps. *!

block n-1 block n block n+1
n-2 hash n-1 hash n hash
[Hmestamp ‘ nonce ’ timestamp [ nonce ’ {timestamp [nonce]

records records records
R S——
rd ~

[ hash12} [ hash34]
[ hashi ]{ hashz2 ][ Hash3 ][ hashyg ]

Fig. 1. A 3-block blockchainstructure example.?®

Secure hashing algorithm (SHA)

Government organizations have recently placed a
significant emphasis on data integrity. Nevertheless,
confidentiality, integrity, and the availability of data
may be compromised when using a computer for data
processing and application due to several factors.?’
The most common methods for preserving data in-
tegrity are data backups, instituting checksums, and
using hash function cryptography.?® Hash functions,
also known as message digests, generate a hash value
of fixed length that is mostly unique, without uti-
lizing a key. This hash value is produced from the
original message and is similar to a fingerprint. Any
minor alteration made to the message will result in
a modification of the hash value. Hash functions are

Encryption algorithms (SHA-1, SHA-2, and SHA-256)
are the most widely used for blockchain technology
due to their unique hash function, which generates
unique outputs from various inputs. >

The work of the quality assurance unit

The major role of the quality assurance unit of
any educational institution is primarily to initiate
the feedback system and store the results for later
retrieval and analysis. So, it is the manager’s re-
sponsibility to safeguard the feedback system’s results
against tampering and alteration in the future. Hence,
the feedback mechanism will work in three phases:

1. Feedback creation
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Login
Using ID ;
User has .
—» not voted _ L. Submit R .| 2.Forwarded 4. Save
previously " feedback " A GUI 7| to database information
Or
API
5. Submit Query [-» > 3. Generate,
Prepare 6. Retrieve Mongo DB
7. Return result |¢ < transaction.ang..... |result \ :
submit to
Blockchain
 /
8. Verification A
Blockchain Technology
Infrastructure

Fig. 2. The total architecture of the proposed framework in a private case.

2. Feedback recording
3. Final feedback collection and analysis.

Here, survey results can be faked or modified.
The process of verifying happens to validate the re-
trieved feedback data before sorting the results. The
cryptographic strength of the Blockchain makes the
information kept there much safer. Consequently,
utilizing blockchain technology to establish a local
Feedback System has been proposed.

The proposed system

In the preceding section, the primary function of
the quality assurance department of any government
agency was described. In the following, the proposed
framework for performing the same function incorpo-
rates blockchain technology.

It takes into account the following tasks:

1. Creating an appropriate design for the feed-
back system that can be accomplished through
blockchain technology.

— In private cases, the feedback form will be made
available for registered users to make submis-
sions using their identity numbers. The system
will examine whether the provided information
corresponds to a valid user.

The first consideration will be whether the
user is registered to submit feedback. The sec-
ond check is performed if the user has not
already voted. After passing these checks, the
feedback submitted and a feedback object will
be produced.

— In public cases, the user submits feedback with-
out registration. Subsequently, a hash value for
the feedback result will be produced and stored

in the blockchain. The full user information and

the feedback result hash value are saved in a

MongoDB database.

2. Verification of the result

The second stage is to confirm the accuracy of the
results. When it is needed to confirm the accuracy
of the results, it is necessary to make a verification
request to the system. If the result is present in the
blockchain, it will be counted; otherwise, it will
be ignored. This is accomplished by comparing
the hash values of the data (result) saved in the
database to the Merkle tree of the blocks in the
blockchain. Figs. 2 and 3 display the total archi-
tecture of the proposed framework in both private
and public cases.

The next steps provide a more in-depth explanation
of the fundamental workflow.

A. Creating a list of all results’ hash values.

After feedback submission, the hash value of the
feedback result (transaction), as shown in Algo-
rithm 1, is added to the Merkle tree to be verified
later. while the list of transaction hashes and other
detailed information like subject, and year. etc. are
saved to the database.

Algorithm 1 takes an array of transactions (data).
It then iterates through each transaction, calculates
the SHA256 hash for each transaction, and adds
the resulting hash value to (ArrayList_Hash). The
final output contains all the hashed values of the
transactions.

B. Appending the results to the blockchain.

The next algorithm outlines the procedural instruc-
tions for the implementation of the Merkle Tree in the
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. 1. Submit R | 2.Forwarded 4. Save
feedback " A GUI 7| to database information
Or
API
5. Submit Query |- p|..... 3. Generate,
Prepa]‘e 6. Retrieve Mongo DB
7. Return result |« < transaction.and.... | result \
submit to
Blockchain
\/
8. Verification v
Blockchain Technology
Infrastructure

Fig. 3. The total architecture of the proposed framework in public case.

Algorithm 1: Generate a list of hash values of all the collected results (transactions).

Input:
—data (an array of transactions)
-L (length of data)
Output:
—ArrayList_ Hash (an array list of hashed values)

Begin
ArrayList Hash <= empty list
for counter =< 1 to L do
Hash_value < SHA256(data[counter])
Add(ArrayList_Hash, Hash_value)
end for
Return ArrayList Hash
End

event of the addition of final results(transactions) to
the blockchain.

Algorithm 2 starts by creating leaf nodes for each
transaction and then iteratively combines pairs of
nodes until a single root node is obtained, represent-
ing the Merkle Tree’s root. The leaf nodes usually
represent the original transactions or data. Each leaf
node contains the hash value of an individual trans-
action.

C. Data retrieval from the database

The data retrieval process involves accessing the
MongoDB database to obtain the necessary results
and any additional information that may be consid-
ered necessary.

Algorithm 3 searches for a specific hash value
within a MongoDB collection, provides information
about whether the hash was found and displays the
corresponding document if a match is found.

D. Final result Verification

At any later time, the outcome may be validated
through a scan of the generated Hash Tree to as-
certain its presence and a comparison between the
obtained hash and the hash of the initial data saved
in the DB. If the two values are similar, it is counted;
else it is excluded as stated in Fig. 4 below:

Blockchain-related information and test data

The composition of a block in the proposed system
involves the following components:

* Block number.

 The hash of the previous block.

» Merkle tree node.

» Time_stamps, which denote the time at which the
block was hashed.
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Algorithm 2: Representation for constructing a Merkle Tree.

Input:
—List of transactions (data)
—length (number of transactions)
Output:
—Merkle Tree root node

Begin
if length = 0 then
Return null
Merkle_tree_nodes <— empty array
forI < 0 to length - 1 do
leaf node < new Merkle_tree_node(null, null, SHA256(datal[i]))
Merkle_tree_nodes.add(leaf node)
while length > 1 do
new_nodes <— empty array
counter <=— 0
while counter < length do
left_child < Merkle_tree_nodes[counter]
right_child < null
if counter + 1 < length then
right_child < Merkle_tree_nodes[counter + 1]
if right_child = null then
right_child < new Merkle_tree_node(null, null, SHA256(left_child.hash))
parent_hash < SHA256(left_child.hash + right_child.hash)
parent_node < new Merkle_tree_node(left_child, right_child, parent_hash)
new_nodes.add(parent_node)
counter <— counter + 2
end while
Merkle_tree_nodes <— new_nodes
end while
root <— Merkle_tree_nodes[0]
Return root
End

Algorithm 3: Result retrieval.

Input:
—hash_value (the hash value to search for)
—Documents in MongoDB
Output:
—found (a Boolean value indicating whether the hash was found)
—Displayed Document (the document that matched the hash, if found)

Begin
found < false
for counter < 1 to number of documents do
if hash_value == hash_value in document[counter] then
found <= true
Display Document[counter]
Break
Else
found < false
end if
end for
Return found
End
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I ¢ Retrieve from DB Compared with
nput Query repository the saved in the
ledger
Return the Yes Is the retrieved
- hash equal to the ————
result

saved in the
ledger?

Exclusive

Fig. 4. The verification process.

The system has been tested using random numbers
generated by a program code that helps to measure
the response of the system as shown in the following
algorithm:

This algorithm takes a Minimum_value (the lower
bound of the range for generated numbers) and a
Maximum_value(the upper bound of the range for
generated numbers), then generates random numbers
within a specified range. The previously obtained
numerical values will be used to evaluate the perfor-
mance of the implementation of the proposed system.

Result and discussion

The suggested blockchain-based feedback system
services have been implemented using the Java
programming language. The MongoDB database is
utilized for the storage of hash values and their

corresponding information. The system has been
evaluated using numbers that were produced at ran-
dom. Transaction verification and retrieval rates per
second(throughput) were used for testing System
performance.

As shown in Fig. 5, it was tested with a range
of requests that started at 100 and increased up by
100 each time until it reached a maximum of 1000
requests, and the time it took to process the requests
was measured in milliseconds. The Merkle tree deter-
mines whether or not a transaction can be included
in a block. The verification method for transaction in-
tegrity must look for the requested transaction’s hash
value in each node of the blockchain’s Merkle tree.
The time complexity of this operation is O(log(N)),
where N represents the total number of data elements.
This is in contrast to a list structure, which would
require O(N) time. Merkle tree scale logarithmically

Algorithm 4: The process of generating a random number for testing.

Input:
—Minimum_value
—Maximum_value
—L (number of values to generate)
Output:

—generated_numbers (an array of L. random numbers)

Begin
generated_numbers < empty array
fori == 0toLdo

generated_numbers[i] <— Math.random() * (Maximum_value — Minimum_value) + Minimum_value

end for
End
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Fig. 5. The response time of 10 tests (100—1,000) verification requests.

70 |
60 |-
56
50 |-
a. 40 |-
72)
= L
Bitcoin Ethereum Litecoin Bitcoin Cash The Proposed
(BTO) (ETH) (LTCO) (BCH) System

Application Name

Fig. 6. Comparison between some blockchain-based applications and the proposed.

with the number of data blocks, as opposed to simply
concatenating and hashing all the data at once, which
would necessitate storing vast quantities of data. As
a result, the time grows as the number of transac-
tions being validated in the Merkle tree increases.
The throughput of the system (which is the number of
transactions processed per second) is 69 transactions
per second. This is obtained by taking the average of
the throughput between 100 and 1000 queries.

As compared to some common blockchain-based
applications, as shown in Fig. 6, the proposed system
achieves high throughput.

Fig. 7 depicts the amount of time required by
the system to retrieve 100 to 1,000 requested data
from the database. While MongoDB maintains a large
amount of unstructured data and uses a document-
based storage strategy, it facilitates faster data read
and write operations. The complete personal informa-
tion is kept in the database, and only the vote value,
which is also stored in the blockchain, is retrieved.

The testing program was used to generate several
transactions using Algorithm 4 and time functions
to evaluate the responsiveness of the system. The
test demonstrates that the system requires less than
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Fig. 7. Time required to retrieve feedback results based on the number of requests.

1 second to retrieve the number of transactions rang-
ing from 100-400, and less than 2 seconds to retrieve
the transactions from 500-1000. However, it can be
inferred that the outcome is promising in comparison
to the result in.®

From the tests and results described, the system is
defined by the following:

« Data Integrity and Confidentiality: Information is
consistently retained within the system. The in-
formation is safe from alteration with the aid of a
hashing technique and timestamps.

High Throughput: The system can process 200
transactions in about 3 seconds, which allows for
a high transaction processing speed. due to the
absence of the need for extensive communication
or competition among nodes, faster transaction
validation and throughput can be achieved.
Quick access and data retrieval: The optimized
configuration of MongoDB allows for quick access
and data retrieval. MongoDB’s flexibility allows
it to store data without a predefined structure.
make it a robust choice for saving large amounts of
data.

While the system has achieved high throughput, it
may also come with trade-offs; it may not provide all
the benefits associated with decentralized blockchain
networks, such as enhanced security through decen-
tralization and elimination of single points of failure.
As a result, the decision to deploy blockchain tech-
nology in a particular context is determined by the
application or system’s specific demands and goals.

Conclusion

The implementation of a secure feedback system
holds significant importance in educational institu-
tions that focus on preserving data integrity and
consistency to enhance the quality of education.
Blockchain technology is a very novel and useful sys-
tem due to its ability to fix security vulnerabilities and
prevent fraudulent activities. To ensure the safety and
accuracy of the survey results, this research exam-
ines the implementation of a blockchain-based digital
feedback management system within academic in-
stitutions. The integrity of the data is preserved
through the use of hashing algorithms and times-
tamps. In addition, using MongoDB enables efficient
data retrieval and access, and it is an effective
way to save large volumes of data. The system’s
performance was evaluated through the throughput
measurement. Furthermore, the response time of the
system was evaluated across different request rates.
The outcomes of the proposed system fell within a
competitive range in comparison to other regarded
blockchain-based applications. At last, as a recom-
mendation for future work, the system can be scaled
with the addition of additional nodes each one with
a distinct function in a distributed way.
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