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Abstract

The monitoring of COVID-19 patients has been greatly aided by the Internet of Things (IoT). Vital signs, symptoms, and
mobility data can be gathered and analyzed by IoT devices, including wearables, sensors, and cameras. This information
can be utilized to spot early infection symptoms, monitor the illness’s development, and stop the virus from spreading.
It’s critical to take vital signs of hospitalized patients in order to assess their health. Although early warning scores are
often calculated three times a day, they might not indicate decompensation symptoms right away. Death rates are higher
when deterioration is not properly diagnosed. By employing wearable technology, these ongoing assessments may be
able to spot clinical deterioration early and facilitate prompt therapies. This research describes the use of Internet of
Things (IoT) to follow fatal events in high-risk COVID-19 patients. These patients’ vital signs, which include blood
pressure, heart rate, respiration rate, blood oxygen level, and fever, are taken and fed to a central server on a regular
basis so that information may be processed, stored, and published instantly. After processing, the data is utilized to
monitor the patients’ condition and send Short Message Service (SMS) alerts when the patients’ vital signs rise above
predetermined thresholds. The system’s design, which is based on two ESP32 controllers, sensors for the vital signs
listed above, and a gateway, provides real-time reports, high-risk alerts, and patient status information. Clinicians, the
patient’s family, or any other authorized person can keep an eye on and follow the patient’s status at any time and from
any location. The main contribution in this work is the designed algorithm used in the gateway and the manner in which
this gateway collects, analyze, process, and send the patient’s data to the IoT server from one side and the manner in
which the gateway deals with the IoT server in the other side. The proposed method leads to reduce the cost and the time
the system it takes to get the patient’s status report.
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I. INTRODUCTION improve the management of infected patients and reduce the

spread of the disease [1]. During the COVID-19 pandemic,

The Internet of things (IoT) is a growing trend in technology
that allows for the monitoring and management of objects
and systems in the physical world. Now, with the outbreak of
COVID-19 causing heightened health risks for many around
the world, there are several ways that [oT can be used to help

IoT devices have been used in a variety of ways to help track
the spread of the virus, monitor patients, and provide support
to healthcare workers. Here are a few examples:

* Patient monitoring: Vital signs, respiration rate, and blood
oxygen levels can all be remotely recorded by IoT devices.
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This can assist medical professionals in seeing early indicators
of decline and acting swiftly to avert major consequences [2].
* Support for healthcare workers: There are several ways that
IoT devices might help support healthcare professionals. For
instance, IoT-enabled sensors can be used to track environmen-
tal factors in hospitals, such as air quality, and IoT-enabled
robots can be used to carry supplies and drugs to patients [3].
* Contact tracing: People who have tested positive for COVID-
19 can have their movements monitored and their close con-
tacts identified using wearable IoT devices. Those who may
have been exposed to the virus can then be contacted using
this information, and they can be advised to get tested and put
under quarantine [4].

The following are five ways that one can use [oT devices to
better manage patients with COVID-19 [5]:

» Vital Signs Monitoring: Healthcare providers can frequently
keep an eye on critical parameters like blood pressure (BP) and
temperature (T) by doing a physical assessment of a patient’s
vital signs at regular intervals throughout the day. However,
the caregiver has to keep an eye on these physical inspections
all the time, which could take a lot of time. IoT-connected
devices have the ability to automatically collect this data and
make it available for the caregiver to evaluate at any time [6].
* Monitoring Heart Rate (HR) and Breathing Rate (BR): A
patient’s heart rate and breathing rate can be tracked over time
to determine whether any negative effects are present using
Fitbits and other fitness trackers, among other devices. This
data can also be compared to historical baseline data to spot
any changes that might indicate issues. This is especially
important for people who might have an underlying medical
condition that makes them more susceptible to COVID-19
issues, like the elderly or those who have already infected the
virus [7].

* Making Remote Access Possible: This could be through the
use of 10T devices, where caregivers may be able to control
their patients and have real time access to their information
from any location. This makes it possible for medical person-
nel to monitor the condition of each patient without neces-
sarily having to visit the patient physically and also makes it
easier for the medical personnel to address the needs of the
patients more quickly. It also saves time for other patient care
related tasks because doctors are not expected to physically
go round visiting all patients frequently [8].

* Determining Potential issues: It can also be used to identify
certain problems in their patients like having a high tempera-
ture or low OL in the blood apart from monitoring the vital
signs. These gadgets can be useful when any of these cir-
cumstances are identified, as they will inform the caregiver
so that they can act accordingly. It can be especially help-
ful for patients with pre-existing medical conditions which
make them more vulnerable to develop complications during

COVID-19 [9].

* Improving Patient Care: There is also a possibility to im-
prove the quality of the care delivered to patients with the
help of IoT devices as these devices can contribute to more
accurate and efficient data collection. Physicians and other
caregivers are able to monitor their patients’ records on any
device and watch for changes that may occur over time or due
to other treatments. It can help them in advising each patient
on the right treatment to take and also ensure that each patient
receives the best treatment possible [10].

As indicated by HPE, some of the most fundamental and
sensitive physiological parameters that require monitoring in
COVID-19 patients are blood pressure, breathing rate, tem-
perature, heart rate variability, SpO2, and cough [11]. The
need for the integration is informed by the ever-increasing
computational complexity that is expected to be experienced
with the symbiotic relationship between edge computing and
6G heterogenous networks. This was due to the fact that the
6G allows many devices to connect to the network while edge
computing will enable many devices to process the data at the
edge [12]. Because of this, managing heterogeneous networks
with edge computing and 6G presents a few issues, which are
as follows:

» Resource management: Since resources are distributed in
various devices and technologies in a different nested system
of heterogenous networks with edge computing and beyond
6G, it is very much difficult to control resources [12].

* Security and privacy: It is important to ensure security and
privacy over such processed data because it is processed and
stored across multiple devices using the heterogeneous net-
works supported by edge computing and even the upcoming
6G technology.

* Interoperability: Edge computing as well as the 6G tech-
nology require that different gadgets and technologies in ho-
mogeneous and heterogeneous networks should seamlessly
integrate with one another [12].

Globally scientists are working on the ways to have a vigil
eye on covid patients. These systems pull together data on pa-
tient, such as vital signs, symptoms and other health markers
possibly with the help of features such as wearables, smart-
phone, and artificial intelligence. They are intended to help
doctors and other healthcare personnel detect signs of deteri-
oration at a very early stage and address them before things
escalate to some frightening outcomes [13]. They can also be
utilized to assist the patients on how they can manage with
their specific symptoms at their homes as well as providing
real-time information about their state. Here are some in-
stances of researchers developing patient monitoring systems
for COVID-19:

A wearable gadget that can track a patient’s breathing rate and
vital signs was created by Santos et al. [14]. The gadget can
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transmit data to clinicians instantly and is made to be worn
comfortably for extended periods of time.

A smartphone application created by Kim et al. [15] can track
a patient’s symptoms and offer tailored advice on how to
manage their treatment. The program analyzes patient symp-
toms using machine learning to spot trends that might point
to a developing illness. A system driven by artificial intelli-
gence was created by Suraj et al. [16] to identify patients who
are most likely to experience serious COVID-19 problems.
The technology determines risk variables like age, underlying
medical conditions, and drug use by using data from patients’
electronic health records.

The following is a list of some of these researchers just a
drop in the ocean for researchers who are working hard on
crafting COVID-19 patient monitoring systems. It is impor-
tant for their work to advance to minimize the death of pa-
tient with this disease and enhance health care services. Still,
these technologies can potentially revolutionize how we fol-
low COVID-19 patients’ conditions in the first days of their
existence. These gadgets also enable health care providers to
monitor patient status as it happens, and this make it easier
to detect patients who are on the decline and take necessary
intervention to prevent adverse outcomes from happening.
The hope here is to work towards the creation of a real time
system to which information from the real time broadcasts
of the sensors attached to the patients’ bodies can be re-
layed to help healthcare personnel monitor patients’ states
and promptly act should the need arise. Besides the enhanced
COVID-19 patient status tracking, this telemedical technol-
ogy also gives patients a platform to seek healthcare from the
comfort of their homes [17]. Besides making it easier for the
patients to get the necessary care, this can also assist in miti-
gating the odds of the virus transmission. This discovery may
be used to create ways of developing the artificial intelligence
(AI) that can continuously monitor COVID-19 affected per-
sons for signs of deterioration. Such systems can be capable
of thoroughly analyzing data captured from wearable gadgets,
telemedicine consultations and other means to come up with
a list of high-risk patients [18]. The rest of the research article
is organized as follows. Section II. reviews the system design
and lists the necessary hardware and software requirements.
Section III. describes the IOT gateway setting up. Section
IV. provides the details of the cloud computing used. Section
V. summarizes the proposed monitoring system architecture.
Section VI. shows system implementation. Section VII.
describes the transmission of sensors data to cloud server.
Section VIII. introduces the results. Finally, Section IX.
provides the conclusion on the acquired results.
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Fig. 1. Schematic diagram of the proposed system.

Patient

I1. SYSTEM DESIGN

The schematic diagram of the proposed system is shown in
Fig.1. The first part of the proposed system is the sensors
that collect vital signs of patient’s status and send them to
IoT connected microcontroller. This microcontroller is linked
through a gateway to a cloud server for publication. This
system is provided with an application which is used to display
the recorded vital signs in scientific manner for specialists
from anywhere at any time. This application was designed
by using Ubidots IoT platform and it can work on computer,
smart phone, iPads or any type of smart devices. The proposed
system contributes to make diagnosis symptoms easy, fast and
more accurate.

Various types of sensors can be used with this system, such
as Breath Rate (BR) sensor, Heart Rate (HR) sensor, Oxygen
Level (OL) sensor, Blood Pressure (BP) sensor, Temperature
(T) sensor, patient position sensor, EMG sensor, Galvanic
Skin Response (GSR) sensor, and ECG sensor as well as the
temperature and humidity of the environment [19], [20]. From
IoT point of view, all these sensors would be connected to the
microcontroller which is a publisher in this case, as can be
seen in Fig.2. The microcontroller is then connected to the
MQTT cloud server, which is a broker in this case, through a
gateway. The specialists, which may be a doctor, a nurse, or an
emergency unit representative all of them can be considered
as a subscriber in this system [21].

Flowchart shown in Fig.3, shows how a server binds to a
specific device and how it can understand and recognize it.

III. IOT GATEWAYS

ToT gateways are devices located between peripheral systems
and servers. Fig. 2 shows the local gateway location within
the proposed system. This gateway is used to perform func-
tions such as protocol translation, storage, data processing,
filtering, and device security. Modern IoT gateways, play an
important role when importing because they enable sophisti-
cated analysis. So that only the most important information
and warnings about work are sent to the cloud. Fig. 4 shows
the flowchart of sensing and data transceiver (Patient’s Node).
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Fig. 2. MQTT deployment and subscription model for IoT
Sensors.

IV. CLoUD COMPUTING

This is a technology-based on the transfer of processing and
storage space from the microcontroller or computer to the
cloud, which a server machine accesses via the internet. In
contrast, traditional computing requires all the data, programs

and applications that a user uses and builds all his own devices.

Cloud computing is based on the fact that the user does not
need to store data all his own devices. Flowchart in Fig. 5
shows the communication between the gateway and the link
server [22].

The integration of medical devices gives the availability of
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Fig. 3. Flowchart of how server understands and recognized a
device.
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Fig. 4. Flowchart for collecting specific patient’s sensors data.

data exchange functions that have played an important role in
maintaining the safety and health of patients and particularly
in improving the way of medical care promoting the participa-
tion and satisfaction of patients. By giving the patient more
time to interact with his doctor [23]. Technology can use to
identify health problems, recording heart rate, blood oxygen
percentage, body temperature, temperature and humidity of
the environment to help diagnose health problems and the
ability to send information to a doctor for analysis and action
appropriate medical treatment. Connected devices transmit
important body data throughout the day wirelessly to doctor’s
devices, such as a computer or a smartphone [24-27].

V. PROPOSED MONITORING SYSTEM
ARCHITECTURE

If a patient has, as an example, a heart disease and his symp-
toms come on for a while then go away, the monitor standard
cannot register their symptoms for a short period of time. A
portable gadget that measures the body temperature, heart
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Fig. 5. Flowchart for data/commands transfer between the
server and the gateway.

rate, and blood oxygen level over the course of 24 to 48 hours
should be suggested by the doctor in this situation. The sen-
sors should be connected to the patient’s body and then are
connected to a microcontroller which is operated by a battery.
A patient can carry the device in his pocket, or which is at-
tached to a belt or shoulder strap. The device sends measuring
results to the server over an internet connection using WiFi
technology. Using WiFi gives patient ability to move without
constraint. It can continue normal activities as long as keeping
the device. Additionally, doctor ask to create a notebook write
what do as when symptoms appear. The doctor compares
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| Server
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Applications
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Fig. 6. Data flow diagram through the system.

the measuring data with the note recordings to determine the
cause of the symptoms. The patient, doctor, and anyone in-
terested in the patient’s condition can access the server over
any smart device and view the patient’s measured data. A
system is configured to send and receive vital signs of the
patient by communication using the MQTT protocol. Many
advantages have been gained in this system. The common
important point is that the resulting data can be stored and
analysed in the database at any moment and from anyplace.
The proposed system is shown in Fig. 6. The MQTT protocol
used as transmission protocol in this proposed system because
it uses lower payload data, has a small subscription structure
for publishing, and small message size, making it ideal for
memory-constrained devices.

VI. SYSTEM IMPLEMENTATION

The proposed system was implemented using two ESP32 mi-
crocontrollers. The first microcontroller acts as a slave which
collects sensors data and then send these data to the second mi-
crocontroller which is acts as a master. The master microcon-
troller, which represents the control unit in the patient’s node,
is used to send slave’s collected data to the cloud through the
system gateway. The master-slave communication follows the
Universal Asynchronous Receiver/Transmitter (UART) proto-
col. Fig. 7 below shows a master-slave connection prototype.

In the patient’s node, the following sensors, as example,
are used; Pulse oximeter sensor module (SPO2), heart rate sen-
sor module (MAX30100), non-contact infrared temperature
sensor module (GY-906MLX90614), and environment tem-
perature/humidity sensor module (DHT11). All these sensors
are connected to slave ESP32 as shown in Fig. 8.
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(b)

Fig. 7. UART connection of two ESP32 controllers: (a)
Schematic diagram. (b) Practical circuit.

VII. TRANSMISSION OF SENSORS DATA TO
CLOUD SERVER

A device designed to measure the vital signs of the human
heart consists of two parts master and slave. A master part is
a control unit linked to the server via WIFI technology and
in the other hand, Master is connected with a slave through
the use of the serial UART protocol. The second part is the
slave that connects the sensors. The process of sending the
measurement data from the sensors to the server by the MQTT
protocol is carried out via WiFi technology. It can send a com-
mand from the server to the master part to operate a specific
sensor. The master receives the command sent from the server
using the MQTT protocol. Then the master interprets the
data sent from the server and sends a command to the slave
part. The slave receives the command sent from the master
and interprets it after that. Then the slave sends a reply to
the master telling him that the transmission process has been
completed successfully and asks him if there are any other
data wants to send. At the moment slave receives the data
sent from the master is interprets it and performs the required
steps from it. The data measured from the patient’s body is

Fig. 8. Sensors connection to slave ESP32: (a) Schematic
diagram. (b) Practical circuit.

sent using the MQTT protocol. After that, the communication
stage begins. The ESP32 processes the data measured by the
sensors via the Arduino code and sends it to the cloud account
created in the open-source platform by WiFi. The ESP32
content built-in WiFi unit. Fig. 2 shows the MQTT publish
and subscribe methodology for getting data remotely. Now
the doctors receive the data from the cloud and diagnose the
data details and thus provides the necessary feedback required
for patient well-being. Fig. 9 shows the prototype of the
proposed system architecture. Fig. 10 shows the Flowchart of
general operation which shows the process selection weather
it is setup process or seeking process within the proposed
system. And also, it was shown in this figure the data sensors
selection by the authorized person.

VIII. RESULTS AND DISCUSSIONS

The designed program is used to display the collected data
of the preselected patient’s vital signs from the server which
shows sensors measured values. A new widget can be easily
added to display the breathing rate, heart rate, blood oxygen,
blood pressure, body temperature, as well as the temperature
and humidity of the surrounding environment. These vital
signs and parameters can be accessed from anywhere in the
world via mobile, tablet, or computer by logging into the ac-
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Fig. 9. Overall system implementation.

count that the user owns on the server. All the time the circuit
that was designed sends data to the server through the internet
and the values is accessed in real-time. The authenticated
users can see the data measured on the server as indicators.

The sensors connected to a patient’s body can be selected
at any time according to the case of the patient and the data
published on the MQTT server/broker. Fig. 11 shows some
measured values of the preselected patient’s vital signs while
Fig. 12 shows a programmed emergency alert via SMS of
patient in low blood oxygen level condition. These vital signs
are (heart rate, blood oxygen level, temperature and humidity
in the surrounding environment) using Ubidots IoT platform.
The displayed data are for a man who is 27 years old. The
measurements are shown as follows: the heart rate is 95.93
bpm, while the oxygen level in the blood is 97.00%. The pa-
tient’s body temperature is 36.72°C, the ambient temperature
is 30.76°C, and the humidity is 30.56%. All the measured vi-
tal signs are accessed and monitored remotely. The subscriber
(monitor) can access the vital signs readings collected by the
sensors by subscribing to the Ubidots dashboard widgets page.
Anyone interested in the patient’s condition, such as the doctor
or the patient’s companion, can access these readings through
a program installed on phone, tablet or computer. They can
follow the real-time state of the patient remotely.

The use of IoT in COVID-19 patient care offers many

potential benefits, but there are also some potential risks and
issues that need to be considered, these may be one or more
of the followings:
* Technical issues: One of the biggest challenges with using
IoT in COVID-19 patient care is the need for reliable and se-
cure technology. IoT devices can be complex and difficult to
set up and manage. Devices that are not configured correctly
could be targets of cyberattacks. IoT devices can also produce
a lot of data, which can be challenging to store and process.

* Involving patients in self-monitoring: This way, getting the
patients engaged in this do-it-yourself task is a challenge when
it comes to IoT in COVID-19 patient management. It is cru-
cial to remember that patients must be willing and capable of
using IoT devices properly and as often as needed in order
for their vitals and other health parameters essential for anal-
ysis to be gathered. Therefore, proper training and support
should be provided to the patient to equip him or her with the
knowledge necessary to efficiently use the Internet of Things
equipment.

Here are some particular instances of possible dangers and
problems that could occur when utilizing IoT in the treatment
of COVID-19 patients:

* Device failure: Misfortune, by all means, software glitches,
hardware failures, and drained batteries are some of the pos-
sible ways which Internet of Things devices may fail. If a
gadget fails, it could not then properly collect the data or
transmit the data as desired.

* Data security: A large amount of personal data including
a patient’s state of health is collected by smart appliances of
the IoT. This information can be easily stolen by hackers or
someone with ill intentions if this data is not well protected.
* Patient privacy: It is thus rather surprising that so much
information about the movement and activity of patients is
collected by IoT devices. This data could be used to keep
track of patients, or to target them with advertisements etc.

* Patient fatigue: In patient’s panel, the need to follow their
health status update and report to their healthcare providers
may make them feel quite overwhelmed or even exhausted.

* Of course, it is not easy to implement IoT solutions into prac-
tice, but perhaps there are more pros to use IoT in COVID-19
patient treatment than cons. Health care staff can utilize IoT
to enhance COVID-19 patients’ care outcomes since the risks
highlighted by the framework can be effectively managed if
health care practitioners take particular care in considering
the dangers and acting to minimize these. The following ad-
vice will help reduce the dangers related to utilizing IoT in
COVID-19 patient care:

* Make use of only approved gadgets: Verify that the Internet
of Things (IoT) gadgets you utilize have been approved by a
respectable body, including the Health Industry Cybersecurity
Consortium (HICSS).

* Update firmware frequently: Ensure that the firmware of
your array of IoT devices is up-to-date with the latest security
patches.

¢ Use secure passwords: Ensure that all of your IoT devices
have a robust password, especially when setting the device,
and change them periodically.

* Dissect your network to create several segments to help
ensure that IoT devices are isolated from other networked
devices.
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* Keep an eye out for suspicious activity on your network: To
enhance the situation, use such measures as monitoring the
networks to look for any activity that might hint at a cyberat-
tack.

* Inform patients: Make sure patients understand the benefits
and risks associated with the use of IoT devices and proper
usage precautions.

By adhering to these suggestions, it can be possible for health-
care providers to minimize risks and thus facilitate the safe
and smart use of [oT devices in the management of COVID-19
patients.

IX. CONCLUSIONS

In this paper, a remote health monitoring system based on
the use of [oT was designed and implemented to monitor the
patient vital data. The proposed paradigm of the suggested
system was implemented using ESP32 microcontrollers. The
Ubidots IoT platform client application used to collect heart-
beat, blood oxygen levels, body temperature, environmental
temperature and humidity and then send publish of these data
to the MQTT broker within the Cloud. The results acquired
by experimental work from the suggested model will be dis-
played on an application program installed on personal com-
puter or smartphone. In addition, the suggested system will
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provide a secure, easy to use and reliable approach to monitor
the vital signs of the patient’s health using IoT technology.
The subscriber, a doctor or a medical staff member in this case,
can strictly follows the data coming from all devices linked
to the internet and from anyplace in real-time via subscribing
to the same MQTT broker topic. The IoT in this paper was
implemented in three phases, including “Early Diagnosing,”
“Quarantine period,” and “After health restoration”. In each
phase, the IoT role was evaluated during enabling/linking of
personal monitoring device to the internet and then to the
medical staff members. Moreover, the proposed system adds
the capability of process selection which enable the system
user to choose setup process or seeking process as well as
data sensor selection at the same level by an authorised per-
son. The most important issues that may be targeted in future
researches could be in the data privacy, data security, secure
communication channel and data encryption. Other gadgets
design strategies that may be adopted, designed and enhanced
to make these gadgets more comfortable and more durable.
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