3 UYL 2o 230,41 sl — A A (BN L) gl Ll 3500 2,
(Pl 208) = (X YO/E/X LYY ol BN Sl obazy JECH GB1 — el
e S ) o bl (3§ Grnaud) | 0 Sl (o ikl S Glga] (0l dient]
USING Al TOOLS TO VERIFY DEEPFAKES IN MEDIA CONTENT
dlaa - 250 clagad sl
Dr. Mohammed Wahhab Abbood — Journalism
assall Juail g adle ) dmdi — aglal) 408 — 23y daaly

University of Baghdad - College of Science - Department of
Media and Government Communication

muhamedaboud19@gmail.com

uailal)

8 Gl Cay 3l e Giaill clilaa¥) oA il ool Agllad o Capel) ) Canll 138 a9y
o Clga s GLISIL) pe giligise gy gy (Sae anli o Sl dpadle Yl ueliadll
e aladiul A (e @l dgleall Lgiliplas Joa el clSA acadies Gudaaall
Sensity Al 13asdy ¢ clilaal) (ISHL g3l < gl (s sina Julat e adiag S 9
4 e din o) ssina e @lily de sanal Legdhal Jia) e Deepware Scanner s
& Oparadic 0 Ginia 10 aa daliie 4nd COGEe Cyjal @y ) ALYl | dEs Al
Dt b eliball clSA gy el Cap il CadS Cilaad agh Ay eliaal) (K
okl 8 ddle 38y elihaaV¥) olSA) cul ol elsd a8 4l il (adSs 5 | daall Jaall
Jalaill 8 4 snm 4n) 53 Ll V) o) (5 aall ld adle W) (s sinall 3 Gaanl) Can 3l (e
Al 8 ol a1 eda Jad Le Wlle 5 | elilaa¥) oIS Al 50 A AN 3 seall (5 ginall aa
el LS Lgllad olad cpiaall o iy Caglae L Lae o iia 4l e L) (5 siad)
aedlls sl el o ) S A LAY Gl abiae o I Gpiseall ae @S
Gsinal doadl (paedie pe Cisiall drag e (Greadl a3l o ST sl
Cua 6 il Gliaadl ) dalall e jelilaaVl clSAI gacadio g Lad 4y cac DA
i3 3 sat el Al ) pea gy SSI (3 5k (e g el S Gaenll iy il A5 ) s
ol gkl e Db g sadl GEadll 5 oelihua¥) olSA aladiuly Sl G aany Gand
il sy 480 5050 cpdsiall diaradie du )X gl s dad) dsgie elidaal (1S3
e Y 5 sinadl 8 Graall Cay il AadlSal ddaall 3 seal) Alal a5 e Y]

—t

567

—


mailto:muhamedaboud19@gmail.com
mailto:muhamedaboud19@gmail.com

TP POV

ssiaall (Eraad Cinill Claglrall o @Al (elhaY) Sl dalidall clall)
sy

Abstract

This research aims to identify the effectiveness of Al tools for detecting
deepfake content in media content, as well as assess their accuracy and
reliability. It also explores the perspectives of journalists and Al specialists
on their practical applications. This research uses a qualitative research
approach based on content analysis of Al verification tools, specifically
Sensity Al and Deepware Scanner, by testing their performance on a dataset
of manipulated and authentic media content. Semi-structured interviews
were conducted with 15 journalists and five Al specialists to understand the
challenges of deepfake detection and the role of Al in journalistic
workflows. The findings reveal that while Al tools demonstrate high
accuracy in detecting deepfake content in politically motivated media, they
struggle with Al-generated audio content. These tools often fail to confirm
the original content as authentic, raising concerns and doubts among
journalists about their effectiveness. Interviews with journalists also indicate
that most news organizations lack training programs and institutional
support for deepfake detection, leaving journalists ill-prepared to identify
manipulated content. Al experts emphasize the need for continuous updates,
as deepfake technology evolves faster than detection methods. The study
recommends adopting a hybrid verification model that combines Al
detection and manual verification, as well as developing open-source Al
tools and specialized training programs for journalists to enhance trust in the
media and continue journalistic efforts to combat deepfake content.

Keywords: Artificial intelligence, fact-checking, deepfake, media content
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