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The Impact of Awareness Programs on Cybersecurity Risk

Management in the Sustainability of Bank Stability
(A Case Study: Al-Rafidain Bank in Iraq)D
sinai.jarallah@aliraqia.edu.iq

Introduction
Today, financial institutions face increasing cybersecurity challenges, both from individuals and unknown
parties. Banks are a vast repository of sensitive information related to the financial system. Cyberattacks have
become more complex and sophisticated, and the banking sector is one of the most targeted sectors due to the
sensitivity of the information it handles and its economic importance. Accordingly, this study seeks to explore
the impact of awareness programs on cybersecurity risk management at Rafidain Bank of Iraq and determine
the extent to which these programs contribute to the bank's sustainability by analyzing the effectiveness of
current awareness programs and evaluating their role in enhancing the bank's ability to confront cybersecurity
threats. The study also provides recommendations for improving the effectiveness of these awareness programs,
which contributes to enhancing cybersecurity and the stability of the banking sector in general. This is achieved
through the use of advanced awareness programs that help bank employees take preventative measures in the
event of cybersecurity risks or attacks.
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