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The Professional Role of Social Work in the Field of Social
Engineering
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Abstract:

The present study explores the phenomenon of social engineering as one of the emerging digital and behavioral
challenges, characterized by the use of psychological tactics to manipulate individuals and extract sensitive
information without relying on traditional technical hacking methods. This form of manipulation poses a
significant threat to individuals and institutions, particularly amid the growing reliance on digital
platforms.Within this context, the study highlights the capacity of the social work profession—through its
humanistic and skill-based foundations—to play a vital role in the prevention and mitigation of such threats. It
draws attention to the current lack of professional and educational awareness regarding social engineering
within social work departments, underscoring the need to revise academic and training curricula to enhance
practitioners’ readiness.The study further advocates for the integration of social engineering topics into
educational and training frameworks, emphasizing the importance of capacity building through workshops and
awareness programs. It also stresses the value of interdisciplinary collaboration, particularly among fields such
as psychology, cybersecurity, and media, to develop a comprehensive response to this issue.In conclusion, the
study recommends strengthening institutional partnerships, updating university curricula, and expanding
training initiatives to include digital protection skills, thereby enhancing the competence of social workers in
confronting social engineering and fostering societal resilience.
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