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Abstract:

Shared key cryptography protocols are critical in ensuring secure communication over
insecure networks. They rely on a single secret key for the encryption and decryption
of data. The Bird Gopal Herzberg Janson Kutten Molva Yung protocols (BGIKMY)
are a set of security protocols that use a combination of cryptographic techniques,
including public-key encryption and shared-key cryptography, to establish secure
communication channels. This paper presents an overview of the BGIKMY protocols
and their design principles. These protocols use multiple rounds of challenge-response
exchanges to prevent replay attacks and require mutual authentication before
communication can begin. BGIKMY protocols enable secure communication, even
when the communication channel is not entirely secure. For instance, third-party
interceptors cannot decrypt messages without the private key since public keys can be
exchanged and used to encrypt messages without a pre-existing shared secret.
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I. Introduction

Shared-key cryptography is an encryption technique that uses a single key exchanged
between the sender and receiver of a message[1]. The key is used to both encrypt and
decrypt the data, making it a symmetric encryption method. This means that the same
key that is used to encrypt the data can also be used to decrypt the data. Shared-key
cryptography has been widely used for a long time and is considered a secure
encryption method when implemented correctly[2]. However, there are some potential
security issues to be aware of with this method.

The main problem is that the key must be exchanged between the sender and the
receiver, and this exchange process must be secure. The data can be easily decrypted if
a third party intercepts the key[3]-[5]. One way to mitigate this risk is to use a shared-
key cryptography protocol. Many different protocols use this method, each with its
peculiarities[6]:

1. Advanced Encryption Standard (AES): This symmetric encryption algorithm uses a
block cipher and a fixed block size. AES is considered one of the most secure
encryption algorithms and is widely used in various applications, including wireless
networks and hard disk encryption.

2. Data Encryption Standard (DES): This older encryption algorithm uses a block
cipher and a fixed block size. Although AES has largely replaced DES, it is still used
in some applications for compatibility.

3. Triple-DES (3 DES): This is an extension of the DES algorithm that uses three keys
instead of one. Data is encrypted with the first key, decrypted with the second key, and
then encrypted with the third key. It makes the algorithm much more secure than the
standard DES and much slower.

4. RSA: This public-key encryption algorithm can encrypt and decrypt data. RSA is
widely used for secure communications over the Internet and is also commonly used to
sign digital certificates and electronic documents.

Each of these protocols has its specific uses, and the choice of which protocol depends
on the application's requirements. For example, AES is commonly used for wireless
network encryption, while RSA is used for secure communications over the
Internet[7]. When using a shared key cryptography protocol, it is essential to consider
the length of the key. The longer the key, the stronger the encryption. For example,
AES keys can be 128 bits, 192 bits, or 256 bits long, and the longer the key, the
stronger the encryption. However, longer keys also mean the encryption is slower, so a
tradeoff must be made between security and speed[8]. Another consideration when
using a shared-key cryptography protocol is the encryption mode used. Different
encryption modes provide different levels of security and speed, and the choice of
which mode to use depends on the application's specific requirements[9]. For example,
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CBC (Cypher Block Chaining) mode provides a high level of security but is slower
than ECB (Electronic Codebook) mode.

Bird Gopal Herzberg Janson Kutten Molva Yung protocols (BGJKMY) are a set of
authentication protocols designed to achieve secure communication in open
networks[10]. These protocols were developed by a team of researchers, including
Bird, Gopal, Herzberg, Janson, Kutten, Molva, and Yung, to address the weaknesses of
existing authentication protocols. The BGJKMY protocols use cryptographic
techniques to establish secure communication channels, including public-key
encryption and shared-key cryptography. BGJKMY protocols are a reliable approach
for secure communication in a distributed system, and they are utilized in numerous
applications, including secure communication over the internet. However, it is
essential to adhere to best practices and guidelines while using these protocols and
regularly update and patch systems to tackle any identified weaknesses.

The BGIJKMY protocols come in various forms, each with unique advantages and
disadvantages. The Secure Socket Layer (SSL) and Transport Layer Security (TLS)
protocols, which are widely used to allow secure communication over the internet, are
among the most commonly used protocols[11].

Although BGJKMY protocols offer a high level of security, it is crucial to remember
that if they are not implemented and used correctly, they may still be susceptible to
specific attacks, such as man-in-the-middle attacks. Thus, it is essential to adhere to
best practices and recommendations when utilizing these protocols and routinely
upgrade and patch systems to fix known vulnerabilities.

Shared-key cryptography, also known as symmetric cryptography, is an essential
protocol in modern security. Shared-key cryptography is because it allows two parties
to communicate securely, even over an insecure channel[12]. It means that a third
party intercepting the communication cannot understand the content of the message
without the shared key.

Below are some reasons why shared key cryptography is a crucial protocol:

1. Confidentiality: the main goal of shared key cryptography is to ensure that the
message's contents are hidden from unauthorized parties. It is achieved by encrypting
the message so it can only be decrypted using the shared key[13].

2. Speed: Shared key cryptography is faster than other types of encryption because it
uses a single key for encryption and decryption[14]. It is ideal for real-time
applications such as video conferencing and online gaming.

3. Simplicity: since shared key cryptography uses a single key for encryption and
decryption, it is relatively easy to implement and use. This makes it an excellent option
for applications with critical ease of use[15].
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4. Flexible: Shared-key cryptography is versatile and can be used in various scenarios,
such as securing email communications and protecting financial transactions[16]. It
makes it a flexible protocol that can be used in numerous contexts.

5. Resilience: shared key cryptography is a mature technology that has been
extensively tested and validated over several years[13]. Therefore, it is a very robust
and resilient protocol that can withstand many attacks and security threats.

Il. Bird Gopal Herzberg Janson Kutten Molva Yung protocols (BGJKMY):

In 1993, Bird et al., researchers from IBM, published a paper that presented a range of
attacks on numerous authentication protocols, including a protocol proposed by
ISO[10]. This paper was one of the first to demonstrate such attacks. As a result of
their findings, the researchers developed a set of security criteria to prevent similar
future attacks. They also proposed new protocols that satisfied these criteria[10]. The
researchers began with a basic protocol that they deemed insecure and then gradually
improved it by analyzing various attacks and design requirements. Eventually, they
arrived at a protocol that met their standards for security.

Although not commonly used, the term "Bird Gopal Herzberg Janson Kutten Molva
Yung Protocols” may refer to a group of cryptographers who have contributed to
developing various cryptographic protocols or systems[17]. Some examples of well-
known protocols or procedures that have been created or co-developed by individuals
with these last names include:

e The Herzberg-Kutten-Yung (HKY) Protocol is a secure key exchange protocol
that provides mutual authentication and perfect forward secrecy.

e The Janson protocol is a secure key agreement protocol that provides perfect
forward secrecy and is used for secure group communication.

e The Molva-Yung Protocol is a secure key establishment protocol that provides
perfect forward secrecy and is used for secure electronic transactions.

e The Bird scheme is a cryptographic system that provides data encryption and
integrity protection using a symmetric key.

Using BGJKMY protocols is a dependable method for achieving secure
communication in a distributed system, and they find applications in various fields,
including secure communication over the internet. It is crucial to follow best practices
and guidelines while using these protocols and to update and patch systems regularly
to address any vulnerabilities that may be discovered.

The protocol in figure 1 is the primary protocol of Bird et al. Here u and v are two
functions such that Kg is needed to calculate them, and they do not give away Kag.
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Figure 1: Bird et al. canonical protocol 1

At first, we assume that the functions u and v are identical. However, this assumption
fails to fulfill the matching conversation objective, which Bird et al. considered a
crucial aspect of any secure authentication protocol. Attack (figure 1) akes advantage
of this vulnerability by exploiting A as an oracle against B. To illustrate, suppose an
adversary named | aim to launch an attack on the protocol. First, I initiate a protocol
run with B while impersonating A. Concurrently, I commence a protocol run with A
while masquerading as B.

In attack (figure 1), B accepts the conversation despite it not matching, leaving the
authentication protocol vulnerable. Bird et al. realized that the functions u and v need
to be different to prevent such attacks. This ensures that an adversary cannot exploit
A's response in the parallel session to complete the first run. However, while using
different u and v functions is sufficient for security purposes, it is not necessary to
achieve the authentication objective. As long as the functions u and v include the
identities of the sender and the intended partner, the authentication objective can still
be fulfilled even if the functions are the same[10]. Although this modified protocol is
open to a similar attack, the attack would not breach the authentication objective.

I11. Limitations and solutions of BGJKMY protocols
This section discusses the limitations and potential solutions of BGIKMY protocols.
1- Complexity

The complexity of these protocols lies in the design principles used to achieve their
security goals. One of the key design principles of BGJKMY protocols is using
multiple rounds of challenge-response exchange to prevent replay attacks. Attackers
use replay techniques to trick recipients into thinking they are receiving brand-new
messages by intercepting legitimate messages and resending them. By using challenge-
response exchanges, each message is made to be distinct and impossible for an
attacker to replay.

The complexity of BGIKMY protocols can be reduced through clear documentation,
user-friendly tools, abstraction, training and support, and open-source software. By
making these protocols easier to understand and use, it is possible to increase their
adoption and make them more accessible to a broader range of users and applications.

169



2023 Wl A0 3l teldlg doslniid 419 dotentil] it gmaedd ol yidl Al /7S

No10A -Septembr 2023 Iraqi Journal of Humanitarian, Social and Scientific Research &\\ l

Print ISSN 2710-0952-Electronic ISSN 2790-1254

2- Performance

Performance is critical in designing and implementing protocols using shared key
cryptography[18]. The performance of a protocol is determined by the speed at which
it can process and transmit data and the number of resources, such as memory and
processing power required. It's important to note that the specific steps for enhancing
the performance of the BG-HIJKMY protocol will depend on the particular
implementation and use case. It may be necessary to seek the assistance of an expert in
the field.

3- Key management

Protocols using shared key cryptography rely on the same secret key for encrypting
and decrypting messages, making key management critical [19]. The key must be kept
a secret and kept out of the hands of anyone but those involved in secure
communications. In protocols that use shared-key cryptography, ensuring the efficient
and secure distribution, generation, and revocation of secret keys is a crucial
component of key management. This can be accomplished using a variety of strategies
and methods. The BGJKMY protocols combine public-key encryption and shared-key
cryptography to create secure communication channels. To ensure that both parties
authenticate one another and that secret keys are exchanged securely, these protocols'
key management is based on multiple rounds of challenge-response exchange.
Although the key management in the BGIJKMY protocols is intended to be secure, it
has some drawbacks. When using these protocols, it's crucial to adhere to best
practices and recommendations. Systems should also be routinely updated and patched
to fix any vulnerabilities that are found. In addition, additional mechanisms, such as
key revocation mechanisms or other security measures for public key exchange, might
be required to address the shortcomings of the key management in these protocols.

4- Certificate Management

Certificate management is an essential aspect of protocols using shared key
cryptography. In these protocols, parties must have a way to verify each other's
identities before they can securely communicate[20]. Certificates provide a means to
establish trust in the identity of the communicating parties. In BGIKMY can include
implementing automatic certificate renewal processes, developing certificate
revocation systems, and using certificate authorities to manage certificates.

5- Security

The security of shared key cryptography protocols requires careful consideration of
key management, key size, key exchange, authentication, replay attacks, and secure
implementation. Enhancing the confidentiality, integrity, and availability (CIA) of
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encrypted data is crucial to improving the security aspect of BGJKMY protocols.
These measures are vital to ensuring that the data remains secure, intact, and readily
accessible when needed.

6- Interoperability

Interoperability refers to the ability of different systems or components to work
together and exchange data seamlessly[21]. Interoperability in shared-key
cryptography protocols means that different systems or components can utilize
identical cryptographic algorithms and keys to safeguard their communications.[22].
To address interoperability challenges, efforts can be made to standardize BGIKMY
protocols and develop systems that can support multiple protocols. This may include
the use of open standards, the development of gateways that can translate between
different protocols, and the development of software that can support multiple
protocols.

IV. Conclusion

Shared key cryptography is an important factor in securing network communications,
and there is a need for ongoing research to improve the security of these protocols. The
importance of BGJIKMY protocols for secure communication in open networks and the
need for further research to improve their security and usability The BGIKMY
protocols provide a secure method for communication in a distributed system, but they
also have certain limitations that should be considered. These limitations include
complexity, performance issues, key and certificate management issues, vulnerability
to attack, and interoperability issues. It is important to carefully consider these
limitations when deciding whether to use BGJIKMY protocols and to plan strategies to
address potential problems. There are several strategies to overcome the limitations of
BGJKMY protocols, including simplification, performance optimization, key
management, certificate management, security, and interoperability. By overcoming
these challenges, it is possible to improve the security and reliability of these protocols
and make them more accessible and usable for a wider range of users and applications.
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