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A Geopolitical Analysis of the Role of Artificial Intelligence in Enhancing
China's Cyber Power
Abstract

Amid the profound transformations shaping the international system, artificial
intelligence (Al) has emerged as a strategic tool redefining the global geopolitical
landscape—particularly within the cyberspace domain, which has become a critical
arena for great power competition. China stands out as one of the leading nations
that recognized the immense potential of Al early on and has systematically
employed it to enhance its cyber capabilities and expand its digital influence both
regionally and globally.

This study explores the geopolitical dimensions of China’s use of Al to reinforce
its cyber power. It analyzes official strategies, the role of major tech corporations,
and practical applications of Al in areas such as cyber defense, offensive
operations, surveillance, and information control.

The findings reveal that China does not view Al merely as a technological
advancement, but as a strategic lever to reshape concepts of sovereignty and
dominance in the digital age. This approach contributes to mounting tensions with
other global powers—most notably the United States—and intensifies a new
technological and cyber race. The research also highlights the ethical and
geopolitical challenges posed by this development, warning of its long-term

implications for global security and international balance.
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