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The impact of cybersecurity on the effectiveness of the internal control
system (proposed model)
Dr. Osama Zaid Muhammad Manoukh
Imam Al-A'zam University College - Department of Finance and Banking
Abstract

The research aimed to clarify the importance of cybersecurity through its impact
on internal control and the value of the economic unit, by building a proposed
model according to global standards that would enhance cybersecurity to increase
the effectiveness of internal control work. The research reached several
conclusions, the most important of which was that the proposed model
Cybersecurity enhances the effectiveness of the internal control system by
enhancing protection and reducing electronic risks, which contributes to
enhancing the overall performance of the company or institution and its
sustainability in the complex and constantly changing technical environment, as
well as the proposed model that cybersecurity management requires a
comprehensive approach that includes effective communication, cooperation, and
improvement. Continuous, rapid reaction to changing threats, research has
recommended the need to update and develop cybersecurity policies and ensure
their strict application to protect against new and evolving threats. Invest in
advanced cybersecurity tools such as intrusion detection systems and identity and
access management solutions to enhance protection, and also periodically
evaluate and review the cybersecurity system to detect weak spots and improve
procedures accordingly.
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