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RESEARCH ARTICLE

The Effect of QBER Estimation on the Efficiency
and Security of Quantum Key Distribution

Sufyan Al-Janabi

Department of Computer Network Systems, College of Computer Science and IT, University of Anbar, Ramadi, Iraq

ABSTRACT

Quantum Key Distribution (QKD) is a prominent solution to achieve proven secure data transmission between
legitimate users despite any assumptions about the eavesdropper’s computational power (given that the laws of quantum
mechanics are correct). This remains true even under attacks by quantum computers. In recent years, there has been
a great research interest in developing enhanced security constructions based on QKD. This is mainly driven by the
envisioned threats of quantum computers to the traditional information security infrastructure based on public key
cryptography. This research lies under the wide umbrella of the so-called post-quantum cryptography. However, for any
QKD protocol, an accurate estimation of the Quantum Bit Error Rate (QBER) before the information reconciliation phase
is crucial for both the efficiency and security perspectives. In spite of the importance of the QBER estimation step, the
state-of-the-art literature still lacks a detailed investigation of the practical aspects of this issue. Therefore, this work aims
to fill this research gap. An extension of the EnQuad simulator has been used to study the effect of QBER estimation on
the efficiency and security of the BB84 QKD protocol for depolarizing quantum channels and individual Intercept/Resend
Eve attacks. Various parameters affecting the QBER estimation process have been carefully investigated. Our evaluation
has shown the significant importance of the QBER estimation step. Indeed, an empirical formula has been derived for
calculating the required size of the sifted key subset (the so-called sharing rate) needed for the QBER estimation. This
is a major contribution of the presented work.

Keywords: Key reconciliation, QBER, QKD, Quantum cryptography, Unconditional security

Introduction

It is quite prudent now to expect the appearance
of universal quantum computers in the near to mid-
future. These quantum computers can solve certain
mathematical problems much more efficiently than
their classical counterparts. This particularly applies
to the cryptographic systems based on discrete loga-
rithm and integer factorization problems. Therefore,
there is a paradigmatic change toward the so-called
quantum-safe technologies, which include the secu-
rity tools that have proven to be invulnerable to
attacks by quantum computers. Such techniques are
usually divided into two groups:1,2

• Information-theoretically (or unconditionally) se-
cure techniques that make no assumptions about

the computational power of an eavesdropper (e.g.,
the one-time pad encryption and Wegman-Carter
authentication codes)

• Post-quantum cryptography primitives that in-
clude tools based on certain computational
problems that are believed to be immune
against attacks from both classical and quantum
computers.

This work is related to the first group of techniques
mentioned above that include the use of tools
providing unconditional security such as the one-time
pad encryption scheme. However, the one-time pad
requires using a random cryptographic key as long
as the message. Indeed, the key should be used
only once and then must be carefully destroyed.
Furthermore, the one-time pad as a symmetric
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system requires sharing initial secret key information
in advance between the correspondents. Therefore,
key management and distribution is significantly
difficult for this kind of system.3

Fortunately, it is possible to overcome this diffi-
culty using Quantum Key Distribution (QKD). QKD
is an elegant technique for generating secret random
keys between legitimate users (Alice and Bob) us-
ing individual quantum systems (e.g., photons). It is
important to notice that there is no mechanism in
the classical world to prevent an eavesdropper (Eve)
from copying the cryptographic keys during their
transmission. In contrast, the QKD technology uses
quantum objects as information carriers. Because of
the quantum no-cloning theorem, Eve cannot keep
a copy of the sent quantum signals. In other words,
QKD can offer information-theoretic (unconditional)
security based on the laws of physics.1

The significant attention to QKD is mainly related
to the fact that the security of public-key cryptosys-
tems is justified based on the complexity of certain
mathematical problems. Meanwhile, some of these
problems can be solved in polynomial time using
Shor’s algorithm on a quantum computer. In fact,
there is no mathematical proof of the unavailabil-
ity of efficient classical (non-quantum) algorithms
for breaking public-key systems.4 In the recent two
decades or so, there has been a noticeable advance-
ment in the design of QKD devices for practical
deployment of one-time pad encryption. Moreover,
QKD devices have been combined with other (clas-
sical) cryptographic primitives to produce hybrid
classical-quantum encryption systems. Furthermore,
some commercial QKD products are now widely
available on the global market.2–5

For the time being, on the basis of the current
market demand, there is a consensus among market
analysts and researchers that QKD will be impor-
tant for many communication technologies including
the Internet security infrastructure. Such a relation-
ship between classical and quantum cryptography is
predicted to affect several sectors shortly.6,7 It is im-
portant to emphasize that QKD is used to distribute
the encryption keys for symmetric ciphers, yet QKD
is not used to transmit any message data between
legitimate users. A vast of QKD protocols have been
suggested. However, the first invented protocol called
the BB84 (after Bennet and Brassard) protocol, which
is based on single quantum particles (e.g., polarized
photons), is the most widely applied solution for QKD
in practice. Many other protocols (e.g., the BBM92
and SARG04) can be considered as modified versions
of this protocol.8

In the BB84 QKD protocol, Alice and Bob need to
test the Quantum Bit Error Rate (QBER) to decide

whether Eve is trying to gain information about the
secret key. The QBER value can be influenced by
two-factor types. The first is Eve’s eavesdropping
strategies. The second is the combined effect of the
imperfections of the (quantum) transmission channel
and physical devices used for sending and receiving
the quantum states.9 It is obvious that the accuracy
of estimating the QBER can strongly affect both the
efficiency and security of the whole QKD protocol.
On the one hand, if the QBER is underestimated,
Eve’s actions might result in a significant increase
in the required communication rounds for key rec-
onciliation (as will be explained later). On the other
hand, if QBER is overestimated, the efficiency of the
protocol will be much less than the theoretical rate.5

It is well-known that a typical experimental QKD
implementation requires special and costly hardware.
Such hardware is unavailable in most university lab
environments. Hence, this highly motivates the de-
velopment of simulation packages for studying QKD.
In this way, the researchers can obtain first insights
into different aspects of the protocol before proceed-
ing into experimental implementations. Over recent
years, several QKD simulator frameworks have been
introduced. These simulators have mainly focused on
the BB84 protocol as being the first and the most
explored QKD protocol.10

The aim of this work is to investigate the accuracy
of QBER estimation and its effect on the efficiency
and security of QKD. The BB84 protocol is consid-
ered in this study and an extension of the EnQuad
Simulator11 is used to achieve the required evalua-
tion. Based on the analysis of the obtained results, an
empirical formula has been derived for the best size
of the permuted part of the sifted key used for QBER
estimation.

Literature survey

Recently, there has been an increasing research
and industrial interest in QKD. Plenty of papers stud-
ied the various aspects of QKD including modeling,
simulation, protocol design, key reconciliation, au-
thentication, experimental evaluation, etc. Many of
these studies mentioned the importance of the QBER
estimation issue. However, to the best of our knowl-
edge, there is almost no detailed study of the effect of
QBER estimation accuracy on the QKD protocol nor
the best approach to increase this accuracy.

Some literature focused on mathematical model-
ing for studying QKD parameters. In reference,9 the
authors developed a simple quantum channel model
with polarization switching to investigate the ef-
fects on the QBER in BB84 implementation. Other



2414 BAGHDAD SCIENCE JOURNAL 2025;22(7):2412–2428

researchers modeled a high-bit rate QKD system and
used numerical investigation to show the impact
of chromatic on QBER and the obtained secret key
rate.12 Inspired by the similarity between QKD and
mobile ad-hoc networks (MANETs), the work in ref-
erence13 proposed a model for the Quality of Service
(QoS) provisioning in trusted relay QKD networks.
Moreover, some researchers considered modelling
QKD over satellite networks. This is quite interest-
ing but still a challenging issue. In this respect, a
double-layer quantum satellite network (QSN) has
been proposed to relay cryptographic keys for ground
stations.14

The first successful quantum hacking on commer-
cial QKD systems was reported in 2010. Such attacks
are possible mainly due to device imperfections.
Therefore, based on analyzing quantum hacking, new
QKD devices were developed resulting in the so-
called Measurement-Device-Independent (MDI) QKD.
Indeed, this gives ignition to security-proof studies
that warned about the existence of some problems
in QKD theories. Hence, standardized security crite-
ria were proposed. One of the most widely adopted
criteria now is the trace distance between an ideal
quantum state and a quantum state in actual sit-
uations (i.e., when the quantum system of Eve is
correlated to the shared quantum system between
Alice and Bob).15

The development and implementation of QKD net-
works is another interesting research direction in this
area. Besides stand-alone systems, QKD can also be
integrated within the physical layer of optical free-
space communication networks. This can facilitate
the current key-management infrastructures. Various
studies considered the integration of QKD capabilities
within the Internet (or intranet) security architecture
based on extending well-known security protocols
like SSL/TLS and IPSec.7 Here, one can notice that
there is still a subtle distinction between open “clas-
sical” networks (e.g., the Internet) and “closed” QKD
networks, mainly because of the physical limitations
of QKD settings. Thus, for the time being, these ex-
tended security protocols can be more applicable in
private intranets rather than the public Internet.16

Nevertheless, researchers are investigating the use
of QKD for enhancing various networking paradigms
and technologies including wireless sensor networks
(WSNs),17 cloud computing,18 software-defined net-
working (SDN),19 and the smart grid.20

The QBER estimation has a direct effect on the
reconciliation stage, which is one of the classical
post-processing phases of QKD. Here, the iterative
Cascade protocol is the most widely implemented
reconciliation protocol because of its simplicity and
efficiency.3,21 Other recently developed reconcilia-

tion protocols are based on using Low-Density Parity
Check (LDPC) codes that can achieve improvement of
the achievable secret key rate.4,21 For reconciliation
based on LDPC codes, syndrome-based algorithms
for QBER estimation can be developed.5 Also, it
is possible to use the knowledge of the QBER on
the basis of the maximum-likelihood estimating
algorithm respecting the obtained syndrome infor-
mation.22 In addition, it was shown that information
reconciliation based on polar codes can increase
the reconciliation efficiency.23,24 Furthermore, some
researchers used eavesdropping detection based on a
QBER threshold in order to analyze the upper bounds
of the false-positive and false-negative eavesdropping
detection ratios in the BB84 protocol.25

Due to the obvious advantages that simulation
can offer for QKD experimentation and validation,
researchers developed several QKD simulation pack-
ages; however, the majority of them are not publicly
available. Some of them followed the object-oriented
approach using C++ programming language to
maintain the modularity of the software.16,26 The
EnQuad is a publicly available simulator that was
developed using MatLab to facilitate the process of
designing QKD setups.11 Another modular QKD sim-
ulator was presented using open-source LabView and
Python codes with the possibility of modifying optical
schemes.1 Moreover, the NuQKD simulation frame-
work is a Python script package that was built to
simulate the BB84 protocol between two computer
terminals.10

At last but not at least, several research groups
worked on experimental QBER testing and validation.
In reference,27 the QBER was investigated as a func-
tion of the optical quantum channel length based on
three-stage multi-photon protocols. Indeed, the work
in reference28 studied the effect of the time-jitter
on the QBER for the case of coupling a commer-
cial single-photon avalanche diode with multimode
fibers. They concluded that using graded-index multi-
mode fiber can be beneficial for a free-space high-rate
QKD receiver. Finally, a real-time implementation
using FPGA was presented for an underwater BB84
QKD system. They successfully achieved a secret key
distribution rate of 100 bps over a 7-meter link dis-
tance in their experiments.29 This rate is quite lower
than the achievable rates in fiber-optic or free-space
networks; however, it still promising for underwater
communications.

Materials and methods

The security of QKD is based on two quantum
principles, which are the Heisenberg uncertainty
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principle and the no-cloning theorem. The first princi-
ple declares the impossibility of precisely measuring
two uncorrelated physical quantities. For example,
when the position of a particle is measured in some
dimension, its momentum can only be measured with
a limited precision along that dimension. The second
one states the impossibility of creating a device that
can clone the state of a quantum bit (qubit) without
changing its original state. Thus, quantum systems
can be protected from passive eavesdropping.26

Since the introduction of the BB84 protocol in 1984
and its first experimental implementation in 1989, a
myriad of variant QKD protocols around BB84 were
proposed such as SARG04 and Decoy-state proto-
col.11,16 For implementing the BB84 protocol, the
required resources are the preparation, transmission,
and measurement of single-qubit states. However, the
BB84 protocol has an equivalent entanglement-based
implementation. For security proof formalization, the
entanglement-based version of the BB84 protocol
played a key role. Nevertheless, it is possible to show
that there is an equivalent implementation based on
single-qubit states.30 Thus, the polarization states of
photons are usually utilized in most of the QKD pro-
tocols today.

The following points can be provided by quantum
physics:27

• In general, it is impossible to obtain any precise
information about the single photon’s unknown
polarization state.

• When the polarization of the photon is measured,
its polarization value is irreversibly altered.

• Based on the no-cloning theorem, it is impossible
to copy an unknown quantum state of a single
photon.

In order to obtain a single photon per laser pulse,
attenuation of the laser beam is usually used. There-
fore, in practice, there is a probability that an emitted
laser pulse can contain no photons, a single photon,
or more than one photon. Thus, there is a possibility
of using photon number splitting attacks (PNS) on the
BB84 protocol when more than one photon is emitted
per bit in a practical setting. For such practical consid-
erations, hacking was reported on some commercial
BB84-based products despite that patches were soon
implemented by the manufacturers.27

Ideally, QKD has the ability to generate
information-theoretical secure keys between distant
legitimate parties (Alice and Bob). Assume that the
sifted keys (the keys after the quantum transmission
phase, as will be explained in the next subsection)
of Alice and Bob are KA

s and KB
s, respectively with

length of n. Hence, KA
s 6= KB

s with the QBER (ε) that is
introduced due to the imperfections of QKD systems

and potential Eve attacks. The aim of information
reconciliation post-processing phase is to reconcile
KA

s and KB
s to be an equally weak secure key (Kr).

Finally, privacy amplification is used to produce the
final (shorter) secret key (K).23

The BB84 protocol

In general, it is possible to describe the BB84 pro-
tocol by the following main steps:16,30

1. Quantum transmission: Alice uses the quantum
channel to send a random string of bits (single
photons). She randomly (with equal probability)
chooses one of the orthogonal alphabets for each
photon. To perform the photon measurement,
Bob (randomly and independently) uses one of
the orthogonal polarizations for each photon
sent by Alice. The sequence of used bases and
his measurement results are recorded by him.

2. Sifting (Raw key extraction): Bob uses the public
channel to announce his measurement operators
used for each of the received photons. Then,
Alice publicly tells Bob to keep the bits for which
of the measurement operators were correct. This
step results in the sifted keys KA

s and KB
s.

3. Parameter estimation: Alice and Bob sacrifice m
bits in order to estimate their average correla-
tion (estimating the QBER) and decide whether
to abort or proceed with the protocol (They may
select a random sample of raw key and publicly
compare these sample bits). The remaining bits
will constitute the updated version of the sifted
keys (KA

s and KB
s) when the protocol is not

aborted.
4. Advantage distillation (optional): More classical

post-process can be used here to increase the
correlation between KA

s and KB
s and get an ad-

vantage over Eve.
5. Information reconciliation: Using the public chan-

nel, Alice and Bob implement an information
reconciliation protocol to produce an error-free
common key, which is called the reconciled key
(Kr).

6. Privacy amplification: Finally, Alice and Bob ap-
ply a privacy amplification protocol to extract
the common final secret key (K) from a partially
secret one (Kr).

A schematic of a typical experimental BB84 QKD
setup is shown in Fig. 1, where Alice and Bob have
access to a quantum channel and an authentic classi-
cal public channel (for classical post-processing). A
Single Photon Source (SPS) is assumed to be used
by Alice to generate the quantum pulses, while Bob
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Fig. 1. Schematic of a typical experimental BB84 setup.

Fig. 2. Eavesdropping effect in the BB84 protocol.8

uses a Polarizing Beam Splitter (PBS) and two Single
Photon Detectors (SPDs) for detection. Both of them
use polarization modulators to encode and decode the
photon polarization states.

When Alice starts establishing a new key with Bob,
they both define two alphabets, e.g., rectilinear and
diagonal. They also may define photons with hori-
zontal polarization (0o) to mean bit 0 and photons
with vertical polarization (90o) to mean bit 1 in the
rectilinear polarization alphabet. Similarly, they can
consider photons with polarization – 45o to mean
bit 0 and photons with polarization 45o to mean bit
1 in the diagonal polarization alphabet. In Fig. 2,
two crossed double-headed (black) arrows represent
a rectilinear basis, while two crossed double-headed
diagonal (green) arrows represent a diagonal basis
(green). Indeed, the double-headed (brown) arrows
mean the polarization states of single photons. For
example, when a photon with diagonal polariza-
tion 45o is observed using the rectilinear basis, the
measurement produces either horizontal or vertical
polarization with probability 1/2. This means that
the measurement in the rectilinear basis causes losing
information about diagonally polarized sent photons.

A similar argument applies to the case of using the di-
agonal basis for observing horizontally and vertically
polarized photons.

The protocol starts when Alice sends Bob a string
of bits that is encoded using photon polarization
(qubits). She uses randomly chosen bases to send the
bits through the quantum channel. Bob randomly and
independently chooses the basis to measure the re-
ceived string. Then, he informs Alice about the bases
he used via the public channel, keeping the results of
the measurement secret. Next, Alice uses the public
channel to inform Bob to only keep those bits for
which he has chosen the same basis of her. Ideally,
such an algorithm results in that the obtained key
consists of approximately 50% of the bits sent by
Alice.8

However, when Eve eavesdrops on the quan-
tum channel, she can try to randomly measure the
photons’ polarization using either a rectilinear or
diagonal basis (In fact, more general measurement
attacks are possible, but Alice and Bob can always
deal with them). If the chosen basis by Eve is incor-
rect, the polarization will irreversibly be changed, as
depicted in Fig. 2. Hence, Alice and Bob can uncover
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eavesdropping by comparing a part of the key using
the public channel. This means that passive eaves-
dropping is not possible because Eve will irreversibly
change the quantum states of the sent photons. More-
over, Eve cannot clone an unknown quantum state of
the photon. This is why the BB84 QKD protocol can
offer a significantly high level of security.3

Eavesdropping causes errors in the quantum chan-
nel. However, errors during quantum transmission
can occur due to other reasons such as optical mis-
alignment, channel disturbance, or noise in SPDs. The
number of errors of the raw quantum transmission
in QKD systems (i.e., QBER) can be calculated as the
ratio of the number of mismatched bits to the total
number of bits in sifted keys as Eq. (1). Hence,

ε =
Number o f mismatched bits

Total number o f bits o f the si fyed key
× 100%

(1)

Based on the estimated QBER, Alice and Bob will
decide if there is an eavesdropper or not. This can be
done by comparing a small portion of the sifted key
using the public channel and computing the QBER
(They must discard the compared part). When the
QBER exceeds a certain predetermined threshold, it
may indicate that eavesdropping happened on a large
part of the quantum transmission. Thus, the QKD
protocol is to be aborted and initialized again. How-
ever, if the QBER value is acceptable, Alice and Bob
can continue to apply key distillation protocols. Such
protocols typically involve information reconciliation
and privacy amplification protocols.8 Information
reconciliation aims to correct the erroneous key bits
due to eavesdropping or channel noise. In privacy am-
plification, more key bits are sacrificed to maximize
the security against Eve’s information gained from the
bits revealed during information reconciliation. Thus,
the final secret key (K) of Alice and Bob is obtained.11

The common procedure for estimating the QBER in
the BB84 protocol involves using the public channel
to compare a random permuted subset of the sifted
keys between Alice and Bob. It has been shown in
the literature that the most common QBER threshold
for deciding the continuum of the QKD protocol is
about 15%. At this QBER value, Eve could have inter-
cepted more than half of the qubits transmitted. Some
researchers proposed a modification of the QBER es-
timation process by using two samples of qubits, one
from each polarization basis, and then obtaining an
estimate for each. Thus, QBER estimation is an im-
portant part of QKD protocols.31 Finally, one has to
note that the authenticity of the public channel is cru-
cial for the BB84 protocol. Hence, authentication is

necessary for sifting, error estimation, reconciliation,
and privacy amplification. However, encryption for
information reconciliation is optional depending on
the later privacy amplification procedure.32

The EnQuad simulator

EnQuad is a publicly available QKD simulator for
QKD protocols, where its v1.0 code is available on
GitHub. EnQuad simulates the BB84-based QKD stack
with single-photon quantum signals. Indeed, it does
security testing and gives guidance to the researcher
on the required efficiency of information reconcilia-
tion to be used. Moreover, EnQuad can recommend
some changes to the assumed QKD setting in order
to satisfy certain security levels or target key rates
when any of these are not fulfilled. EnQuad v1.0 con-
siders depolarizing quantum channels and individual
qubits’ Intercept-and-Resend attacks. The simulator
is also featured with nine modular functions and 24
main parameters. Thus, it is possible to expand its
functionality into other variants of QKD protocols.
In addition, EnQuad outcomes were validated against
comparable simulators and the theory. Furthermore,
a set of 11 experiments showed that EnQuad runs
6.12× to 12.2× faster than a comparable simulator.
EnQuad v1.0 was built using MATLAB with clear
interfaces and relatively fast simulation speed. The
EnQuad v1.0 parameters and their allowable values
are shown in Table 1.11

Error rate estimation in QKD

The aim of a QKD protocol between Alice and Bob is
to share an unconditionally secure secret key despite
the power of the eavesdropper Eve. In the quantum
transmission phase of the protocol, Alice sends Bob
quantum signals (e.g., single photons) that carry clas-
sical information. Alice can encode a classical bit
onto the photon’s polarization and send it to Bob for
measurement. Repeating this step r times, Alice and
Bob will share two r-bit strings, A and B. However,
Eve can also have access to a random variable E that
is possibly in correlation to A and B.

In realistic QKD implementation, A and B would
suffer discrepancies due to various reasons such as
channel losses, noise of Bob’s detectors, and con-
servatively attributed to Eve’s actions. Hence, QKD
protocols include classical post-processing phases to
extract the final secret key (K) from the correlated
strings A and B. This is achieved using a public
authenticated channel. If the protocol succeeds, K
will be uncorrelated with E. The theoretical secret



2418 BAGHDAD SCIENCE JOURNAL 2025;22(7):2412–2428

Table 1. Parameters’ values of EnQuad v1.0.11

Parameter name Allowable values

Number of photons Real positive integer
Key bits 1D array of zeros/ones
Alice basis selection 1D array of zeros/ones
Alice polarized photons states 1D array of 1/2/3/4
Eve’s attack level Real positive number from 0 to 1
Photons states after Eve’s attack 1D array of 1/2/3/4
Channel depolarization probability Real positive number between 0 and 0.25
Photons states after channel 1D array of 1/2/3/4
Bob basis selection 1D array of zeros/ones
Photon states after beam splitter 1D array of 1/2/3/4
Alice photos states after polarizing beam splitter 1D array of 1/2/3/4
Measured bits 1D array of zeros/ones
Alice sifted key 1D array of zeros/ones
Bob sifted key 1D array of zeros/ones
QBER Real positive number from 0 to 1
Simulation time Real positive number
Theoretical key rate Real positive number from 0 to 1
Target key rate Real positive number from 0 to 1
Mutual information between Alice and Bob Real positive number from 0 to 1
Mutual information between Alice and Eve Real positive number from 0 to 1
Security Decision Text
Lower bound of reconciliation efficiency for a target key rate Real positive number from 0 to 1
Recommendation on depolarizing channel parameter change to achieve security
(if not already satisfied)

Text

Recommendation on depolarizing channel parameter change to achieve target key rate
(if not already achievable)

Text

capacity Kth is given by Eq. (2):21

Kth = H (A|E) − H (A|B) (2)

The definition of H(A|E) is changed depending on
the attack type, whereas H(A|B) is the conditional en-
tropy of A given B. This capacity is theoretical and can
only be achieved in the case of a perfect information
reconciliation scheme. Note that H(A|B) represents
the minimum amount of (classical) information that
Alice is required to send to Bob so that he corrects his
string B. However, in any realistic implementation,
the actual secret key rate (Kreal) can be given by
Eq. (3):21

Kreal = H (A|E) − fH (A|B) (3)

where f is an efficiency parameter with a value
greater than 1 related to the actual reconciliation
procedure.

Quantum technologies are still suffering from im-
perfections. Thus, QKD real implementations are
subjected to noise even in the absence of Eve. There-
fore, it is interesting to design protocols that are able
to tolerate the noise levels of current technology and
simultaneously result in the highest possible secret
key rates.30 In order to estimate the quantum chan-
nel’s error rate (QBER), Alice and Bob reveal to each
other a sample of the sifted keys (KA

s and KB
s). QBER

is a significantly important feature of QKD because

it can be used to measure the joint probability dis-
tribution among Alice, Bob, and Eve. This cannot be
decided within the scenarios of classical key agree-
ment.22 As mentioned previously, QBER is calculated
when obtaining the sifted keys according to Eq. (1).

It is prudent to mention that several coding-based
reconciliation schemes have been proposed. To op-
timize the coding rate of these schemes, one has
to use sample keys for estimating the QBER. More-
over, some researchers proposed using an interactive
LDPC-based reconciliation method that can work
without needing a priori QBER estimation. However,
this method requires heavy interactive communica-
tions.22 As LDPC-based reconciliation methods need
QBER estimation, inaccurate QBER estimation can
either decrease the scheme efficiency or result in a
higher number of communication rounds. It is possi-
ble to use a QBER estimate from the previous QKD
stages or to employ a typical QBER default value,
but anyway, this decreases the key generation rate
because legitimate parties have to disclose some bits
of the sifted keys used for QBER estimation. In some
LDPC-based schemes, an on-the-fly QBER estimation
technique that uses syndromes of the parties can
be applied to estimate the QBER. However, to in-
crease the accuracy of such estimation, an a priori
QBER distribution is employed and/or this approach
is combined with the QBER estimation using previous
rounds.4,5
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In a typical BB84 protocol, the sifted key size is sta-
tistically about 50% of the raw key length. During the
parameter estimation phase, additional bits will be
shared to identify mismatches between KA

s and KB
s.

When the number of shared bits is increased, a more
accurate QBER estimation is obtained. However, this
results in keys shorter in size. This ultimately reduces
the QKD key generation rate. After the information
reconciliation and privacy amplification stages, the
total reduction of the key can be expressed by the
secret-key rate (SKR), which is an important proto-
col parameter that describes the performance of the
whole QKD scheme. SKR is usually defined as:10

SKR =
length o f K

lenght o f KA
s (or KB

s )
× Rs (4)

where Rs is the resultant key rate after the sifting
phase. Practically, the final secret key (K) is always
less than the sifted keys (KA

s and KB
s) because some

bits must be shared (and sacrificed) between Alice
and Bob. When the noise in the quantum channel
and/or the attack level are higher, more bits need to
be shared to obtain an error-free final key. This def-
initely reduces SKR. The theoretical secret-key rate
can be defined as:11

Kth = h
(

1
2
− qe

)
− h (ε) (5)

where qe represents the level of attack, ε is the QBER,
and the terms on the right-hand side in the equation
are expressed using Shannon binary entropy.

The quantum channel noise (e.g., depolarization),
devices’ imperfections and/or Eve’s actions introduce
inhomogeneity between Alice and Bob’s sifted keys.
Thus, classical post-processing is used to match the
final two keys. In the parameter estimation phase,
Alice and Bob use the public channel to share and
compare part of the sifted bits. This part of the
sifted key will be sacrificed and cannot be used for
encryption/authentication afterward. The result of
comparing the values of the shared bits is an esti-
mated value of the QBER that can be denoted as εest,
which is described by Eq. (6):

εest =
Number o f erroneous bits in the shared part
Total number o f bits o f the shared key part

× 100% (6)

Comparing Eqs. (1) and (6), it would be desirable
to have the value of εest be as close as possible to ε. In
other words, it is quite desirable to have a QBER esti-
mation procedure that results in an estimated value of
QBER that is almost equal to the actual value of the
QBER. Hence, an important question is raised here

about the minimum fraction of shared bits required to
obtain an accurate QBER estimation on the remaining
bits of the key. On the one hand, as the length of the
shared part of the sifted key increases, the estimation
precision improves. On the other hand, this would
decrease the key distribution rate because it reduces
the number of remaining bits. Thus, modeling this
behavior is important to determine the optimal ratio
of shared bits’ fraction versus the length of the sifted
key. In this respect, it is possible to define the sharing
rate (Fsh) as the number of bits shared between Alice
and Bob for the QBER estimation as a fraction of the
size of the sifted key.10 Thus,

Fsh = m/n (7)

A necessary step in all QKD protocols is to check
whether Eve has performed any eavesdropping ac-
tions. Since errors in the raw quantum transmission
can occur not only due to eavesdropping but also
because of various system and channel imperfections,
it is crucial to know in advance the threshold QBER
(εmax) for the quantum channel under various oper-
ating conditions without the existence of Eve. The
value of εmax depends on various QKD system im-
perfections related to polarization state preparation
at the source, polarization reference misalignment,
quantum channel disturbance, imperfect PBSs, single-
photon detectors’ dark counts and noise, and stray
background light.33 These issues apply to both fiber-
optic and free-space QKD settings. However, the
calculation of εmax can be a little bit trickier in the
latter case due to the possible changes in such an envi-
ronment. After completing the parameter estimation
phase, the estimated QBER value (εest) is compared
with the already known εmax (QBER threshold value).
When the estimated value of QBER is higher than the
threshold (εest > εmax), this will be evidence of Eve’s
presence. Then, depending on the estimated level of
eavesdropping, a decision can be made whether to
continue the classical post-processing procedure (rec-
onciliation and privacy amplification) or to abort the
protocol and restart the process from the beginning.

Considering the well-known reconciliation protocol
‘Cascade’ for a sifted key KA

s (or KB
s) length of n

bits, the number of bits (m) used for estimating the
QBER will depend on the sample block length used
for QBER estimation, which is defined by a parameter
called “level of security” S(m). According to refer-
ence,8 it is possible to define two levels of security
which are basic and advanced. Selecting the suitable
level of security, Alice and Bob can use Eq. (8) to
calculate m:34

S (m) =
−
∑n

m=1
m
n logm

n
n

(8)
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Algorithm 1: The algorithm of the ‘QBER_Estimation’ modular function.

Input: The sifted keys of Alice and Bob (KA
s and KB

s), and the sharing rate (Fsh)
Output: The estimated QBER (εest)
Start
Step 1: Alice calculates a random permutation of KA

s
Step 2: Bob calculates a random permutation of KB

s
Step 3: Calculate the size (m) of the key subset to be compared round to the least integer; m = bFsh × nc
Step 4: Use the public channel to compare randomly chosen m bits of the sifted keys
Step 5: Apply Eq. (6) to calculate εest
End

As Alice and Bob must sacrifice the m bits used
for QBER estimation, the sifted key will be shortened
further. Empirical studies showed that the optimal
value of the initial block length is 0.73/ε.34

Based on the analysis above, one can deduce the
importance of QBER estimation for any QKD protocol.
In particular, choosing a suitable sharing rate value
for Fsh can significantly affect the efficiency and se-
curity of the whole protocol. This effect is multifold.
At first, if m is large (Fsh is large) it will give good
QBER estimation (εest ≈ ε), but this will considerably
reduce the (actual) length of the sifted key as these m
bits need to be sacrificed. Hence, the key rate gener-
ation of the QKD protocol would be decreased. This
is a major efficiency concern. Secondly, if the chosen
value of Fsh is small, this might result in an inaccurate
QBER estimation. Therefore, Eve could avoid uncov-
ering when Alice and Bob reach the wrong estimation
that εest ≤ εmax, while the actual case is that ε >
εmax. Hence, they will continue the protocol without
noticing the presence of Eve. This is a crucial security
concern and could be the worst scenario for a QKD
protocol. Finally, some important parameters of in-
formation reconciliation are calculated based on the
estimated QBER (εest). Thus, inaccurate QBER estima-
tion would also degrade the efficiency and security of
the subsequent classical post-processing steps in QKD.

Results and discussion

The EnQuad simulator has been used for study-
ing the accuracy of QBER estimation by changing
the value of the number of shared bits (m) re-
quired for QBER estimation (and hence the sharing
rate Fsh) with respect to the number of shared
photons (r) and the sifted key size (n). EnQuad
assumes sending single-photon signals on a depolar-
izing quantum channel, where Eve can do individual
intercept/resend attacks. Thus, the simulation study
has considered various possible values for eavesdrop-
ping level (e) and channel depolarization factor (p).
Theoretically, it can be shown that when Eve inter-
acts with the whole quantum transmission, it will

unavoidably cause about 25% errors. Thus, the eaves-
dropping level in the simulation can take values in
the range [0, 1] (0 ≤ e ≤ 1). Indeed, for all prac-
tical settings, the value of the depolarization factor
was shown to be less than 0.25 (p < 0.25). In this
latter case, QBER cannot exceed 0.5 when there is no
eavesdropping.11

EnQuad v1.0 calculates the actual QBER value (ε)
in the ‘Sifting’ modular function, as described previ-
ously in Eq. (1). However, in a realistic QKD scenario,
Alice and Bob cannot calculate ε. Instead, they have
to estimate its value and calculate εest as described
by Eq. (6). This is done in the parameter estimation
phase using the public channel. For this reason, En-
Quad v1.0 has been extended by adding the modular
function ‘QBER_Estimation’ that calculates εest. This
function estimates the QBER based on comparing a
permuted subset of the sifted keys of Alice and Bob.
The ‘QBER_Estimation’ function starts by randomly
permuting the sifted keys to prevent Eve from taking
advantage of choosing any eavesdropping strategy
that involves acting on certain parts of the quantum
transmission. Then, the function takes the (negoti-
ated) sharing rate (Fsh) as an input to decide the size
of the sifted key fraction to be compared by Alice and
Bob. This is described in Algorithm 1.

The ‘QBER_Estimation’ function has been included
in the calculation of the total simulation time us-
ing ‘tic-toc’ built-in MATLAB function, which is the
same function used by EnQuad. However, the time
overhead required for the communication on the pub-
lic channel has not been included as it is mainly
dependent on the actual realization. Furthermore,
the simulation has used the same properties of the
quantum channel implemented by EnQuad which is
a polarized channel without other channel losses and
with no dark detector counts. Since the only attack
strategy assumed for Eve is the intercept/resend at-
tack, this means all the qubits sent by Alice will
reach Bob regardless of the possible change in their
polarization states. In such a simulation environment,
the length (n) of the sifted key (KA

s or KB
s) will sta-

tistically be 50% of the number of the sent photons
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Fig. 3. The effect of eavesdropping level (e) and channel depolarization factor (p) on the normalized QBER value (actual and estimated) for
a constant sharing rate (Fsh = 0.1) and different numbers of sent photons.

Fig. 4. The effect of eavesdropping level (e) on the normalized QBER value (actual and estimated) for a constant sharing rate (Fsh = 0.1)
and a number of sent photons (r = 10000).

(r). Nevertheless, the value of the QBER will change
depending on the values of e and p, hence affecting
the length of the final key.

During experimentation, all simulation experi-
ments have been repeated several times and the
average values have been recorded. The shown values
of actual QBER and estimated QBER are normalized
in the range (0, 1) and the number of sent photons
(r) has mostly been used rather than the length of
sifted key (n) because r is typically a main input pa-
rameter for QKD simulators and hence our results are
kept consistent with the previous literature. However,
statistically n ≈ r/2 as mentioned earlier.

Fig. 3 shows the effect of changing the eavesdrop-
ping level (e) and the channel depolarization factor
(p) on the actual and estimated (normalized) QBER
value for a constant sharing rate of Fsh = 0.1 and
different numbers of sent photons r = (0, 100000].
One can note that when the values of p and e in-
creased from 0.1 and 0.2 in (a) to 0.2 and 0.7 in
(b) respectively, the normalized QBER values also
increased from levels around 0.11 in (a) to levels
around 0.26 in (b) regardless of the value of r.

The effect of changing the value of e on the
actual and estimated (normalized) QBER value for

a constant sharing rate Fsh = 0.1 and a number of
sent photons r = 10000 is shown in Fig. 4. The case
when p = 0.1 is shown in (a), while the case of p =
0.2 is illustrated in (b). For both cases, as the value
of e is increased from 0 to 1, the normalized QBER
values also increase as expected in the theoretical
analysis of the BB84 protocol. Next, Fig. 5 illustrates
the effect of changing the value of p on the actual
and estimated (normalized) QBER value for a sharing
rate Fsh = 0.1, a number of sent photons r = 10000,
and two eavesdropping levels e = 0.2 in (a) and e =
0.7 in (b). In both cases, the increase in the p value
has resulted in a similar effect to that of increasing
the eavesdropping level on the QBER.

In this work, the most important parameter that
needs to be investigated is the sharing rate. Thus,
the effect of all its possible values in the range Fsh
= (0, 1) has been considered on the actual and esti-
mated (normalized) QBER values when e = 0.2 and
p = 0.1 in Fig. 6. These two values for the eaves-
dropping level and channel depolarization have been
chosen as typical because the effect of changing e
and p on the QBER is behaving like the theoretical
expectations, as shown in Figs. 3 to 5. The cases of
different values of the number of sent photons
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Fig. 5. The effect of channel depolarization factor (p) on the normalized QBER value (actual and estimated) for a constant sharing rate (Fsh
= 0.1) and a number of sent photons (r = 10000).

r = 500, 1000, 2500, 5000, 10000, and 100000 are
depicted in Fig. 6(a)–(f), respectively. It is obvious
that as Fsh value increases from 0 (no subset is cho-
sen for comparison, which is meaningless) to 1 (the
whole sifted key is used for comparison, which is not
practical), the values of the estimated QBER (εest)
are becoming closer and closer to the actual values
(ε). This simply happens because as the ratio of the
compared subset size increases, the accuracy of esti-
mation indeed increases. However, this can cause a
degradation in the resultant secret key rate.

In Fig. 6(a)–(f), one can notice that the values of
εest are close to ε almost in all cases when Fsh > 0.1.
However, there are noticeable deviations in the range
when Fsh < 0.1. Therefore, more investigation has
been done in Fig. 7 for the effect of changing the shar-
ing rate in the range Fsh = (0, 0.1) on the normalized
QBER values (εest and ε) for the same conditions of
Fig. 6. In Figs. 6 and 7, a greater emphasis has been
put on the cases where the number of sent photons is
low because the statistical discrepancy can be more
obvious in samples of low size. For the cases r =
500, 1000, 2500, 5000, 10000, and 100000 shown
in Fig. 7(a)–(f) respectively, it is possible to note that
there are still some values when Fsh < 0.1 that give
acceptable QBER estimation levels. However, some
numerical analysis is required to better understand
this issue and thus deduce the suitable range of Fsh
that can produce practically good estimation levels.

In this respect, the statistical measures of variance
and standard deviation can be helpful. The standard
deviation can be defined as a measure of the variation
amount of a random variable about its mean (µ).
The standard deviation (σ ) is the square root of its
variance and can be expressed as follows:

σ =

√√√√ 1
N

N∑
i=1

(xi − µ)2 (9)

where µ = 1
N
∑N

i=1 xi is the mean of the N data sam-
ples (xi).

Hence, the mean, variance, and standard deviation
of the (normalized) estimated QBER values have been
calculated for p = 0.1, e = 0.2, N = 100, and sharing
rate values in the range Fsh = (0, 0.1) as shown in
Table 2. Different values of the number of the sent
photons have been considered from r = 1000 to r
= 200000. From this table, it is possible to see that
the value of the standard deviation has decreased
from the level of about 4% (keeping in mind that the
estimated values of the QBER are normalized) for r
= 1000 to about 0.2% for r = 200000. This supports
the assumption that the higher the number of sent
photons (and hence the higher sifted keys’ sizes) the
better the accuracy of QBER estimation. Thus, from
the perspective of QBER estimation accuracy, longer
batches of the photons sent on the quantum chan-
nel are recommended. However, how long would be
these batches is an issue that can be affected by other
system design parameters and operation conditions.

Furthermore, the values of the standard deviation
of the (normalized) estimated QBER have been also
visualized as shown in Fig. 8 for p = 0.1, e = 0.2,
and Fsh = (0, 0.1). Then, the Matlab ‘polyfit’ function
was used to calculate the best linear fit for the stan-
dard deviation data. The result is the following linear
polynomial shown in Eq. (10):

ylin = −1.84× 10−7x+ 0.0363 (10)

Quadratic, cubic, and higher order polynomial fit-
ting have also been tried but without noticeable
advantage. Hence, the ‘lsqcurvefit’ Matlab function
has been used for fitting the exponential decay
model to the QBER estimation data by adjusting the
‘initialGuess’ values for better fitting. The best ex-
ponential decay formula that has been obtained is
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Fig. 6. The effect of sharing rate Fsh = (0, 1) on the normalized QBER value (actual and estimated) for eavesdropping level (e = 0.2),
channel depolarization factor (p = 0.1), and different numbers of sent photons (r).

described in Eq. (11):

yexp = 0.045× e−5.5×10−5x (11)

However, both fitting formulas in Eqs. (10) and (11)
do not accurately describe the QBER estimation’s
standard deviation data. Therefore, a better fitting
strategy that combines both linear fitting and ex-
ponential decay formulas has been concluded. The
combined fitting formula is shown by Eq. (12):

ycomb =

ylin
2 + yexp

2

= 9.075× 10−3
−4.6× 10−8x+ 0.0225× e−5.5×10−5x

(12)

All the fitting formulas represented by Eqs. (10)
to (12) are illustrated in Fig. 8, where it is clear that
Eq. (12) gives the best fitting among them.

Based on the above analysis, it is prudent now to
propose an empirical formula for calculating the shar-
ing rate value for various sifted key lengths (Since
the sifted key length statistically equals 50% of the
number of sent photons in our simulation setting).
Thus, the following empirical formula described in
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Fig. 7. The effect of sharing rate Fsh = (0, 0.1) on the normalized QBER value (actual and estimated) for eavesdropping level (e = 0.2),
channel depolarization factor (p = 0.1), and different numbers of sent photons (r).

Eq. (13) is proposed:

Fsh =

0.09 for n < 100
−0.000065 n+ 0.096 for 100 ≤ n < 1000
9.075×10−3

− 4.6× 10−8n for 1000≤n<50000
+0.0225× e−5.5×10−5 n

0.0052+ 0.045× e−5.5×10−5n for n > 50000
(13)

where n is the sifted key length as defined previ-
ously. Note that the second, third, and fourth terms

in Eq. (13) are simple manipulations of Eqs. (10)
to (12) respectively. These amendments have been
made based on the behavior of the results illustrated
in Figs. 6 and 7. In order to prevent the value of Fsh
from falling to negative values or values very close
to zero, Eq. (11) has been manipulated by adding a
suitable constant term such that for very large sifted
key sizes, the sharing rate value will approach 0.0052
approximately. For small sifted key sizes (n < 1000),
a simple linear formula has been suggested to avoid
the rapid degradation of exponential decay. How-
ever, for very small sifted key sizes of less than 100
bits (which is not recommended), a constant shar-
ing rate value of 0.09 is suggested due to the rapid
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Table 2. The mean, variance, and standard deviation of the (normalized) estimated QBER. (p = 0.1, e = 0.2,
N = 100, and Fsh = (0, 0.1))

Number of sent photons (r) Mean (µ) Variance Standard deviation (σ )

1000 0.105931 0.001654 0.040669
1500 0.109241 0.000909 0.030150
2000 0.110683 0.000896 0.029933
2500 0.109744 0.000850 0.029154
3000 0.111331 0.000655 0.025593
5000 0.111237 0.000329 0.018138
7500 0.108294 0.000235 0.015330
10000 0.109247 0.000132 0.011091
12500 0.110662 0.000092 0.009592
15000 0.110308 0.000076 0.008718
20000 0.110847 0.000064 0.008000
25000 0.110241 0.000061 0.007810
30000 0.110002 0.000046 0.006782
50000 0.110473 0.000030 0.005477
100000 0.109686 0.000023 0.004796
200000 0.109950 0.000004 0.002000

Fig. 8. Linear, exponential decay, and combined fitting of the standard deviation of the estimated QBER for different numbers of sent photons.

Table 3. The values of the sharing rate calculated based on the proposed empirical formula.

Sifted key size (bits) Sharing rate Sifted key size (bits) Sharing rate

50 0.09 20000 0.0156
90 0.09 49990 0.0082
100 0.0895 50000 0.0081
999 0.031 100000 0.0054
1000 0.0303 200000 0.0052
10000 0.0216 300000 0.0052

fluctuations in estimating the QBER for a small
number of sent photons. To better clarify the
proposed empirical formula, the values of the
sharing rate have been calculated for various
sifted key lengths based on Eq. (13) as shown in
Table 3.

Conclusion

In this work, the issue of the QBER estimation in
QKD has been thoroughly studied. The study has em-
phasized the subtle consequences of the accuracy of
QBER estimation on the efficiency and security of
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QKD protocols in general. One of the main contri-
butions of the work is the proposal of an empirical
formula for calculating the suitable sharing rate for
various sifted ley sizes, as shown in Eq. (13). based on
this formula, it becomes straightforward to calculate
the size of the permuted sifted key part required for
QBER estimation based on Eq. (7). As far as the QBER
estimation is concerned, the larger sifted key size
is the better for estimation accuracy, and hence the
resultant secret key rate. One possible future work
direction is studying the QBER estimation for QKD
protocols other than BB84 and/or other information
reconciliation techniques based on LDPC codes. In-
deed, one can also consider the extension of the
EnQuad simulator for other security attacks rather
than individual intercept/resend attacks.
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 الكمي المفتاح توزيع وأمان كفاءة على الكمي الخطأ معدل تقدير تأثير

 

 فيان تايه فرج الجنابيس

 قسم أنظمة شبكات الحاسوب، كلية علوم الحاسوب وتكنولوجيا المعلومات، جامعة الأنبار، الرمادي، العراق.

 

 المشروط. غير الأمان المفتاح الكمي، الكمي، توزيع التشفير المفاتيح، الخطأ الكمي، تسوية الكلمات المفتاحية:

 ةالخلاص

ا  حلا  (QKDالكمي ) المفتاح توزيع يعد  حول افتراضات أي بغض النظر عن الشرعيين المستخدمين بين للبيانات آمن نقل لتحقيق مهما

ا هذا ويظل(. الكم ميكانيكا قوانين صحة الاعتبار في الأخذ مع) للمتنصت الحوسبية القوة  تشنها التي الهجمات ظل في حتى صحيحا

. QKDفي السنوات الأخيرة، كان هناك اهتمام بحثي كبير بتطوير إنشاءات أمنية معززة تعتمد على و. الكمومية الكمبيوتر أجهزة

ويرجع ذلك أساساا إلى التهديدات المتصورة لأجهزة الكمبيوتر الكمومية للبنية التحتية التقليدية لأمن المعلومات القائمة على تشفير 

بروتوكول لتوزيع المفتاح  لأي . لكن بالنسبةالبحث تحت المظلة الواسعة لما يسمى بالتشفير ما بعد الكمي يقع هذاوالمفتاح العام. 

ا المعلومات تسوية مرحلة قبل  (QBERالكمي ) الخطأ لمعدل الدقيق التقدير يعد الكمي،  الكفاءة منظوري من لكل الأهمية بالغ أمرا

 BB84 بروتوكول وأمان كفاءة على QBER تقدير تأثير لدراسة EnQuad لمحاكي تطويراا  نستخدم البحث، هذا فيو. والأمن

QKD المختلفة عوامل تم فحص ال . لقدالفردية. الإرسال إعادة/الاعتراض وهجمات الكمومية القنوات استقطاب تحت ظروف إزالة

 أيضا استخلص كما تم. الخطأ الكمي هذه لخطوة تقديرأظهر تقييمنا الأهمية الكبيرة وبعناية.  الخطأ الكمي التي تؤثر على عملية تقدير

لتقدير قيمة الخطأ الكمي، حيث يعد ذلك اسهاما  اللزمةالمفتاح المنقى الجزئية من  للمجموعة  المطلوب الحجم لحساب تجريبية صيغة

 العمل.مهما لهذا 


	The Effect of QBER Estimation on the Efficiency and Security of Quantum Key Distribution
	How to Cite this Article

	The Effect of QBER Estimation on the Efficiency and Security of Quantum Key Distribution
	Introduction
	Literature survey
	Materials and methods
	The BB84 protocol
	The EnQuad simulator
	Error rate estimation in QKD
	Results and discussion
	Conclusion
	Acknowledgment
	Authors' declaration
	References

