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Abstract

Digital photos may now be copied, edited, and distributed more easily, quickly, and
without sacrificing quality thanks to the Internet. Data security and privacy are at
risk when network technology advances quickly. Consequently, in order to meet the
difficulties and hazards associated with the preservation of digital information,
content authentication, copyright protection, and duplicate prevention are crucial.
Illegal copying and distribution of digital content using physical transmission media
Is a simple process. Any digital content such as images, audio and video can hide
data. Digital image watermarking provides an alternative solution to ensure tamper
resistance, intellectual property and enhance the security of multimedia documents.
Digital image watermarking is a technique in which watermark data is embedded in
a multimedia product and later extracted from or identified in the watermarked
product. In this research, a digital image watermarking method is introduced with
the help of random forest algorithm and refrigeration algorithm in the field of violet
transformation. In this method, the important output parameters of the hidden mining
algorithm are improved with the help of the Violet transformation, because in recent
years, the ease of producing, manipulating and falsifying digital data has led to
providing new, innovative and more useful methods for securing digital data.
According to the results, by comparing the PSNR of two hidden images and the base
image, it can be seen that the proposed method has a very good score, so that the
PSNR of the proposed method is 197.7. On the other hand, in order to check the
proposed algorithm in the effect of various attacks, simulations were carried out in
the form of 4 attacks of cutting the image, adding noise, changing the contrast, and
finally applying the JPEG compression algorithm to the image. The first attack that
was mentioned was the image cropping attack. If this attack takes place exactly in
the place that was chosen to insert the information, the information will be lost, but
iIf it happens in another place, it will not lead to the deletion of the information. The
results show the good resistance of this method in maintaining the inserted
information.

Keywords: Violet transform algorithm, medical digital images, reversible
cryptography, radiology image, improvement of cryptography algorithm
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1 Introduction

Given how simple it is to modify any image, digital image authentication is a crucial
concern for the digital revolution. Verifying the legitimacy of digital photos has
become a top priority for researchers in recent years. To address this issue, a number
of appropriate watermarking techniques have been developed based on the intended
applications. Attaining a watermarking system that is both reliable and safe is
challenging, though. The standard requirements utilized in the creation of
watermarking techniques for multiple distinct applications are listed in this research
along with specifics about standard watermarking system frameworks. The most
recent developments in digital picture watermarking strategies are also examined to
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identify cutting-edge approaches and their drawbacks. Future research directions are
suggested, and a few frequent assaults are highlighted. Digital media has several
distinct advantages over analog media, such as high quality, easy editing, high
performance, and simple reproduction. High diffusion of broadband networks and
new developments in digital technology have made ownership protection and
authentication of digital multimedia a very important issue. Picture handling and the
Web have made it more straightforward to repeat, change, replicate, and disseminate
advanced pictures for minimal price and with close moment conveyance without
loss of value. Network innovation is quickly creating and improving, which
undermines information protection and security. In this way, satisfied validation,
copyright assurance and duplication security assume a fundamental part in
confronting the difficulties of existing and future dangers in saving advanced data.
Advanced picture watermarking is essentially the computerized watermarking of a
picture that gives an elective answer for guarantee alter opposition, protected
Innovation proprietorship, and improved security of interactive media reports. Any
computerized content, for example, pictures, sound and video can conceal
information. Computerized content can without much of a stretch be illicitly moved
by, and disseminated through an actual transmission medium during
correspondence, data handling, and information stockpiling. Computerized picture
watermarking is a method wherein watermark information is implanted in a media
item and later separated from or recognized in the watermarked item. These
strategies guarantee alter opposition, confirmation, content check and picture
respectability [1]. It is exceptionally difficult to eliminate the watermark by showing
or changing over the watermarked information to other record designs. Thusly, after
an assault, change data can be acquired from the watermark. It is vital to recognize
computerized watermarking and different innovations, for example, encryption [2].
Computerized to-simple transformation, pressure, document design change, re-
encoding, and disentangling can likewise endure advanced picture watermarking
methods. These capabilities supplant (or supplement) cryptography. The data is
implanted in the substance and can't be taken out by ordinary use [3].

The word Steganography is gotten from the Greek word Steganos. This procedure
conceals the correspondence and changes the picture so just the expected shipper
and recipient can distinguish the message being sent. This procedure makes
discovery more troublesome. Rather than encoding messages, steganography can be
utilized to conceal them in other non-hostile articles, so their reality isn't found and,
in this manner, can be utilized as an elective method for protection and security. In
any case, because of the quick development of the Web and PC organizations,
steganography can be utilized as an instrument to trade data and plan psychological
oppressor assaults [3]. Steganography conceals the presence of an overlay picture,
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while watermarking strategy implants a message in the genuine substance of the
computerized signal in the actual sign. Hence, a snoop can't erase or supplant a
message to get an active message. To safeguard the substance from unapproved
access, implanting the data in the principal image is important. Advanced picture
watermarking is intangible and hard to eliminate by unapproved people. This method
has been carried out by different calculations utilizing spatial and recurrence spaces,
each of which has its own distinct advantages and limitations.

This chapter includes the statement of the problem, the necessity of conducting the
research, the goals and hypotheses of the research, the definition of the variables and
assumptions of the research and the definition of the terms, which will be explained
in detail in the following. The importance of the present research problem is that
digital information hiding methods are widely used to maintain the security of digital
data. One of the most widely used types of digital data are digital images. In order
to maintain the security of digital images, information is secretly embedded in them
as secret information (watermark).

1.1 The Statement's Issue

These days, digital content may be distributed over communication channels with
ease because of the Internet's, multimedia systems, and worldwide computer
networks' explosive expansion. Digital image watermarking, taking into
consideration that it is a research field, provides a platform for researchers and
attempts to shield advanced data from unlawful obtaining, propagation, control, use,
and dissemination through actual transmission media during correspondence, data
handling, and information stockpiling. Research watermarking started as soon as
1982, and in this way, advanced watermarking methods have improved by
coordinating settings, quality, and examination amount contemplations. Watermarks
have been broadly used to improve security [4]. Advanced watermarking PC
innovation showed up in 1988, giving classification, honesty, and accessibility, and
starting around 1995, different developments connected with computerized picture
watermarking have been consolidated. In watermarking strategies, an image of the
proprietor's genuineness (watermark) is implanted in the host sign, and this
watermark information can be removed later. Watermark information, which might
be noticeable or undetectable, can comprise of a solitary piece, a bunch of paired
information, or various examples in the host signal [5].

To emulate the human visual discernment framework, data entropy assumes a
fundamental part in advanced picture watermarking plan. To accomplish the ideal
harmony between intangibility, strength, and limit of a computerized picture
watermarking innovation, data entropy can be taken advantage of through a
recognizable just (JND) model [6]. Data entropy can be characterized with regards
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to the encompassing impact and can be utilized to decide the situations where
information is embedded. This situation limits perceptual mutilation and gives better
heartiness and great physicality.

To safely convey a message, the cycle starts with a cover picture (have picture). The
host picture can be dealt with just as commotion, clamor with superfluous data, or
as a media message to be communicated. Watermarked information goes over a
correspondence channel that might be lossy, uproarious, or untrustworthy.
Subsequently, watermarked information might experience the ill effects of potential
assaults, including lossy pressure, mathematical bending, signal handling tasks, and
sign change, and so forth. That is, there might be a distinction between the first
watermarked information and the got information [8]. A watermarked picture goes
through a correspondence channel that produces commotion. This clamor expands
the data entropy [9], which builds the vulnerability or vagueness of the typical data
in a picture. Hence, watermarking methods must be applied to high-goal pictures
and complex examples that have higher data entropy. Subsequently, to work on the
security, the scrambled picture ought to be handled so that the picture reproduction
Is hearty. Another optical picture encoding strategy gets the encoded picture with an
irregular stage encoding procedure in both information and Fourier planes [10],
where two arbitrary stage planes in the information and Fourier planes are
supplanted by two deformable mirrors. Separately. Thusly, the framework can
accomplish the ideal pillar shape in the plentifulness and stage data of the picture
[11].

Information encryption is the act of hiding information in multimedia data (image,
audio or video) for various applications such as proving ownership rights, checking
the authenticity of image content and non-falsification of an image, and controlling
the number of printed copies of a work. Information encryption methods are used
when information and a message need to be secretly embedded in a medium such as
Image, sound, video, etc. In image encryption, the embedding of information in the
Images should be such that small changes are applied to the original image and the
encrypted image is not significantly different from the original image in terms of the
human vision system [3].

In this research, we will introduce a digital image watermarking method with the
help of random forest algorithm and refrigeration algorithm in the field of violet
transformation. With this aim, in which we will improve the important output
parameters of the hidden mining algorithm with the help of Violet transformation,
because in recent years, the ease of producing, manipulating and falsifying digital
data has led to providing new, innovative and more useful methods for securing
digital data. Encrypting or watermarking information in digital images is a way to
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ensure the security of digital images. While the traditional information encryption
methods were irreversible. This means that after hiding the information in the
content and sending the encrypted version to the recipient, it was not possible to
recover the original image and perform evaluations on the original version. This
feature made traditional information encryption methods unusable in sensitive cases
that require the original content without the slightest change. For this reason, new
encryption methods called reversible methods were used. The distinctive feature of
reversible encryption methods is that on the receiver side, after extracting the
encrypted watermark, there is the ability to recover the original content before
encryption.

1.2 The significance and requirement of carrying out research

In order to preserve digital information in the face of current and potential threats,
content authentication, copyright protection, and duplication prevention are crucial.
The process of digitally watermarking an image to assure tamper resistance,
intellectual property ownership, and improved security of multimedia documents is
known as computerized picture watermarking. Computerized media, including
sound, video, and illustrations, can all disguise information. With regards to
correspondence, data handling, and information stockpiling, computerized content
can be promptly gotten, recreated, and sent illicitly by means of an actual
transmission media. Computerized picture watermarking is a procedure where
watermark information is implanted in a sight and sound item and later separated
from or recognized in the watermarked item. These strategies guarantee alter
obstruction, validation, content confirmation and picture respectability [1]. It is
exceptionally difficult to eliminate the watermark by showing or changing over the
watermarked information to other document designs. Thusly, after an assault,
change data can be acquired from the watermark. It is critical to recognize
computerized watermarking and different innovations, for example, encryption [2].
Advanced to-simple transformation, pressure, document design change, re-
encoding, and deciphering can likewise endure computerized picture watermarking
procedures. These capabilities supplant (or supplement) cryptography. The data is
implanted in the substance and can't be taken out by ordinary use [3].

1.3 The element of novelty and creativity in research

This study reviews the broad backdrop and the framework of general watermarking
methods, which are divided into watermark embedding and extraction operations.
The following subsections include a set of standard design standards for assessing
the effectiveness of watermarking systems. Watermarking systems are described as
a highly specialized research topic with related applications. A review of digital
picture watermarking methods is given below, based on the scope of work. The study
findings from the advanced techniques that were covered are then summarized, and
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the latest developments in this subject are explained using a table that serves as a
transmission medium for data during processing, communication, and storage. Then,
we show a few regular assaults or dangers that ought to be considered as a test to
plan an effective framework. Execution measurements, for example, top sign to-
commotion proportion (PSNR), underlying similitude file (SSIM), mean squared
blunder (MSE), and standardized cross-relationship (NCC), are likewise
momentarily portrayed. In the previous works and in the base article, analytical work
has been done on the basis of neural network, but in this research, we are trying to
implement the implementation work in MATLAB software by using Hub algorithm,
S0 as to solve the shortcomings that were mentioned in the second and third chapters
of the research. are reviewed to be largely resolved.

1.4 The particular goals of the study
1. Image detection and normalization
2. Protecting digital photos from harm using the suggested encryption
techniques
3. Digital image resistance encryption using the random forest and refrigeration
algorithms

1.5 Research inquiries
1. What are the drawbacks of the watermarking methods now in use?
2. Which picture watermarking strategies are popular right now?
3. What specifications apply to image watermarking methods?
4. How precisely does the discrete wave transformation algorithm work during
retrofitting, and how can its efficiency be increased?

1.6 Research hypotheses

* The properties of digital images allow for the whole removal of flaws by masking
techniques based on the discrete wavelet algorithm and cooling. Refrigeration
algorithm, along with the hub algorithm, creates a point-by-point detection feature
for the desired system, and by using them, the entire image can be covered and
checked.

2 The studied variables

After getting the general form of the proposed method and algorithm, in this case,
enter the code for the desired system into MATLAB and according to the variables
written as assumptions in the work, this system in the MATLAB calculation program
and according to The process we consider for the desired system will be the process
of analyzing the results. Execution measurements, for example, top sign to-clamor
proportion (PSNR), underlying comparability list (SSIM), mean squared blunder
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(MSE), and standardized cross-relationship (NCC), are additionally momentarily
portrayed. The information related to the type of variable, definitions and how to
measure them are described in table (1-1).

Table 1 Research variables

a Variable
Variable little type
How to measure the scientific- variab
scale : : o 2 @© T 3 : =
variable practical 2 S .25t 2-letitle 2
definion & & §°8°%
5 5 & 2 8
3 = o
Numb  Image specifications  The number of The
er pix_elsin an iy numb |
image er of
pixels
Numb  Image specifications Image Image
er dimensionsin v~ v’ dimen 2
pixels sions
Perce PSNR Peak signal to
nt = 20 noise ratio
+ log(max(max(f))) -7 PSNR 3
/((MSE)"0.5)
Perce (21tatty + 1) 20y + 2) Structural
nt  SSMew = T a similarity v’ v’ SSIM 4
index
Perce MSE
nt = (1/(mx*n)) P P MSE S
* sum(sum((f
—9).-"2))

3 Literature and research background
History of reversible encryption of information in images

3.1 Types of information encryption methods in terms of fragility

Right now, because of the quick development of worldwide PC organizations, the
Web, and media frameworks, computerized content can be handily appropriated
through correspondence channels. To shield computerized data from unlawful
procurement, proliferation, control, use and circulation through actual transmission
media during correspondence, data handling and information stockpiling, advanced
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picture watermarking, taking into account it as an exploration field, gives a stage to
It makes specialists.

Research watermarking started as soon as 1982, and hence, advanced watermarking
strategies have improved by coordinating examination settings, quality, and amount
contemplations. Watermarks have been broadly used to improve security [4].
Advanced watermarking PC innovation showed up in 1988, giving classification,
honesty, and accessibility, and starting around 1995, different developments
connected with computerized picture watermarking have been consolidated. In
watermarking strategies, an image of the proprietor's legitimacy (watermark) is
implanted in the host sign, and this watermark information can be separated later.
Watermark information, which might be noticeable or undetectable, can comprise
of a solitary piece, a bunch of parallel information, or various examples in the host
signal [5].

To mirror the human visual discernment framework, data entropy assumes a
fundamental part in the advanced picture watermarking plan. To accomplish the
ideal harmony between impalpability, vigor, and limit of a computerized picture
watermarking innovation, data entropy can be taken advantage of through an
observable just (JND) model [6]. Data entropy can be characterized regarding the
wrapping impact and can be utilized to decide the situations wherein information is
embedded. This situation limits perceptual contortion and gives better power and
great physicality. Information encryption methods can be classified into three
categories: fragile, semi-fragile and resistant.

4 Research literature

In this section, a number of methods presented in the field of reversible encryption
are described. One of the methods [15] chooses the best region of the cover picture
to embed the watermark to accomplish better intangibility. In some cases, a
noticeable watermark in a picture is favored [16]. Be that as it may, imperceptible
checking frameworks are more famous. Imperceptibility might be utilized in
advanced imaging, telemedicine, computerized documentation, and so on.

4.1 The first method - Fragile reversible cryptography by improving the
multilayer embedding method

In 2013, a reversible cryptographic method based on the improvement of the
difference propagation multilayer embedding method was presented [6]. There are
a few general ways to deal with accomplish high heartiness, like repetitive installing,
wide range, and watermark implanting, and so forth. Subsequently, a decent
computerized picture watermarking framework ought to be hearty against different
assaults, with the goal that unapproved wholesalers can't eliminate or erase the
watermarked information. Contingent upon the application, not all watermarking
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calculations might have a similar degree of strength. Some are vigorous against
different picture handling activities, while others come up short against different
assaults [17]. In the methods of expanding the embedding difference in the edges
and non-uniform areas, it causes a serious drop in the quality of the image. For a pair
of gray level values, after performing the embedding with the difference expansion
method, the new gray level values are obtained, since the mean value remains
unchanged, so relations (1-2) and (2-2) hold:

X—=X"=y-y’' (2-1)

(x=x)V+(y -y =2(y-y')’
([ ]) Lk (2-2)
-2([35]) =%

Therefore, the Euclidean distance between and is proportional to the difference value
h. To minimize the mean squared error between the original image and the embedded
image, the difference values should be chosen with a small value to expand the
difference. An algorithm based on full-stage bi-symmetrical change (APBT) and
solitary worth deterioration (SVD) [22] is proposed to accomplish better strength
and impalpability of the watermarking framework, where the block-based APBT
calculation is applied to a particular area. Is. Acquired from the property scores of
the chose competitor. APBT coefficients produce the coefficient framework for
SVD to install the watermark. Moreover, a discrete wavelet changes (DWT), all-
stage discrete cosine dipole changes (APDCBT) and SVD-based strategy to build
the subtlety and vigor, in which high-recurrence direct current (DC) coefficients are
proposed. The sub groups (LH) and (HL) are utilized to install the watermark picture.
This strategy has been demonstrated to be vigorous against many sign handling
activity. First, the average of the three-color components for each pixel is determined
and then stored in the matrix A The relation (2-3) is used to generate the watermark

X, =f (X,)=4sin?(x, —2.5) (2-3)
For each value belonging to A, an initial value is calculated based on the equation
(2-4).

seq (k,0) :a.r’;ﬁJ.Z' +b.pos +c key (2-4)

In relation (2-4), seq(k,0) determines the initial value for the kth pixel. s(k)
determines the value corresponding to the kth pixel of A. c,b,a and | are
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predetermined constants pos determines the location index of the kth pixel and key
Is the key used for the security of the encryption method. For the size image, the
value of pos for the pixel located at the coordinate (i,j) is equal to M.i+j, after the
value of seq(k,0) is determined for the kth pixel, this value is used as input given to
equation (2-3), the resulting output will be seq(k,1). Again, the value of seq(k,1) is
given as an input to the equation (2-3) and the resulting output will be seq(k,2), this
procedure continues until seq(k,1) is obtained (seq(k,i) ) i=1,2,3,...,1) in this way, for
the kth pixel there will be a sequence of length I. Now this relation is converted into
a binary string of length I based on relation (2-5).

1 if k,i)>T
b _seq(k,iy={- | a1
0 if seq(k,i)<T

4.2 The second method - Reversible encryption method using a new sorting
criterion
This method is an improvement on the method presented by Sachno et al. [9].
Watermark limit (otherwise called payload) assesses how much data that can be
implanted in the host picture, in view of the size of the first information. Limit is
characterized by the quantity of pieces that each host picture conveys subsequent
to embedding the watermark picture. In any case, implanting watermark data is all
the more a troublesome errand that requires essentials in light of reasonable
applications [1]. At the end of the day, the limit decides the constraints of
watermarking data while fulfilling the power and indistinctness of watermarking.
The data accessible to the assailants, the information encoder and decoder, twisting
cutoff points, and the factual model utilized in the cover picture decide the
watermark limit [27]. There are different strategies to assess the issues of
watermarking limit under assaults. These incorporate game hypothetical
methodologies and equal Gaussian channels (PGC).

(2-5)

Then again, watermark extraction is effective just when the channel limit is more
prominent than the quantity of pieces implanted in the host picture [28].
Watermarking limit is characterized by location likelihood, deception likelihood and
mean squared mistake. At the point when more watermark information is embedded
into the host picture, more bending is apparent. Be that as it may, mutilation can't go
on without serious consequences in military and clinical applications. Accordingly,
watermarking procedures ought to be executed to limit mutilation with less
information inserting limit. In such manner, a mix of IWT (whole number wavelet
change), bitmap strategy and a QR (speedy reaction) code has been proposed [29],
where the watermark is changed over into a QR code. In this manner, the proposed
strategy decreases the implanting limit.

1055



2024 Qlpja 133wl Gunlcllg drclaisVlg auiluiUl Sgaul) auslycll Glaall ;/h\\‘
No.13  June 2024 Iraqi Journal of Humanitarian, Social and Scientific Research i &&
Print ISSN 2710-0952 Electronic ISSN 2790-1254

Here is an example to solve this problem. Suppose there are two cells named a and
b, as shown in figure (1-2), a is a rough cell and b is a smooth cell.

45 143
245 | 145 | 245 147 (145 | 147
45 143

(a) (b)
Fig 1 shows smooth cell b and rough cell a

It is obvious that cell b is more suitable for embedding and it is expected that the
value of local variance for cell a is larger than cell b and the sorting process of cell
b appears before cell a, but the value of local variance for both of these cells is equal
to zero, so using The local variance criterion for missorting introduces these two
cells in the co-sorting process. In this method, to solve this problem, a new criterion
for more accurate sorting is presented. First, it is calculated by the equation (2-6).

i_=p1+pz+p3+p4 (2_6

For the cells displayed in Figure (1-2), the worth of nearby difference for the two
cells is zero, yet the incentive for cell an is equivalent to 200 and for cell b is
equivalent to 4. By utilizing for arranging, it tends to be perceived that cell b is more
reasonable for implanting than cell a. A little worth demonstrates a little expectation
mistake and consequently shows a smooth cell. The computational expense for
implanting the watermark in the host picture and extricating the watermark from the
watermarked picture ought to be negligible. This cost incorporates two central
concerns - the complete time expected for watermark implanting and extraction, and
the absolute number of embedders and identifiers associated with the watermarking
procedure. A decent compromise among power and computational intricacy should
be kept up with. It has been executed in reference [30] to guarantee the security and
power of tiny pictures. To all the more precisely gauge the intricacy around a pixel,
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it is important to utilize a bigger neighborhood district, for instance, a locale rather
than a little locale [10]. This region is displayed in figure (2-2).

o | X|]Oo| X |O X |0
X | o || o [Wijp] O X
O |U2| O [U | O |Ug| O
X O |Usija| O |Usig1| O X
O | X |0 X |]Oo | X 0

Fig 2 neighborhood area around the pixel [10]

4.3 The third method - Reversible cryptography based on the fuzzy method
This method has improved the reversible image encryption presented by Al-Qureshi
and Kho [11] in two parts [12]. The watermark key is the mystery key that decides
specific boundaries of the implanting capability. This key contains a subset of
picture coefficients, inserting heading as well as installing range. Watermark key
assessment and planning is significant on the grounds that it decides the level of
safety of the watermark framework and relies upon specific boundaries, for example,
the implanted message and the watermark picture [33]. In this way, for the
implanting and extraction process, a mystery key is expected to guarantee security.
The mystery key comprises of a confidential key, a recognizable proof key and a
public key. The confidential key is simply accessible to the client, the confirmation
key is checked in an official courtroom, and the public key is mined by the public
[34]. A concentrate by Chopra et al. [35] involved an elite OR activity for the
watermark key, with the goal that the framework puts the watermark at a
characterized area in the biometric signature design. The area is different for various
pictures. This element decreases the chance of different assaults. Consequently, the
vigor of the framework increments. The mutilation of the watermarked picture is
controlled in view of three edge values characterized for those three classes.

To check the legitimacy, you can involve alter discovery in the watermark
framework. Any adjustment of watermark information prompts picture control. In
this way, by testing the respectability, the framework decides if the watermarked
information has been altered or not [36].

The reversibility highlight guarantees watermark extraction and exact remaking of
the host picture. Notwithstanding, for clinical imaging, the rectified picture is
utilized as the host picture and the remade picture is utilized for determination [37].
In the reversible computerized watermarking technique, the framework catches the
first picture and gets the watermarked picture. Then, at that point, with the assistance
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of the extraction calculation, the framework recuperates the first picture and the
watermark picture utilizing the mystery key.

5 Research background

Advanced picture watermarking has drawn in the consideration of specialists
because of its accessibility and giving extra data. These methods shield advanced
content from unapproved access and control. These strategies are required for
different applications like verification, administrator validation, material security,
and brand name assurance. Computerized picture watermarking methods can be
ordered in light of the extent of work, sorts of reports, nature of the calculation,
human discernment, and kind of use.

All advanced picture watermarking procedures rely upon the sort of area (i.e.,
spatial, recurrence, or crossover space), the kind of archives (text, picture, sound, or
video), the idea of the calculation utilized (i.e., successive or consecutive).
parallelism), human insight (for example noticeable or imperceptible), and
application type (for example beginning or objective based). Summing up a portion
of the new examination brings about this field, this segment breaks down various
computerized picture watermarking strategies in light of the field of work. This
segment will be helpful for future investigations on current watermarking
techniques.

5.1 The first method - the method of expanding the difference of pairs of
pixels

This procedure implants the watermark data in the host picture, as characterized by
the proprietor in the spatial or transient area, utilizing different techniques including
least piece (LSB), middle of the road critical piece (ISB) or fixing calculations, and
range brings wide and fortitude. Calculations in light of these methods work
straightforwardly on the pixels of the first picture. Watermark can be embedded by
controlling pixel values in light of logo or mark data gave by Maritime et al. [17]. In
the most broadly utilized plans, the forces of pixels at realized places in space
address the picture, where the least piece of a specific pixel in a variety or grayscale
picture is returned. Contingent upon the pixel power, the subsequent watermark
might be apparent or imperceptible. We survey different ways to deal with spatial
space methods that certainly stand out of specialists because of the ideal harmony
between indistinctness, strength, and limit, which are the main prerequisites of any
watermarking strategy. Sineq et al carried out this procedure in an article [56].

A few scientists have concentrated on varieties of the LSB method, normally
connected with the spatial space. Sineq et al. [60] have created LSB procedures in
view of the bitmap of discrete computerized signals (eg, sound or pictures). The
bitmap that addresses the sign is a bunch of pieces that have a similar piece position
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In every one of the double numbers. Most methods utilize just a single bitmap for
inserting. This method deals with the least piece (for example eighth page), yet
others utilize three piece pages (for example sixth and eighth piece pages) or even
four digit pages (for example fifth to eighth pages). bit-planes) for inserting with
satisfactory picture quality. The four least huge pieces (for example the fifth to
eighth pieces of the cover picture) can be supplanted with the chose digit from the
cover picture essentially by involving an OR activity in an extraordinary manner.
This strategy first believers the host picture to a surge of twofold pieces, yields a
zero in the implanted piece, and afterward moves the secret picture 4 pieces to one
side. Then an OR activity is performed on these two (for example have and secret
picture) to get the consolidated picture.

The normal spatial area checking procedure is probably going to create salt and
pepper commotion outcomes. Consequently, a strategy by Sinag et al. [64] has been
proposed for variety picture watermarking in the spatial space without huge decrease
in picture quality and perceptual variety change, contrasted with customary spatial
area watermarking. To empower verification and additionally recuperation,
watermarks are implanted in all picture blocks to guarantee higher picture quality
and high heartiness against assaults. M1 and M2 guarantee that the implanted pieces
make less unsettling influence the human visual framework, where M1 is the
installing cover and M2 is the remuneration veil. Rectified pixels are not critical
contrasted with adjoining pixels. Exploratory outcomes showed that their proposed
calculation recuperates the watermark information even after bending of the most
reduced pieces, and this calculation guarantees a decent PSNR esteem. Albeit the
LSB method can be effectively changed, understanding how the computerized
picture is changed regarding uprightness and wellbeing is a difficult errand. The LSB
hash calculation checks the computerized picture utilizing a hash plot that conceals
the hash capability. One review inserted the LSB hash code to safeguard the first
record and extricated the implanted hash code to deliver a result document that gave
off an impression of being equivalent to the first record. For this situation, the
installed watermark utilized for information extraction is undetectable [65]. Be that
as it may, LSB strategies can be effectively carried out, and thus, the related
computational intricacy might be diminished [8].
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Fig 3 of the results obtained in reference [19]

5.2 The second method - the method of expanding the difference in groups of
three pixels

In this method, in order to increase the embedding capacity, we use groups of three

pixels. The algorithm embeds two bits in all three groups of three. Therefore, this

method has a maximum embedding capacity equal to 2.3 bpp, and compared to

Tian's bpp method, the capacity is slightly improved.

Associates in [69] showed the strength and shortcoming of advanced picture
watermarking strategies by characterizing PSNR and NCC limit values. The
examined watermarking method implanted four watermarks in the ISB of six
grayscale picture documents individually by supplanting the pixels of the first
picture with new pixels and keeping them near the first pixel esteems at the same
time. Their proposed calculation in view of PSNR and NCC values showed better
heartiness against some normal picture handling activities, for example, sifting,
pressure, clamor and obscure. Vigor against mathematical change assaults, like
scaling and turn, where pixel forces are not impacted by modified areas isn't
corrupted. Consequently, to expand the power of messages against different assaults
and to oppose mathematical changes (like scaling, cutting, and separating), 1SB
procedures can be utilized rather than LSB methods, where the mystery message can
be implanted in a bitmap. (Or bit pages) [70].

Embedding operation

The direct conversion for the ternary category is defined based on the equation (27-
2):

U, =V, +U, (2-28)
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5.3 The third method - Reversible cryptography based on two-dimensional
difference expansion

By using this method, the embedding capacity increases due to the reduction of the
embedding map size. Interwoven is a semi irregular measurable cycle that is
imperceptibly implanted in a unique picture utilizing extra example encoding by a
Gaussian circulation. Two fixes An and B are chosen pseudo-haphazardly, and the
picture information of the primary fix (A) is blurred, while those in B are obscured.
Rashid et al. [71] showed that fixing techniques show better vigor against most
extreme non-mathematical changes of the picture and this interaction is autonomous
of the substance of the first picture. For this situation, vigor can be expanded by
relative coding, highlight identification, or both, and the code can be lost by scaling,
interpretation, or revolution prior to disentangling. Albeit unprejudiced fixing is
Impervious to cutting, it decreases precision. A pseudo-irregular piece stream is
created by choosing sets of pixels from the first picture. A touch of data is encoded
two by two, where d addresses the contrast between two pixels. The encoding is 0
for d < 0 and pixels are traded for d > 0. The following pair can advance in the event
that d is equivalent to O or more prominent than a predefined edge [72]. Thusly, the
brilliance can be expanded by one unit at one point and diminished at another point.
This technique is appropriate for enormous areas of arbitrary surface, yet not for text
pictures. A region of the arbitrary surface example in the picture is duplicated to a
region of the picture with a similar surface. Each tissue area is recuperated through
autocorrelation [73]. In a concentrate by Touhidi et al. [74], a summed up piecing
calculation comprising of gradual and multiplicative lumping was proposed. This
technique involves factual information for watermark installing and location. To
recognize the watermark information, this technique utilizes relocation plan and
scale change plot. Their proposed technique is vigorous against pressure assaults.
Notwithstanding, the vigor against different assaults in the sharding technique is
extremely high. A limited quantity of information can be covered up [75]. The
watermark can be implanted in a picture utilizing extra example encryption, and the
watermark can be removed utilizing a mystery key relating to the unscrambling
calculation.
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Fig 4 of the results obtained in reference [29]

For an image of size I, we first perform horizontal division and obtain p. In
horizontal division, pairs of pixels are selected from left to right, and p is
calculated using equations (2-31) and (2-32).

L+
P:% when Osjsg (2-31)

P, = IYZ(F%J Ivz(j%}l when %sj <n (2-32)

Now we use the image p for vertical division. In vertical division, we consider
pairs of pixels vertically and from top to bottom, and then calculate the image
:(2-34) Q using the relations (2-33) and

Poi i +Pia . N
Qw_:% when 0<i <E (2-33)

P n '_P2i—ﬂ+1,j
o b

when X <i <n (2-34)
2 2

Table 2 comparison of previous researches

WatrTe]rertr;f:)r(lj(mg suggested method puﬁ?(:a?ifon Author Name
The method of  Analytical study of a new Naval and
expanding the color image encoding 2001 colleagues [17]
difference of method based on chaos

pairs of pixels system and color codes
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The method of
expanding the

Medical image
watermarking of

Sink et al. [56]

difference of multimedia systems and 2017
pairs of pixels applications
The method of Multiple watermarking Sink et al. [60]
expanding the technique for securing
difference of online social network 2016
pairs of pixels content using back
propagation neural network
The method of Digital watermark design Hsu et al. [67]
expanding the  for copyright protection and 2019
difference of tamper detection
pairs of pixels
The method of Blind 3D mesh Hamidi et al.
expanding the watermarking based on [68]
difference of mesh saliency and wavelet 2019
pairs of pixels transform for copyright
protection
The method of A new reversible Kenho et al. [69]
expanding the  watermarking scheme based
difference in on SHAZ3 for copyright 2019
groups of three  protection and integrity of
pixels satellite images
Reversible Digital Watermarking Rashid et al.
cryptography Applications and [71]
based on two- Techniques: A Short
. : ) 2016
dimensional Review
difference
expansion

6 Proposed watermark algorithm

Violet's algorithm is commonly applied to transform domain images. This causes
conventional algorithms to respond well and not be fragile in case of an attack in this
way, which is often in this field. In the proposed method, to strengthen the watermark
algorithm in the images, random forest algorithm and refrigeration are used in the
field of selecting the allowed areas for information hiding. Figure (3-1) shows the
flowchart of the proposed method:
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Fig 5 flowchart of the proposed method

The transformation used in this method is the violet transformation, which is applied
to an area of the input image that is cut to insert the watermark information. This
cropped area is called a region of interest or ROIl. Watermarking calculations that
are not secure can't be applied to copyright assurance, information confirmation,
fingerprinting, and advanced content following. Subsequently, security is a
significant worry in computerized picture watermarking methods. Security can be
checked by different encryption techniques, where the key decides the degree of
safety. A few strategies, for example, mayhem based strategies, discrete cosine
change (DCT), and calculated map-based encryption procedures, have been utilized
to guarantee the security and privacy of the inserted watermark [24]. The security of
utilitarian attractive reverberation imaging (fMRI) pictures is significant on the
grounds that they connect with cerebrum movement. A watermarking strategy to
guarantee the honesty and precision of fMRI pictures has been proposed [25], where
a delicate reversible watermarking plan was acquainted with distinguish fMRI
pictures that are liberated from any curios. This plan doesn't rely upon the utilization
of outer metadata. In [26], pseudo-irregular double successions were utilized for
watermark encryption prior to implanting, which expanded the security of the
watermark calculation. Security prerequisites can be applied to telemedicine,
computerized imaging, media communications, sight and sound information, and so
on.

6.1 Implementation of the proposed method

In the proposed method, as shown in the figure below, it uses the violet
transformation, which is applied to the base image. The applied violet transform can
be applied in several levels (sub-bands), but here we will use only one transform
level. The wavelet used in this conversion can be selected from the available
wavelets. An important point used in this work is the use of int2int wavelet
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transformation, which will be completely reversible and practical at the level of
digital implementation. Because in many conversions, storing information and
retrieving them due to the conversion from integer to real number will have loss [38]
existing discrete wavelet conversions will not be exactly reversible, for this reason
and to solve this problem, int2int wavelet conversion in Invented in 1998 [39] the
wavelet used in this one-to-one conversion is called Lazy Lifting Scheme. Suppose
k(j), M(j) are two sets of even and odd events, then:

—» D

Moo —p

Fig 6 Violet int2int conversion with Lazy Lifting Scheme

This feature is an important advantage in watermark algorithms. By comparing the
PSNR of these two images, it can be seen that the proposed method has a higher
score 17

in this field, so that the PSNR of the proposed method is 49.68, and this number is
49.32 for the previous method.

Fig 7 the allowed areas for information insertion in the overlay image obtained by
random forest algorithm and refrigeration
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Fig 8 comparing the output watermarked images using the new method and the
previous method
In an overview, Table (4-1) shows a comparison between the watermark image
extraction results between our proposed method and the method before
optimization. As can be seen visually, the output image of the proposed method is
better than the other one against the majority of attacks:

The following table shows the PSNR parameter for the mentioned attacks for the
extracted watermark image. It is worth noting that the concept of Inf expressed in
this table means that the extracted image is similar to the original logo image.
From the numbers in the table, it is clear that the proposed method is relatively
more resistant to the jpeg compression attack and is better than the previous
method.

no croping- niose- contrast- jpeg-
attack- new new new new
new, - .

no croping St contfast .
attack- -last st -last| -7,
Il +

Fig 9 comparing the extracted watermark image between the proposed method
(first line) and the method before optimization (second line) against different
attacks

1066



2024 Jlpis  13:m)  dualclig duclaisllg duiluwill Sgaul) éudlycll alaall f\

No.13 June 2024 Iraqi Journal of Humanitarian, Social and Scientific Resean.h &\
Print ISSN 2710-0952 Electronic ISSN 2790-1254 :

Type of ) _ _
attack noattack  cropping  niose  contrast ipeg
suggested Inf 56.53 62 62 - .
method
method [65] Inf 64.34 62.35 74.66 56.30

Table 3 comparing the results of the PSNR parameter of the image extracted from
different attacks in the image of Figure 2-4

For another image below, the same two algorithms were implemented again and
the following results were obtained. Like the previous image, this image has better
results for the proposed algorithm

Fig 10 Cover image of the test case and comparison of output watermarked images
using the new method and the previous method

Table 4 comparing the results of the PSNR parameter of the image extracted from
different attacks in the image of Figure 12-4

Type of ) _ _
attack noattack  cropping  niose  contrast ipeg
suggested - o661 o - m—
method
method [65] Inf 64.34 62.52 61.23 5531

It is interesting that by applying several images in this way and statistical analysis,
he gave a general conclusion of the proposed algorithm. Therefore, the images of
the following collection were watermarked according to the suggested method.
These images, which are a total of 10 images, which are usually standard images in
the field of digital image processing, all of which are accessible in different formats
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and sizes on the Internet (Figure 13-4), are again selected from standard image
processing images for completeness. acceptable for the final result

Fig 11 test data set images

The following table shows the improvement value of the PSNR parameter for the
watermarked image itself and the mentioned attacks for the extracted image on the
database images. The negative sign means to decrease the PSNR parameter. The
houses marked in red do not follow the general improvement procedure and in them
we have a decrease in PSNR. The first image (Cameraman) in the table below is not
in a good condition, as well as the sixth image (livingroom).

Table 5 comparing the results of the PSNR parameter of the overlay image and the
extracted image under different attacks in the database image Figure 13-4

cover cropping  niose contrast  Jpeg

Cameraman  +2.74 -0.47 -0.9 >>0 +1.9
house +2.63 +2.54 -0.92 <<0 +2.59
jetplane +1.41 +2.27 +0.23 <<0 +2.22
lake + 0.66 +2.54 +0.09 <<0 -0.88
lena +0.36 +2.19 +0.25 <<0 +1.77
livingroom +1.48 +1.71 -0.77 -0.79 +3.19
mandril +1.08 +2.63 +0.28 <<0 +0.52
peppers + 1.86 + 2.62 +024 +1532 +0.08
pirate +0.51 +2.63 +0.25 <<0 +1.83

walkbridge +2.55 +2.54 +0.53 +11.1 +1.16
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7 Conclusion

According to the results, by comparing the PSNR of two hidden images and the base
Image, it can be seen that the proposed method has a very good score, so that the
PSNR of the proposed method is 197.7. On the other hand, | was resistant to check
the proposed algorithm in the effect of various attacks, simulations were carried out
that the attacks we used are in the form of 4 attacks: cutting the image, adding noise,
changing the contrast and finally applying the JPEG compression algorithm on the
Image. . The first attack that was mentioned was the image cropping attack. If this
attack happens exactly in the place where we have chosen to insert information, our
information will be lost, but if it happens in another place, the results will not lead
to the deletion of information. The results show the good resistance of this method
in maintaining the inserted information.

Also, by implementing the proposed method on the database images, the
watermarked image by the proposed method is on average 1.5280 times more than
the previous method that uses the Violet algorithm without the random forest
algorithm and refrigeration. Also, the proposed method is on average 2.12 dB better
against the image clipping attack, 0.07 dB worse against the image noise attack (this
value is very low), significantly better against the contrast attack, and finally 1.43
dB better for the compression attack. It is made by jpeg method. In a summary, it
can be said that apart from improving the quality of the output watermark image, the
proposed method has a better response against image cropping and compression
attacks using the jpeg method. Nowadays, information can be easily reproduced due
to the interactive and digital communication of multimedia data. This makes digital
Image watermarking an important research field. Digital image watermarking using
various techniques has been used as an important tool for image authentication,
integrity verification, tamper detection, copyright protection and digital security of
an image. In this study, we reviewed the most prevalent watermarking techniques.
Through this study, it can be concluded that DWT is a quality and robust technique
for image watermarking due to its multiple resolution features.Robustness, obscurity
and capacity are the basic requirements in designing an efficient watermarking
system. However, it is almost impossible to achieve all these requirements
simultaneously. Therefore, a good trade-off between these three requirements should
be maintained. However, security remains a major challenge in digital image
watermarking technologies, and the adaptation of IoT and blockchain-based
authentication schemes poses a challenge for researchers. Therefore, future work can
be extended by combining different techniques in different domains to meet the
above three important requirements. Furthermore, to improve robustness along with
security, researchers should focus on developing new and advanced techniques.
Some things can be suggested below that will be useful for future works:
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» Use other transformations such as curvelet

* Combining different techniques in different areas to meet the three requirements
of robustness, imperceptibility and capacity

* Solutions for adapting authentication plans based on the Internet of Things and
Blockchain

 Improving the robustness along with the security of different algorithms in content-
based information embedding

8
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