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Saving the security of the information systems
A field Study in Bank of Rafidain / the branch Palestine Street
Abstract

The administration of the security of informational systems became a
significant case to any system in the age of information's, as any other operation the
administration of the security of information's can not be done without a measurable
criteria, this subject is important in the time the organizations are under complex
pressures need to work hard to secure their important organs. The measurable
criteria (CVSS) ; the System of alarming when being attacked and risks will enable
the organizations to face the threats and their weak points and risks in advance . The
paper aims, through this, to analyze the security marks of informational system to
prevent the risks and probable intruding through depending an the measurable
criteria (cvss). (Rafidain Bank / Palestine Street) has been chosen the study to
diagnose the research’s operation and the real relations between these marks which
are concerned with the commemoratory criteria's and environment in order to reach
to a group of conclusions and recommendations that cooperate developing and
keeping the security and secret of the information system of the research bank.

The study has been done in (the Rafiden Bank/ Palestine street branch ) by
using the checklist , as it is a tool for collecting information which trans formed by
the statistical tools to results and recommendations. It diagnosed the process of the
operation of the research and the red relations between these marks which are
associated with the environment temporary criteria's as the problem of the study
been forced out of number of questions represented by setting out the ability of
taking benefit of the applying measures of preventing the intruding and to keep the
secrecy . the study also aims to analyze the relation between the study's marks in the

model bank of this study and the ability of applying .
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o3 525 el i pemnall 8 e sheall allad el 5 dlaad (5 jnall Uit ubia i3
Common Vulnerability Scoring ) (CVSS ) s& alle (b o 4 slaicY)
BS=(10-: 43Y) &Y abaall ket JAA (e Hhlaall (a jadll die 4l oUas ( System
+ AV x ACxA) x ((CIx (CI I1B) + (11) + (11 IB) + (AV + Al I1B)
DAYy Al el B3y Jlse S Al DA (e aslidial 5 b sall (el o 3
AV = 1.69 +2.15+1.61+2.07 /4 =1.88
AC=1.76
A=2534292/2= 2.36
CI=25+138/2=1.94
M1=230+2.30/2=2.3
Al=246+2.46 +1.69 +1.92 +1.84 /5 =2.07
IB =2+2+1.55+2.69 +2.30/4=2.10
TD=223+230/2=2.26
E=2.30+2.69/2=2.15
RC=223+2.15/2=2.39
CDP=2.53+230/2=2.41
RL=1.53+1.38/2=1.45
BS= (10 + ((1.88%1.76 x2.36)) x ((1.94 x2.10) + (2.3) + (2.37x2.10) + (1.88+ (2.07
2.10)

BS=185.79
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oo sl Bl Jla 3 dflaaa) s Cile glaall (8 4 sl 2 530 U (5205 J el
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TS = (BS x RC x RL)
= (85.79 x 1.53 x2.39)
= 313.7
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-+ AV Al

ES = (TS + ((10 — TS)) x CDP) x TD)
= (313.7 + ((10 — 313.7)) x 2.41) x 2.26)
= 54.46
¥ s el axiiadll SRS IR (e Lealadin &3 (53 il ubeal) Aaii s
2 2k 45 S bVl Jhay (5 lmall Y1 Gl dplgal) dagill 05 o3le) dapall (38
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(Louss & Hsing ¢ Y+ +d : Y£¥) -1 45V Aalaall A LS
CVSS =BS x TS x ES
= 85.79 x 313.7x 54.46
=14656.451
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