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Abstract

In this paper, we present some treatments for the correlation ship between
the input and the output of the cryptography keys generators systems, in the first
one, we have assumed a system that it's input depends on the other subsystems
in the main system. In the second one, we have taken a system which is called
(balance system) and it's input is not depending on other subsystems in the main
system.

The output of the balance system deals with the output of main system.

The result shows that this treatment led to decreased the correlation ship from
(75%) to (25%).
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1-Abstract

In this paper, we present some treatments for the correlation ship between
the input and the output of the cryptography keys generators systems, in the first
one, we have assumed a system that it's input depends on the other subsystems
in the main system. In the second one, we have taken a system which is called
(balance system) and it's input is not depending on other subsystems in the main
system.

The output of the balance system deals with the output of main system.
The result shows that this treatment led to decreased the correlation ship from
(75%) to (25%).

2-1ntoduction

There are three kinds of the cryptographic system: the first one, is
transposition system; the second, is the substitution system and the third , is the
combination of the first and the second kind[3].

If we design a cipher system, we must be take an attention to the security of
the whole system depends on the security of all system element [1].

- cryptographic algorithm
- key generator

It is clear and understandable that if a strong (good) algorithm is applied,
but the key generator is a weak random, then an attacker (crypto analyst) will
break the system, and he will attacking the system in its weak points.

The basic design philosophy is inspired by some class of encryption
algorithms which is called "One-Times-Pad" (O.T.P) [5] which encrypts by
XOR'ing the plaintext with a random key. However, the One-Times-Pad
impractical for most applications. Instant, stream ciphers expand a given short
random key into a pseudo-random key system, which is then XOR'ed with the
plaintext to generate the cipher text. Consequently, the design goal for a stream
cipher is to efficiently generate pseudo-random bits which are indistinguishable
from truly random bits [2],[3].

3- Correlation:-

If linear feed back shift register (LFSRs) are combined by function
F(X1,X2,...,X) the highest values of the linear complexity are achieved if the

2[4
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nonlinear order of the combining function is maximum. But we have to face the
individual shift register sequences|[2].

For example:-
Geffe- Generator [3] Fig.(1)
LFSR1A —@
T l
onE
LFSR1B
A T
LFSR1C .
_/
This generator consists of three shift registers and the operations of this
systems are:
1- (AND) between the output of LFSR1 (A) with the negation the output of
LFSR2 (B).

2- (XOR) between the output of LFSR2(B) with the output of LFSR3(C).
3- (XOR) between the result of stepl and step?2.

Now if we make the truth table of this system as fellow:-
Table(1)
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s.t. Z=(~-BxA)+(BxC)
From the truth table of this key generator we obtain the probability
g=p(Z,=output of LFSRI)
s.t. q1=p( Zn=output of LFSR1(A))
so
CI1:O.75, q2:O.5, Q3:O.75
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it is clear that is a strong correlation between Z,, and LFSRi s.t. (i=1,2,3)
and we can see a strong correlation in other kinds of key generators like:-
(Bruer:threshold-generator) , (Pless-generator) [6].
Correlation Attacks

A good running key generator must produce a key system that has a long
period , a high linear complexity and good statistical properties in order to make
the key system unpredictable. But that is not enough , in fact, we must assume
that the cryptanalyst (Attacker) know the structure of the generator and with this
knowledge he may attack some of its internal components rather the key system
itself [2].This kind of attacker is call (Correlation Attack).

Many almost stream cipher are based on the linear feedback shift register
(LFSRs).A number of correlation attacks, such as [35,23,5,19,17,29], have been
developed to analyze them. In 1996 Golic devised the linear cryptanalysis of
streem ciphers. That technique could be applied to wide range of streem
cipher[1].

Solution to the correlation problem
Now, we suggest to solve the correlation problem:-
1- Independent balance system (1.B.S)

In this case we use a linear feedback shift register and we fill its contains
directly the output of the balance system deals with the final output of the main
system (with Z) fig.(1).

The truth table below show the use of (1.B.S.)

Table(2)
A B C D B |BxC |~BxA |Z, |~D+Z,
0 0 0 0 1 0 0 0 |1
0 0 1 0 1 0 0 0 |1
0 1 0 0 0 0 0 0 |1
0 1 1 0 0 1 0 1 |0
1 0 0 1 1 0 1 1 |0
1 0 1 0 1 0 1 1 |0
1 1 0 1 0 0 0 0 |0
1 1 1 0 0 1 0 1 |0

From this truth table we can see the probability g; become g;=0.125, q,=0.375,
05=0.375 and it is easy to see the correlation ship is weak.

2- Dependent Balance System (D.B.S.)

Now, we use a linear feedback shift register which it is contains by using
the output of other components in the main system (i.e. this shift register is the
subsystem of main system). As shows in the fig.(2)
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The truth table of this systemis:

Table(3)
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st. D=~(B+C)xA and Z,=D+ ~[(~BxA)+(BxC)]

From this table we obtain the fellow probability qi
g 1=3/8 g 2=3/8 q3=1/8

it is clear to note the correlation ship between the output of shifts registers (A ,
B and C ) and the final output are weak .

Conclusion

From this work we can reduce the correlation ship between the initial
contents of the shift registers of the system ( key generator system ) with the
final output of the system (the final key which it is used as the key deals with
plane text to obtain the cipher text).

In the future, the researchers can check: if we use this treatments, the
system has Maximum Correlation Immunity, but also has Minimum
Complexity.
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