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ABSTRACT

Innovative technologies of future generation networks such as Cyber-Physical
System (CPS), Mobile Ad Hoc Network (MANET), Vehicular Ad-Hoc Network
(VANET), Internet of Things (IOT), and Wireless network commonly known as
Wi-Fi have emerged, which require a distinguished understanding of the main
challenges and constraints that face the design and implementation of an
Intrusion Detection Systems (IDS) for such type of networks. Moreover, a
dramatic increase in the rate of cyber-attacks has increased, and new cases of
intrusions, bugs, novel attacking tactics, and vulnerabilities are evolving daily.
Intrusion Detection Systems (IDS) are one of the solutions against these attacks.
Thus, IDS needs to improve its performance in terms of its ability to detect new
attacks and respond to threats. Getting suitable datasets for evaluating various
research designs in IDS design domains is a significant challenge . The
machine learning (ML) design approach can quickly identify trends and patterns
of intrusions, bugs, tactics, and cyber vulnerabilities with minimum human
intervention. This paper reviews datasets for the research community.
Furthermore, it explores the challenges of Dataset for intrusion detection based
on Machine learning. It glances through a period of 6 years of intrusion
detection datasets, explores what is currently applicable, outlines criteria for
selecting the best Dataset, and explores future directions for creating relevant
datasets.
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1. Introduction

A dataset collects correlating information with
a mutual relationship or connection. One piece of
information affects or depends on another part of
the information belonging to the same Dataset. A
common approach to represent a dataset is the
tabular paten. In this approach, every column of a
table represents a particular variable in the Dataset,
and each row (set of variables) represents a specific
record of the Dataset[1]. Machine learning
algorithms are used to extract and discover the
correlated information from a given dataset by
treating each pace of data as a single unit running
on a single or multiple computer/processors by
ML[1]. Generally, and from this review
perspective, in research and as shown in Figure 1:
datasets fall into several categories such as baseline
data, simulations, Synthetic, traffic generation, and
live network/ Realistic[2]. A Baseline dataset is a
data set frequently used to evaluate other data
obtained later. Simulated data is a form of data in
which the owner uses a simulation program such as
Ns3, Riverbed OPNET, QualNet, GNS3, and so on
to generate normal and malicious behavior that
follows the set of predetermined rules and
objectives of the dataset owner[3]. In traffic
generation categories, the Dataset is obtained with
a network traffic generator tool or network traffic
simulator to mimic actual network traffic. A live
network dataset is obtained from an entire network
consisting of devices, users, servers, and attackers.
In network security domains, getting suitable
datasets for evaluating and designing an intrusion
detection system based on machine learning
approaches is a significant challenge for
researchers, developers, and dat a donors [4]. These
challenges are highlighted in Table 1[5]. The article
presents a simple and brief explanation of each
challenge highlighted in Table 1. Please refer to
reference[5] for readers interested in in-depth
details. The imbalance ratio (I.R.) is the ratio of the
number of instances in the majority class or
negative class to the number of instances in the
minority class or positive class [6]. For this review,
the positive class is the attack class, whereas the
negative class is the normal class. the reviewed
studies such as the applied algorithms, the size and
type of the used Dataset for training and testing,
classification output classes as binary or multi-
class, and imbalance ratio Table 2: is the summary
of research articles included in the review process
for this article. Information extracted and
summarized in this table are datasets, published

year, as well as ML approach, adopted these
datasets to design an IDS.[1],[7].

Fig. 1. The dataset types in Machine Learning.

This paragraph summarize the finding
shown in the table 2.The reader can notice from the
table 2 that ML approaches are widely used due to
their ability to detect any threats. vulnerabilities
accurately, quickly and quakily [1],[6].
Furthermore, these studies relied solely on labeled
datasets. The review found that developers prefer
labeled Dataset over unlabeled Dataset. Also,
Decision Tree, Neural Network, SVM, and K mean
ML approaches are the most broadly used between
(2016-2021) period. The paper presents a pie graph
showing the distribution of the applied ML
approaches in Figures 2 (a and b). It shows
the frequency (Figure 2 a) and relative frequency
(Figure 2 b) of values in the data. Frequency is the
number of times that value appeared in the data,
and relative frequency is the percentage of the total.
Per the selected articles from 2016 to 2021, the
review found that 31% of the latest published
research utilized the Decision Tree Algorithm.
Conversely, Regression approaches were adopted
in only 1% of published research. For provide more
details related to Dataset and approaches, Figure 3:
illustrates how the researchers have adopted the
datasets. In summary, developers utilized each of
CICIDS2017, N-BaloT, and 10TID20, which are
seven times, making 12% of the total Dataset's
usage. Next, developers used the BoT_loT and
CSE-CICIDS2018 Dataset six times. At the same
time, developers used loT-23, DS20S, and
CICDD0S2019 Dataset five times. Authors adopt
The ToN-loT and MQTT-IOT-IDS2020 three
times. The designer used CIRA-CIC-DoHBrw-
2020 four times. Also, the creator of IDS used both
AWID and MedBIoT once.
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Table 1. List of recent research in IDS from 2016 to 2021

Challenges

Meaning

Approval Forms of the Dataset

Some dataset donors require approval to obtain access to the Dataset, and this approval
process is frequently delayed.

Privacy of the Dataset

Realistic data are not allowed to be shared among users due to security policies, sensitivities
of actual data, lack of trust, and risk of disclosing digital information.

Labeling of the Dataset

some available datasets are manually labeled datasets, while some are packet traces without
identifiers, which influences the validity of the datasets.

Availability of the Dataset

Indicate the data is available to developers and researchers when and where they need it.

Obijectives of the Dataset

It Refers to rules and goals, choice of attack type, target protocol environment, and
categories of Dataset.

Scope of the Dataset

it specifies a set of report data, and most publicly available datasets become outdated and
unsuitable for making strong scientific claims because of variability in network segments.

Documentations of the Dataset

Information related to Dataset such as attack type, Operating system, number of machines,
features, dataset collection environment

Scenario of dataset collection
gather

Most data donors do not publish the intruders' success level in the datasets. Thus, a high
level of expertise is often required to understand these categories of attacks present in the
same Dataset.

Imbalance Ratio of the Dataset

A factor that estimates the ratio of the number of normal class instances to the number of
attack class instances in a dataset

C
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Table 2. List of recent research in IDS from 2016 to 2021

Rfe Year Dataset Method Rfe Year Dataset Method
KNN, LDA, DT, RF, LR, SVM,
[8] 2021 10T-23 NB, SVM, LR, DT, RF [37] 2020 DS20S ANN, AdaBoost
MLP, ET, k-NN, DT, RF, Bagging,
[9] 2021 CICDD0S2019 Stacked Auto Encoder-CNN [38] 2021 10TID20 Ada boost, GBM. XGBoost
MQTT-loT- DNN, NB, RF, kNN, DT, CSE-CIC- KNN, RF, Gradient Boosting,
(10 | 2021 1DS2020 LSTM, GRUs [39] 2020 IDS2018 Adaboost, DT, LDA
1] | 2021 TON"I(:; BoT- NB, KNN, SVM [40] 2021 CIDDS-001 RF, MLP, LSTM
Bagging, Extra Trees, XGBoost, NB, KNN, LR, DT, RF, CNN, RNN,
[12] | 2020 AWID RE. NB [41] 2020 N BaloT LSTM
[13] 2021 CICDD0S2019 DT, KNN, NB [42] 2020 BoT-loT RF, CNN, MLP
[14] 2021 10T-23 RF, SVM, KNN [43] 2021 N BaloT LR, ANN
[15] 2021 10TID20 LSTM, SLFN, NB, KNN [44] 2021 10TID20 CNN, LSTM, CNN-LSTM
LR, NB, D.T., R.F., ADABOOST,
[16] 2020 DS20S SVM, DT, ANN, RaNN [45] 2021 ToN-loT KNN, SVM. XGBOOST
[17] 2020 CICIDS2017 Fast KNN classifier (FKNN) [46] 2021 BoT-loT deep autoencoder
[18] | 2021 | CICDD0S2019 AE-MLP [47] 2021 ||(339rt|-||302T0 LR, SVM, DT., ANN
CIRA-CIC- RF, DT, GNB, KNN, LR,SVC,
[19] 2021 DoHBIW2020 QDA SGD [48] 2021 10TID20 SVC, XGBoost, Random Forest
[20] 2020 DS20S LR, SVM, DT, RF, ANN [49] 2020 DS20S LR, ANN
[21] 2020 CSE-CIC- KNN, NB, Adaboost- DT, [50] 2020 MQTT-loT- LR, k-NN, DT, RF, SVM (RBF
1DS2018 SVM, RF, MLP 1DS2020 Kernel), NB, SVM (Linear Kernel)
CSE-CIC- MQTT-loT- Neural network, RF, NB, DT,
22] | 2020 IDS2018 DT+RF+NB+SVM+KNN (1 | 2020 IDS2020 Gradient boost, MLP
ANN, DT, k-NN, NB, RF, CSE-CIC-
[23] 2021 CICIDS2017 SVM, CNN, EM, k-means, [52] 2020 DNN
SOM 1DS2018
[24] 2020 N BaloT Naive Bayes, CART [53] 2020 CICIDS2017 KNN, RF, ASEB:OE}I’LIER’ NB LDA,
LSTM-RNN, CNN, RNN,
[25] 2021 N BaloT BiLSTM-CNN [54] 2021 ToN-loT GBM, RF, NB, DNN
N-BaloT,
[26] 2021 MedBIoT, loT- LR, KNN, NB, DT, RF, MLP, [55] 2021 BoT-loT KNN, RF, LR
23 LSTM
27) | 2021 | '°TIB20:BOY | GNp ReKNN+DT+Ensemble | [56] | 2021 AWID KNN, RF, LR
CSE-CIC-
[28] 2020 DS20S DNN [57] 2021 1DS2018 KNN, RF, LR
[29] 2021 CICIDS2017 XGB, R.F.,,D.T., GBM [58] 2020 CICIDS2017 RF, BN, RT, NB, J48
RF, Light Gradient Boosting, RF, NB, J48, REPTREE, BNET,
[30] 2021 CICDD0S2019 CatBoost, CNN [59] 2021 BoT_loT ONER
[31] 2020 N BaloT CNN, RNN-LSTM [60] 2019 DS20S LR, SVM, DT, RF, ANN
CIRA-CIC- DT, KNN, RF, Extra Tree, GB,
[32] 2020 DoHBrW2020 LGBM, Kernel SVM, LR, [61] 2019 BoT-loT FNN
SVM, ANN
CIRA-CIC-
[33] 2021 DoHBrW2020 NB, LR, RF, KNN, GBM [62] 2017 CIDDS-001 DNN
CSE-CIC- DT, RF, CatBoost, LGB, XGB,
[34] 2021 1DS2018 NB, LR [63] 2018 AWID Autoencoder
[35] 2020 CICIDS2017 RF, IBK, JRip, MLP, NB, OneR [64] 2018 CIDDS-001 LSTM
36] | 2021 | cicDDoszo19 | CNNESTM BESTMUSLSTM | ey 1 2018 | cicipson7 NN, RF, MLE, 193, N, QDA,
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Finally: no usage of the CICDarknet2020,
CIC-Bell-DNS2021and CIC-Bell-DNS-EXF-2021
dataset was noticed in this period (2016-2021).

1% 0%
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0% 12% |

m Decision tree Deep larning
Instance-based learning Bayesian methods

m Clustering methods = Regression

m Regularization methods mKernel methods

m Ensemble methods m Dimensionality reduction

® Association rule based mneural network

Fig. 3.Year-wise distribution of adopted datasets by the
researchers 2016-2021.

3. Aproaches based on machine learning

In the ML field, and as shown in figure 4,
Dataset used to build models is available in two
forms: One Single Dataset File (1-D-F) (Single
file) and Two Dataset Files (2-D-F) (Two Files). In
1- D-F, some of the developers divide the original
subset into training, validation, and test subsets. In
contrast, others split the initial subset into train and
test subsets. In the case of (2-D-F) (Two Files), The
developers can either break the training subset into
train and validation subset or use the train as it is
without further splitting it into train and validation
subset. This review recommends using three
subsets for neural network model types. At the
same time, the two subsets are peripheral to other
kinds of models. Nonetheless, developers may use
the three subsets for models not based on neural
network approaches. In Two Dataset Form (2-D-F),
the original Dataset comes into two subsets of data,
the training subset, and the test subset, so there is
no need to partition the Dataset unless they wish to
use part of the Dataset for validation purposes. All
these subsets must randomly sample a larger body
of the data and should be made uniform and
understandable for a machine learning algorithm.
In general, the results size of the training subset
must be the largest among the three subsets.
Moreover, developers recommended using a 70%:
20%:10%ratio for training, test, and validation
subsets Was add, This is consider as the rule of
thumb in machine learning based designs. The
majority of developers follow this rule This is
consider as the rule of thumb in machine learning
based designs.The majority of developers follow
this rule. This review and IDS-based ML designs

recommend utilizing three Dataset Files (3-D-F) to
partition the Dataset by either developers or
donors. In (3-D-F), the developer can use Two
subsets of data to train the model: the original
subset and the balanced subset. The initial subset
represents the original Dataset without any
processes applied by a developer to change it. In
contrast, the balanced subset represents the original
Dataset after repairing the imbalance issue in the
original Dataset through data balancing techniques.
The third subset is the test subset and should be
used to test the model [1],[6]. Figure 5 illustrates
the three forms: One Dataset Form, Two Dataset
Form, and Three Dataset Form (suggested by this
review). In general, machine learning design
developers follow procedures explained in figure 3
to create the final accepted model that meets the
expectations or needs of the design
requirements[1],[6]. Moreover, it is vital to
building the models using a representative dataset
to design an efficient machine learning-based IDS.
A representative dataset is a particular subset of the
original Dataset. It stimulates the training subset,
which has two main characteristics: It is
significantly smaller in size compared to the
original Dataset, and it captures the most
information from the original Dataset compared to
other subsets of the same size. Existing intrusion
detection datasets have several flaws. For example,
old, they lack current attack trends or contain
obsolete network traffic patterns. Second, many
datasets are not publicly available and repeatable
due to copyright and privacy concerns.
Furthermore, datasets are usually tailored to
specific scenarios (DDoS attacks in backbone
networks) and frequently do not include attack
labels A distributed denial-of-service(DDoS )
attacks is a malicious effort to interrupt a server,
service, or network's regular traffic by flooding it
withInternet traffic[1],[6].

Some of the researchers use publicly
available datasets to design IDS. Other researchers
use simulation software to simulate and record
network traffic of both normal and attack behavior.
While the rest maychange well-known datasets to
add synthetically manufactured attacks well-
known datasets such that to evaluate and compare
different IDSs.For decades, IDS developers have
used various approaches to build IDS. One such
approach is machine learning (ML) .Attacks are
becoming more numerous and sophisticated.
intrusion detection systems (IDSs) are robust.
However, evaluating the performance, detection
accuracy, and false positive rate of intrusion
detection system is critical for their development.
In addition to latency for some networking
environments such as industrial cypher physical
systems. The design of an ML-based IDS should
consider these.
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Dataset Files

Fig. 4. The dataset in Machine Learning.

4. Dataset Selection Criteria

In this section[67], the paper demonstrates
the selection process criteria that the review
follows to either select or exclude a particular
dataset in the under review article and the review
process. The paper present some essential measures
to ensure review research of interest only. Firstly,
the article must be published in 2016 and up to
2021 to ensure get only the most recent research so
that our study is relevant and not outdated.
Secondly, the article was published in a scientific
journal or conference to ensure the validity of the
content, which has been peer-reviewed and
approved. Thirdly, the paper must use ML for IDS
since this study's objective, so this paper must work
within the scope of our research in this subsection,
this paper present datasets used for designing IDSs
by developers, and include them in this review
since they pass the selection criteria process, as
shown in figure 6.
Table 3: Summarizes 18 existing datasets, their
release year, and Dataset's donor through a period
that spans from 2016 into 2021.These datasets
namely: AWID[68], CIDD-001[69], UGR’[70],
CICIDS2017[65], CSE-CICIDS2018][65],
CICDD0S2019 [71], N-BaloT[72], loT-
23[73],BoT_loT[74], 10TID20[75], ToN-loT[76],
CIRA-CIC-DoHBrw2020(77], S208S[78],
MedBIloT[79], CICDarknet2020 [80], CIC-Bell-
DNS2021[81], CIC-Bell-DNS-EXF-2021[82] and
MQTT-IoT-IDS2020[83]. As we can see in Table 2
that the Canadian Institute for Cybersecurity is the
largest donor of the Dataset, with five datasets.
Furthermore, more donors are taking their roles to
provide datasets for researchers and helping to
reduce the problem of lack of Dataset through
providing publicly free intrusions detection
datasets. In addition, it is good to notice that
Universities are the leading in this donation in this
perio.Conversely,federalandmilitary organiz ations
have been leading in this field for the previous
period (from 1999 to 2010) Figure 7 illustrates the

Machine Train Machine Test Machine Feedback
Learning Model Learning Model Learning Mode! Control

. . Machine Leaming
Retrain Machine

Model Accepted Machine
Learning Model Satisfy Design - Learning Model
Requirement

Fig. 5. Most commonly procedures followed by machine
learning design developers.

Year-wise distribution of the datasets on the subject
area of intrusion detection-based machine learning.
As heightened in Figure 7, In 2020, there were five
publicly available datasets,and an increase in the
number of sophisticated IOTs IDS Dataset is
notable starting from 2019.

5. Relevant Work and Further Reading

This section takes care of a review related
to intrusion detection system Dataset in 1oTs and
compares specific previous reviews with our
review as shown in Table 4.

6. Description of Datasets of 10T and

TICS Environments

This section first displays the review’s included
datasets and provides a simple description of each
of them. Then, in table 5: the number of features,
class type (binary or multi), and the environment
(10T, TICS, WiFi). The paper describes
CICIDS2017, N-BaloT, and 1oTID20 primarily.

CIC-IDS-2017[65],was created within an emulated
environment over five days and contains network
traffic in packet-based and bidirectional flow-based
formats. The authors extracted more than 80
attributes.

7
6
5

Year-wise distrbution of
the dataset

2016 2017 2018 2019 2020 20

Fig. 7. Year-wise distribution of the Dataset on the
subject area IDS
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Dose the dataset release
between 2016 and
20212

Fig. 6. Selection Process
Criteria Flowchart

Dataset is the University of New Brunswick
(Canadian Institute for Cybersecurity). The
Imbalance ratio of this Dataset is 471453:2359087,
and the Dataset is of live network categorized. The
CIDS 2017 was a set of CSV and PCARP files.

Next is N-BaloT [72], which was collected
from a simulated 10T environment to capture
several benign and botnet events. Some loT
devices are six linked with WiFi, several access
points, and a wire connected to a switch and router.
Network traffic was collected from a small-scale
network using the Wireshark that drops many
packets in high-bandwidth networks. The main
constraints of this Dataset are that it does not
include telemetry data of 10T sensors to determine
the efficiency of new federated security solutions
and does not include data traces of operating
systems. This Dataset is simulated categories. The
Imbalance ratio of this Dataset is 6506674:555932.
The N-BaloT was a set of CSV files as well as
PCAP files.

The second position utilized dataset group
Bot-10T [74] created at the University of New
South Wales Canberra for evaluating intrusion
detection and network forensics systems. It has
various botnet and malware events and large-scale
raw packets collected from different virtual
machines. It has several 10T systems for benign
operations with various data features. Nonetheless,
the Dataset does not have hacking vectors against
IoT systems and does not include audit traces of
operating systems. This Dataset is traffic-generated
categories. The Bot-1oT was a set of CSV files as
well as PCAP files.

CSE-CIC-1DS2018 [65], the Dataset was
captured for ten days. The donors extracted more
than 78 attributes of 83 features. Some features
include flow duration, minimum/maximum packet
size, and destination port. The full dataset has
13,484,708 benign flows and 2,748,235 attack
flows, that is, 16,232,943 flows in total. The data
set is publicly availablel and contains brute force,
DoS, web, port scan, Infiltration, Botnet, and
DDoS attacks. The donor of this Dataset is the
University of New Brunswick (Canadian Institute
for Cybersecurity). The Imbalance ratio of this
Dataset is 2748235:13484708, and the Dataset is of
live network categorized. This Dataset has similar
properties to CICIDS 2017 that make it suitable to
compare both. The CSE-CIC-IDS2018 was a set of
CSV files as well as PCARP files.

The Avast AIC laboratory created 10T-23
[73]. The Dataset contains 20 malware captures
from various 10T devices and three captures for
benign anomalies. A partnership with the Czech
Technical University in Prague helped to collect
10T-23. Furthermore, it is suitable for malware
detection, and our review recommends reference
engineering methods for this Dataset. Also, it is
compatible with its environment. The 10T-23 was a
set of CSV file well as PCAP files.

CIDDS-001[69], The CIDDS-001 Dataset
incorporates four weeks of unidirectional flow
network traffic. As a unique feature, the Dataset
encompasses an external server in the cloud
computing environment. The CIDDS-001 data set is
encompases SSH brute force, DoS and port scan
attacks, and several attacks captured from the wild.
Moreover, the donor of Dataset updated it in two
versions. This Dataset is a benefit to building a
specified 1DS for brute force, port scanning attack
and traffic analysis.

DS209[78], by Pahl and Aubet is very helpful
in evaluating the effectiveness of ML as well as DL-
based algorithms not only in smart cities but also in
intelligent factory architectures. It is open-source and
introduced concerning new generation 10T security
environments. The Dataset contains a total of 357952
samples with 10017 anomalous and 347935 benign
values. It comprises 13 features and seven types of
attacks: denial of service, malicious behavior, wrong
setup, spying, scan, and data type probing attacks.
The Imbalance ratio of this Dataset is 1431:49705,
and it is of traffic generation categories. The DS20S
was a set of CSV files as well as PCAP files.

CICDD0S2019 [71] Dataset has only DDOS
attack instances and encompasses 87 features.
Twelve DDoS attacks on training day and seven
attacks on testing day.The training sample contained
a malicious profile of MSSQL, SNMP, NTP, UDP,
DNS, LDAP, NetBIOS, SSDP, UDP-Lag,
WebDDoS, SYN, and TFTP. Thus, the types of
DDoS attacks in the Training sample are slightly
different and less in the number of the types of DDoS
attacks in the Testing sample.
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Table 3. Existence of publicly available Dataset from 2016 to 2021.

Issued
Year Dataset Donor
2016 AWID University of AEGEAN
2016 UGR’16 University of De Granda
2017 CIDD-001 Coburg University of Applied Sciences
2017 CICIDS2017 Canadian Institute for Cybersecurity
2018 BoT _loT University of New South Wales Canberra
2018 DS20S Francois Xavier Aubet
2018 CSE-CICIDS2018 Canadian Institute for Cybersecurity
2018 N-BaloT Singapore University of Technology and Design and Ben-Gurion University of the
2019 ToN-loT University of New South Wales Canberra
2019 CICDD0S2019 Canadian Institute for Cybersecurity
2020 MedBloT Tallinn University of Technology; Estonia
2020 MQTT-10T-1DS2020 IEEE Data Port
2020 10T-23 Stratosphere Laboratory CTU University
2020 10TID20 King Faisal University
2020 CIRA-CIC-DoHBrw- Canadian Institute for Cybersecurity
2020 CICDarknet2020 Canadian Institute for Cybersecurity
2021 CIC-Bell-DNS2021 Canadian Institute for Cybersecurity
2021 CIC-Bell-DNS-EXF- Canadian Institute for Cybersecurity
Table 4. Comparison of this Review and similar Review.
Ref Purpose of the review The years the papers were | summarize 10T
published popular Environment
benchmark
datasets
[84] Machine Learning Techniques 2015-2020 no no
[85] Machine Learning Techniques 2015-2018 no no
[86] techniques, datasets, and methods used on 2016-2020 no no
[87] intrusion detection techniques and Datasets no no
[88] ML and D.M. Techniques used for 1DS - no no
Our Review for Datasets of future generation 2016- 2021 yes yes
Review Networks




Therefore, the testing sample can serve two
purposes. The first is a sample to evaluate the
proposed model, and the second has a zero-day
attack as it was missing from the training sample.
The authors executed the PortScan attack on testing
day. Thus, the PortScan attack is unknown when
evaluating the proposed model by developers who
adopt CICDD0S2019. In comparison, the Testing
sample contained a malicious profile of PortScan,
NetBIOS, LDAP, MSSQL, UDP, UDPLag, and
SYN. The Imbalance ratio of this Dataset is
50006249:56863, and the Dataset is of live network
categorize. This Dataset has only DDos attacks type,
and thus it makes an excellent choice to develop an
IDS for 10Ts since DOS and DDoS attacks. The most
dangerous attacks in the loTs environment now and
in the future are DoS and DDoS. The CICDD0S2019
was a set of CSV files as well as PCAP files. CIC-
DoHBrw-2020 [77] dataset captures benign and
malicious DoH traffic along with CIRA- non-DoH
traffic. To obtain the representative Dataset, the
authors generated The HTTPS (benign DoH and non-
DoH) and DoH traffic. Benign DoH and non-DoH
are achieved by accessing the top 10,000 Alexa
websites and using browsers with DNS tunneling that
support DoH protocol for the browsers. The Dataset
has a total of 34 features and four classes. The
number of samples in this Dataset is around 1.4
million. During the data collection phase, donors
ignored  too-small packets for dimensionality
reduction. This Dataset is suitable for studying and
developing a firewall against intrusions of domain
name system servers. this Dataset is of real network
traffic categorized. However, the concern is that the
level of success of the intruders in the datasets is
some who are not sharply clean. Thus, a more
advanced ML approach is required to extract
effective patterns and features of anomalies behavior.
The CIC-DoHBrw-2020 was a set of CSV files as
well as PCAP files.

TON_loT [76] addressed the main
limitations of existing datasets. The designer uses a
novel orchestrated architecture to demonstrate
edge, fog, and cloud layers’ interconnections. The
donors dynamically deployed these interactions
using SDN, NVF, and service orchestration
technologies. The datasets have four heterogeneous
data sources and concurrent collections of
legitimate and attack events traces of operating
systems related to loT and IloT and network
systems service. TON_loT has 796,380 benign
flows and 21,542,641 attack flows and 22,339,021
flows in total. The Imbalance ratio of this Dataset
is 796380:21542641. TON_loT fits the
requirements needed to design an Intrusion
detection system for cloud computing, loTs
environments, and Fog computing. The TON_loT
was a set of CSV files as well as PCAP files.
MQTT-10T-IDS2020 [83] simulates a network that
utilizes MQTT protocol in an MQTT network

architectur& he Thata seieimabukles coamyrettack tyjedgdike brute force, Pe

sensors, a broker, a simulated camera, and an
attacker. At the same time, the behavior includes
Benign, UDP scan, Sparta SSH, and MQTT brute-
force attack. MQTT-loT-IDS2020 is of simulated
type categories. The MQTT-10T-1DS2020 was a set
of CSV files as well as PCAP files. Donors of
AWID [68] create a small 802.11 network
environment of 11 clients to capture WLAN traffic
in packet-based format. The AWID [6] has Thirty-
seven million packets and 156 attributes during one
hour. The AWID includes 16 attacks. AWID is
split into a training and a test subset. This Dataset's
Imbalance ratio for AWID-Train is
1633190:162385 and for AWID-Test is
530785:44858, a live network category. Moreover,

The author updated Dataset in version two
(AWID2) and version 3 (AWID3) of the AWID
project. All three versions were a set of CSV files.
The Tallinn University of Technology donated a
medium-sized 10T botnet dataset represented by
MedBIoT [79]. The testbed is a combination of
actual and simulated loT devices. The Dataset
consists of three significant botnets: Mirai, Bash
Lite, and Torii. The Imbalance ratio of this Dataset
is 4782:994828, which is of the synthetic category.
Donors of CIC Bell DNS 2021 collected Real-time
DNS-related data in [83]. CIC Bell DNS 2021 adds
an extra advantage for ML developers to mine
patterns of intrusions. It helps flag a request as
benign, spam, phishing, or malware, and it has 32
features formed from DNS-statistical and linguistic
components. CIC Bell DNS 2021 contained
400,000 benign instances and 13,011 malicious
instances. The Imbalance ratio of this Dataset is
13011:400000. Also, and it is of the real live
network category. The CIC Bell DNS 2021 was a
set of CSV and PCAP files.
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7. Description of Datasets of Other
Environments

1.WSN:

A. WSN-DS [89], For the WSN environment, the
WSN-DS, a specialized dataset for WSN, was
constructed to classify four types of DoS attacks.
The considered attacks are Black hole, Gray hole,
Flooding, and Scheduling attacks. The data were
collected using NS-2 and processed to produce 23
features, in addition to including normal behavior,
it was also able to collect 374661 records
containing the signatures of DoS attacks. In
addition, the authors provide mathematical
validation of the created Dataset to ensure its
correctness. The constructed Dataset is called
WSN-DS. It is in a simulated category.

B. GPRS: is a dataset specific to the wireless
environment(IEEE802.11)[90].The authors generated
two WEP/WPA and WPAZ2 topologies. It has 9600
instances and 15 features from WEP/WPA. The
proportion of normal and malicious classes is 62.5
and 37.5, respectively. Furthermore, the authors
obtained 7500 samples and 16 features from the
WPAZ2 topology. GPRS comprises normal class (60)
and malicious class (40). It is in the simulated
category.

C. LWSNDRJ91], which is a labeled dataset. The
data consists of humidity and temperature
measurements collected from the sensor nodes in
two versions, single-hop and multi-hop single, for 6
hours at intervals of 5 seconds. LWSNDR cannot
accommodate 10T environments regarding security
threats related to I1oT.

2. SWaT:

The SWaT[92], dataset was systematically
generated from the Secure Water Treatment Testbed
to address this need. The authors create the testbed
for 11 days of continuous operation seven days under
normal scenarios and four days under attack
scenarios. All network traffic was collected equally
from the sensor and actuator during the data
collection process. The dataset contains all the
network traffic captured during this time. The
Dataset also consists of all the values obtained from
all the 51 sensors and actuators available in SWaT.
The authors labeled all the data acquired during this
process according to normal and abnormal behaviors.
Attack Scenarios.The attack model considers the
intent space of a CPS as an attack model.

SWaT has thirty-six attacks. This Dataset aims
to assist various researchers in designing solutions,
testing, evaluating, and comparison purposes for
CPSs research. It is in the simulated category.

3. V2X Security Threats:

This V2X[93], contains normal and attack
messages. The attack messages include DoS and
Fabrication attacks. The authors of V2X divide the
class of DoS attacks in terms of the frequency of
the attack. Conversely, fabrication attacks are
divided into speed, acceleration and heading. This
Dataset is unlikely to be suitable for ML-based
approaches.

4. LITNET-2020[94], dataset was benchmark
generate from the real-world academic network
consists of senders, collectors and this dataset
contains real-world network traffic data and
annotated attack captured over 10 months. It has 85
feature attributes and 12 attack types. The dataset
can be useful to cybersecurity researchers and
could be used as a modern benchmark network
intrusion dataset.

VeReMi [95], Finally, the authors used the
OMNeT++ simulation program to produce
VeReMi. It is a simulated category consisting of
message logs of onboard units and labeled ground
truth. The VeReMi includes malicious messages
intended to trigger incorrect application behavior.
Moreover, the initial Dataset contains several
simple attacks.

8. Data Set Characteristics comparison

In this section, the review explores our list of
datasets. To be able to compare different datasets
side by side and to help researchers find
appropriate datasets for their specific evaluation
scenario, it is necessary to define common
Therefore,

Table 5. Description of Datasets

Dataset No. Of Binary Multi- | Environment
Features classes class
AWID 154 Yes Yes (15) WiFi
BoT_loT 86 Yes Yes (11) 10T
UGR’16 47 Yes Yes (9) TICS+NIDS
CIC-Bell- 32 Yes Yes (4) TICS+NIDS
DNS2021
CIC-Bell-DNS- 30 Yes Yes (13) | TICS+NIDS
EXF-2021
ClICDarknet202 85 Yes Yes (9) TICS+NIDS
0
CICDD0S2019 88 Yes Yes (13) | TICS+NIDS
CICIDS2017 80 Yes Yes (15) | TICS+NIDS
CIDD-001 15 Yes Yes (5) TICS+NIDS
CIRA-CIC- 34 Yes Yes (4) TICS+NIDS
DoHBrw-2020
CSE- 80 Yes Yes (10) | TICS+NIDS
CICIDS2018
DS20S 13 Yes Yes (7) 10T
10T-23 86 Yes Yes (10) 10T
10TID20 86 Yes Yes (5) 10T
MedBloT 100 Yes Yes (5) 10T
MQTT-10T- 598 Yes Yes (7) 10T
1DS2020
N-BaloT 115 Yes Yes (11) 10T
TON-10T 83 Yes Yes (10) 10T
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Table 6 : explore particular datasets properties used
in the literature to assess intrusion detection
datasets seven properties reflect general
information about the Dataset, the year of creation,
availability, presence of [normal and malicious
network traffic], Balanced, Labeled and Updated
Process. properties as an evaluation basis[96)].

1) year of creation: Since network traffic is subject
to concept drift and new attack scenarios show
every day, the year of an intrusion detection data
set plays an important role. The year in which the
author’s captured Dataset is more relevant for
timeliness than the year of its publication.

2) Public Availability: datasets should be available
to researchers for comparing different intrusion
detection methods. Table 8 includes three other
characteristics for public availability datasets: yes
(means that the Dataset is available for
researchers), no (means that the Dataset is not
available for researchers), and on request (means
that access will be given after sending a message to
the authors).

3) Normal User Behavior: This property indicates
the availability of normal user behavior within a
dataset and takes the values yes or no. The value
yes demonstrates that there is normal user behavior
within the dataset. In general, academics primarily
determine the quality of an IDS by its attack
detection rate and false alarm rate. Therefore,
normal user behavior is indispensable to evaluate
an IDS. Nonetheless, the absence of normal user
behavior does not make a dataset unusable. Instead,
it indicates that it has to be merged with other
datasets or real-world network traffic,such as
merging overlaying and orsalting[97],[98].

4) Attack Traffic: IDS datasets should include
variant attack scenarios. This property indicates the
presence of malicious network traffic within a
dataset and has the value yes if the data set contains
at least one attack. Table 6 provides additional
information about the specific attack types.

5) Balanced: For an accurate and high-accuracy
model, our review recommended that either authors
or donors balance the datasets concerning their
class labels. Consequently, datasets should contain
an equal or almost equal number of samples from
the normal and attack classes. One of the potential

issues in the field of machine learning is
Imbalanced. Developers can approach this problem
by correctly analyzing the data. A few approaches
that help tackle the issue at the data point level are
under-sampling,  oversampling, and feature
selection. He and Garcia[99]provide an overview of
learning from imbalanced data.

6) Labeled: Labeled data sets are necessary for
training supervised methods and evaluating
supervised and unsupervised intrusion detection
methods. This property denotes if data sets are
labeled or not. Our review set this property to yes if
there are at least two classes, normal and attack.
Possible values in this property are: yes, yes with
B.G. (yes with background), yes (IDS), indirect,
and no. Yes, with background means that there is a
third-class background. Packet flows or data points
that belong to the class background could be
normal or attacked .

7) Update process efficiently: can be upgraded
Dataset to a new version as new attacks appear or
the attacker uses new tactics.

9. Review Conclusion and findings

In this section, we will summarize popular
benchmark datasets used for designing intrusion
detection systems for 10T by developers. Machine
learning research widely depends on datasets,
whether these are publicly available or restricted
access. Table 2, introduces standard datasets
developers utilize to design intrusion detection
systems for 10T. Moreover, previous surveys of 10T
have not dealt with available datasets in the
academic field that can be used to assess, design,
and evaluate IDS for 10T.

Since donors of most of the Dataset
gathered their Dataset over a TICST field lacks
datasets appropriate for research in the IloT
computing field. Thus, the survey sees a need for
datasets gathered and collected based on real lIoT
computing environments. This context includes
datasets that incorporate protocols such as MQTT,
XMPP, LoRWAN, Bluetooth, Wi-Max, Zigbee,
and NFC.

However, designers and developers can
utilize datasets such as AWID and GRPS for an
loT that uses WiFi as the essential communication
protocol across connected things. Nonetheless, the
Dataset is collected based on datalink layer
protocols and host-based audit material, which
makes it suitable for host-based intrusion detection
systems in the data link layer. The same rules are
applied to GPRS and MQTT-IOT-IDS2020
Dataset.

Choosing a specific dataset to assess the
IDS performance is a process that depends on both
the IDS problems and the targeted security
requirements. Furthermore, datasets are collected
based on Hadoop, Bigdata, and AWS schemes.
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SDataset Issued Year Publicly Normal attack Imbalance Labeled Updated
available Traffic Traffic Ratio Process
AWID 2016 Yes Yes Yes No Yes Yes
UGR’16 2016 Yes Yes Yes No Yes Yes
BoT_loT 2018 Yes Yes Yes No Yes Yes
CIC-Bell-DNS2021 2021 Yes Yes Yes No Yes Not Yet
CIC-Bell-DNS-EXF- 2021 Yes Yes Yes No Yes Not Yet
2021
CICDarknet2020 2010 Yes Yes Yes No Yes Yes
CIC-DD0S2019 2019 Yes Yes Yes No Yes Not Yet
CICIDS2017 2017 Yes Yes Yes No Yes Not Yet
CIDD-001 2017 Yes Yes Yes No Yes Yes
CIRA-CIC- 2020 Yes Yes Yes No Yes Yes
DoHBrw-2020
CSE-CIC-1DS2018 2018 Yes Yes Yes No Yes Yes
DS20S 2018 Yes Yes Yes No Yes Yes
1oT-23 2020 Yes Yes Yes No Yes Yes
10TID20 2020 Yes Yes Yes No Yes Not Yet
MedBloT 2020 Yes Yes Yes No Yes Not Yet
MQTT-IOT- 2020 Yes Yes Yes No Yes Yes
1DS2020
N-BaloT 2020 Yes Yes Yes No Yes Not Yet
TON-IOT 2020 Yes Yes Yes No Yes Yes

Developers and Academics can use loT
simulators such as Simple loTSimulator, SUMO,
QualNet, and Contiki Cooja for collecting data.
The simulation scenario can simulate the loT
network that uses MQTT, CoAP, MQTT-Broker,
COAP, or LoORWAN to collect the data related to
the protocols and the network traffic of malicious
and normal data. Indeed, the potential absence of
efficient intrusion benchmarks or datasets relevant
to loT communication protocols and standards is a
critical issue in academic research. This survey
recommends choosing a dataset close to or
identical to real-time network traffic.

Table 4 presents the most common intrusion
detection system datasets widely used in academic
research. Our review found that 40% of reported
IDS samples used the NSL-KDD Dataset, even
though this Dataset is less suitable for the loT
environment. Moreover, 12% of

reported IDS samples used the CICIDS2017, N-
BaloT, and 10TID20. RPL dataset and l1oTs MQTT
are more suitable for the loT environment.
Nonetheless, these two datasets were not collected
by highly reputable cybersecurity centers such as
CICIDS2017, N-BaloT, and 1oTID20.Figure 8
illustrates the Percentage of the Dataset Utilization
in the state-of-the-art IDS for 10T.

Other environments datasets are scarce
resources, and one of the findings of this review is
that there is an urgent need for datasets that
developers can use to design an IDS for these
environments. We recommend a call for donations
to the university so that a more publicly available
dataset for these environments will be available
soon. Moreover, most Datasets compatible with
VANET, MANET, and CPS are either not publicly
available or not from an authenticated source or
donner. In this review, it include only publicly
available Dataset from a certified source in the

academic research field. Future developers must
deal with the challenge of finding acceptable
datasets for intrusion detection in 1OTs and
VANET, MANET, and CPS. The donors must
design and create efficient and accepted realistic,
albeit synthetic, datasets for intrusion detection. To
develop an IDS-based machine learning for
intrusion detection, the Dataset must include audit
logs and raw network data.

To illustrate, CVS and PCAP files.
Moreover, it must include a variety of present-day
attacks.

Also, the Dataset must represent realistic
and diverse normal traffic. In addition, one of the
crucial aspects of the Dataset is that it should be
carefully labeled and ensure privacy. Finally, the
Dataset must be accepted by the academic research
community. To test the designated, I1.D.s,
developers must use several datasets to check for
results compatibility.
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