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An access point offers wireless networking to several wireless client nodes 

in the shared medium when using IEEE 802.11 wireless local area 

networks in infrastructure mode. The related nodes could be at risk of 

security attacks. In the field of cybersecurity, it is not sufficient to identify 

vulnerable points; rather, the difficulty lies in learning how hackers can 

take advantage of weak points to take countermeasures. This research 

paper simulates some of the risks caused by an attacker when connecting 

to an AP, as well as the risks of connecting to open Internet networks in 

public places, the importance of not using them to transfer personal data, 

and the need to raise awareness of the importance of protecting wireless 

networks. The Bettercap tool from the Kali Lunix operating system was 

used to simulate Address Resolution Protoco (ARP) spoofing attack, 

Secure Sockets Layer (SSL) Stripping attack, Domain Name System  

(DNS) spoofing attack, and Denial of Service (DoS) attack, which are 

based on Man in the Middle (MITM) attacks. 
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1. Introduction 

In the modern world, the Internet has risen to 

the top of our priority list. Both the Internet and 

cellphone networks are essential to most of our 

everyday activities. The dominant platform is social 

media. Additionally, the convenience of online 

shopping and banking is growing daily, and it is 

impossible to achieve without the internet. Because 

they were required to have access to the Internet, 

hackers could more easily target them. Hackers 

mostly aim to steal sensitive information from 

various organizations, perhaps leading to financial 

loss [1]. 

One of the most extensively used wireless 

technologies in public spaces is Wi-Fi, which offers 

high-speed networking services for little or no cost. 

Because wireless clients in IEEE 802.11 

infrastructure mode must associate with an access 

point (AP) in order to communicate wirelessly, Wi-

Fi becomes a breeding ground for various 

cyberattacks, the most prevalent of which is the 

MITM [2]. Because the attacker and the clients share 

the same wireless media, it is simple to cause an 

interruption in service, take frames from the victim 

nodes, and fabricate frames for spoofing [3]. In the 

event that customers connect to an IEEE 802.11 

wireless network, interact with an AP, and utilize an 

Internet application, an attacker may try to carry out 

more sophisticated attacks to infect the clients or 

access point with malicious material while they are 

online [4]. 

        There is a lot of research on the risks of MITM 

attacks based on spoofing. In [5] 2020, the ease of 

carrying out an ARP spoofing attack using the 

websploit tool and the wireshark software in Kali 

Linux was explained, showing the possibility of 

capturing all user data through this attack, and 

methods were identified to protect against this 

attack. In [6] 2021, the implementation of one of the 

most famous MITM attacks based on ARP spoofing 

was described. A Raspberry Pi single-board 

computer was used to carry out the attack, and the 

research showed the possibility of using the 

Raspberry Pi to carry out cyber-attacks of this type. 

In [7] 2021, it was examined if the DNS Security 

Extensions (DNSSEC) can strengthen DNS security 

against DNS spoofing and mitigating DNS 

vulnerabilities. In [8] 2023, a detailed study was 

presented on DNS spoofing, its risks, resulting 

threats, countermeasures, and the importance of 

using DNSSEC. In [9] 2023, the ease of carrying out 

a DNS spoofing attack and the serious threats 

resulting from this attack were demonstrated using 

the Bettercap tool to model DNS spoofing. It also 

highlighted the importance of enhancing DNSSEC. 

This paper uses Kali Lunix's Bettercap tool, an 

effective social engineering tool, to simulate ARP 

spoofing attack, SSL Stripping attack, DNS 

spoofing attack, and DoS attack on a wireless 

network, showing the risks of vulnerabilities in 

wireless networks and the damage caused by 

hackers while connecting to an access point with 

Suggest countermeasures to avoid this type of 

attacks.  

  

2. The Theoretical Bases 

The MITM attack is considered one of the most 

dangerous attacks against a wireless network, where 

a hidden third party controls and eavesdrops on the 

data transfer between two or more parties and 

convinces the two hosts that they are communicating 

with each other directly. An attacker can modify, 

intercept, change, or replace the target victim’s 

communication traffic in an MITM attack. it can be 

used to invoke attacks such as a DoS attack, 

spoofing-based attacks, port hijacking, and session 

hijacking [10,11]. 

 A spoofing-based MITM attack is a technique 

used by MITM attackers to trick victims into 

believing they are legitimate endpoints. The attacker 

uses spoofing to intercept legitimate 

communications between two hosts and control the 

transmitted data, keeping the hosts unaware of the 

presence of the intermediary. An attacker can spoof 

several network protocols based on the MITM, such 

as the Internet Protocol (IP), ARP, DNS, Dynamic 

Host configuration Protocol (DHCP), and domain 

name [12,13]. 

1-ARP Spoofing attack: the ARP converts 

network layer addresses (IP addresses) into link 

layer addresses (Media Access Control addresses). 

The ARP protocol is a request-and-reply mechanism 

that operates only within the bounds of a single 

physical network [6]. When a device wants to send 

data to another device on the same local network, it 

looks up the Media Access Control (MAC) address 

of the destination device in the ARP table. If it does 

not exist, it sends an ARP request containing the IP 

address of the destination device to all devices on the 

network. When the requested device receives an 

ARP request containing its IP address, it sends an 

ARP response message containing its MAC address 

[14]. ARP is a stateless protocol, ARP does not 

perform any authentication, nor does it verify the 

accuracy of the IP-MAC address match. An attacker 

exploits this vulnerability and sends a forged ARP 

message to the local network using ARP spoofing, 

also known as ARP cache poisoning [15]. Any 

attacker connected to the wireless local-area 

network (WLAN) has the ability to send a fake ARP 

reply message to the victim with their MAC address 

associated with the target host's IP address. If the 

router is the target host and the attacker additionally 
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sends, the attacker will receive all traffic going from 

the victim to the target [16].  

2-DNS Spoofing: the DNS is one of the basic 

protocols within the Transmission Control 

Protocol/Internet Protocol (TCP/IP) suite. It is used 

to connect the server and the client device by 

translating the names of websites into IP addresses 

in digital notation [17]. DNS allows people to 

browse the web more easily by avoiding the need to 

save IP addresses Because of the way the system 

works, it transmits data in plain text, security attacks 

can be easily launched against it [18]. Attack using 

DNS spoofing an attacker must know how to use an 

ARP spoofing attack to intercept traffic between the 

client and the gateway router. At this point, an 

attacker can read DNS messages and produce a 

response message with the same query identifier and 

a fake name server IP address, or they can change 

the nameserver's IP address in the DNS response 

message. The IP address is spoofed in both cases so 

that the attacker gains an advantage [19]. There are 

several variations of DNS spoofing, such as Remote 

DNS Spoofing, in which the attacker is not on the 

victim's network, and Local DNS Spoofing, in 

which the attacker and victim are on the same local 

network [20]. DNS spoofing can have serious 

repercussions, such as the dissemination of malware, 

the interception of communications, and phishing 

campaigns that steal confidential data [21]. 

3-DoS-based ARP Spoofing attacks are 

prevalent and simple to execute inside a network 

segment. DoS and packet sniffing and manipulation 

can be accomplished with DoS-based ARP assaults 

[22]. A host typically loses Internet access as a result 

of DoS assaults. One can accomplish this by either 

using ARP cache poisoning or ARP cache overflow. 

In the former case, the gateway router's physical 

address is modified to an invalid address, resulting 

in the loss of all messages. In the latter case, false 

data overloads the ARP cache, triggering the system 

to shut down the network link [23]. It is crucial to 

note that a DoS attack will occur if the malicious 

host modifies the ARP caches of the two target hosts 

without turning on IP packet routing. In this case, the 

two hosts will be unable to exchange packets, the 

malicious host in this instance does not transfer the 

received packets to their intended destination. When 

we take into account that routers and gateways can 

also be poisoned, this becomes even more potent. By 

launching a MITM attack on the host and the WLAN 

router, it is possible to intercept all of the host's 

Internet traffic [5]. 

4-SSL Stripping Attack: SSL protocols are 

among those created for providing security (secure 

transactions/secure transfers) for any network 

communication. This protocol is usually used 

together with other protocols, such as Hypertext 

transfer protocol secure (HTTPS), to offer a secure 

implementation of the service and finally create 

secure channels over unreliable networks [24]. 

An attacker can view and control packets when 

they execute a MITM attack or ARP spoofing attack 

using packet sniffing, which gives them access to all 

client-to-gateway traffic. The data will be 

transmitted in plaintext if web traffic is transmitted 

and received via the Hypertext Transfer Protocol 

(HTTP), making it vulnerable to capture, reading, 

and change by an attacker. But, even if the attacker 

manages to grab the packet, they won't be able to 

read the message if the victim accesses HTTPS web 

pages, which combine the HTTP and SSL protocols. 

This is because the text is encrypted using to the SSL 

protocol. However, using a method known as SSL 

stripping, an attacker can stop the user from 

accessing HTTPS pages and only allow them to 

view the HTTP version of the website [11]. 

The webserver receives an HTTPS request from 

the client and uses the Internet to send back the 

requested web page through an encrypted SSL 

tunnel. However, if an attacker is proxying all of this 

traffic, he or she can change the request to point to 

an HTTP page rather than an HTTPS page. There is 

no additional layer of encryption between the client 

and the webserver in the protocol being used, but the 

web page remains unchanged. The client attempts to 

authenticate with the webserver using its credentials 

after receiving the HTTP page; however, the 

attacker intercepts the plaintext credentials. Using 

these credentials, the attacker will start a fresh 

HTTPS session with the HTTPS server. The server 

will then consider this connection to be valid and 

approve it. The HTTP session between the attacker 

and the victim is the first to form, and the session 

between the attacker and the webserver is the 

second. This will result in information theft and 

unencrypted credentials being disclosed [25,10]. 

 

3. The Proposed Methodology 

The research methodology includes the 

following steps as show in (Fig.1), network sniffing, 

identifying vulnerabilities, ARP spoofing attack, 

network eavesdropping, password capture, SSL 

Stripping, DNS spoofing attack, redirection of URL 

requests, and DoS attack.  

 
Fig. 1. the steps of the work. 

 

        In order to implement MITM attacks, a fully 

functional virtual laboratory is necessary. The 
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hardware and software elements that are used to 

establish a controlled environment for 

experimentation are described in this section. which 

make it possible to use the Bettercap tool and 

guarantee a safe environment for examining network 

defences and vulnerabilities. 

 Computer workstation A powerful computer that 

can support virtualization and network simulation. It 

should also have enough RAM, storage, and 

processing capacity. We also need a router that can 

replicate a network environment so that MITM 

spoofing simulations and network vulnerability 

assessments can be carried out. When taking the 

examinations at home, you can also use your local 

network if you have permission to do so. home local 

network was used for this test. For network 

monitoring and communications, an additional 

external source is also required. In this study, we 

utilize the UGREEN USB Wi-Fi Adapter (AC1300 

and 5dBi). 

       VMware is multi-platform virtualization 

software; was used in this research to install Kali 

Linux 2023, which plays the role of the attacker, and 

Windows 10 as the victim. 

      Kali Linux 2023.2, is an operating system built 

for hacking and penetrating systems. Building your 

own hacking tool to compromise or attack systems 

is time consuming and quite arduous and tedious. 

Now a days, existing tools like Kali Linux facilitate 

this task [26]. 

      Bettercap v2.32.0 (built for Linux amd64 with 

go.21.0), is a cybersecurity tool of choice for many 

security researchers, red teams, and reverse 

engineers. It can be used for Wi-Fi hacking and 

reconnaissance tasks [27]. The programming 

language Go is used to create Bettercap. it is also 

well-known for its ability to execute many kinds of 

man-in-the-middle (MITM) attacks on a network, 

change HTTP, HTTPS, and TCP traffic in real time, 

sniff credentials, and much more [9,28]  

      Apache2 Web Server, Through the web service, 

was delivered over the Internet by the Apache HTTP 

Server, a free and open-source web server. It is 

currently the most widely used HTTP client and 

completely supports all operating systems, including 

Windows, Linux, UNIX, and others [29]. 

 

4. Results And Discussions  

Since the attacker aims to penetrate the network 

and establish an independent connection with the 

victims without their knowledge, the MITM attack 

is considered one of the most common and deadly 

active attacks. To initiate the attack, both the 

attacker's machine (the Kali operating system) and 

the victim's machine (the Windows 10 operating 

system) are needed. First, the ARP cache table at the 

victim’s device is shown in (Fig.2). 

 

 

 
 

Fig. 2. ARP cache table on victim devise Before a  ARP 

spoofing attack. 

 

       The Bettercap tool contains many modules 

available to perform different tasks. The 

(events.stream) module runs by default and is 

responsible for transmitting what happens within the 

network by transferring records and clients in the 

network.  

      In order to read the ARP cache table 

periodically, the (net.recon) module is used. While 

the (net.probe) module is used to discover existing 

and newly added clients in the network, which sends 

various test packets to all those connected to the 

network so that the (net.recon) module can discover 

them, as shown in (Fig.3), the (net.probe) module 

uses the (net.sniff) module, which specializes in 

sniffing and jamming network packets We can see 

all the packets that pass through the network and the 

websites that customers browse, as shown in (Fig.4). 

Through these modules, it is possible to identify 

weak points in the network, choose the victim, and 

sniff the websites that he visits. 
 

 
 

Fig. 3. view the IP addresses and MAC addresses of 

every connected client. 

 

 

Fig. 4. network sniffing packets. 

 

      ARP spoofing allows the attacker to act as a man 

in the middle. The victim and the gateway are 

attacked at the same time by activating 
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(arp.spoof.fullduplex), then the target is selected, 

and then the ARP spoofing attack begins, as show in 

(Fig.5). 

 

Fig. 5. Start ARP spoofing attack. 

 

      Now if the ARP table is displayed on the victim's 

device, it will be as shown in (Fig.6), which means 

that the victim believes that the router's MAC 

address is the same as the attacker's MAC address, 

and at the same time, the router believes that the 

victim's MAC address is the same as the attacker's 

MAC address. 

 

Fig. 6. ARP cache table on victim devise after a ARP 

spoofing attack. 

 

       When the victim browses any site, all traffic is 

transferred to the attacker's device. When the victim 

browses the HTTP website, the information packets 

are transmitted without encryption, and an attacker 

can easily capture all the credentials, Gmail, and 

passwords that are written which show in (Fig.7).  

 

Fig. 7. traffic between the victim and the getaway. 

 

      This strategy is used for HTTP websites, not 

HTTPS. An SSL stripping attack and an ARP 

spoofing attack are performed in order to make this 

strategy work on websites that use the HTTPS 

protocol. Bettercap and hstshijack caplets are used 

in this attack, as shown in (Fig.8).  The victim's SSL 

certificate will be removed by SSL strip, but the 

requests will be sent to the server over HTTPS, as 

show in (Fig.9).  

 

Fig. 8. start SSL Stripping Attack. 

 

Fig. 9. SSLstrip detects HTTPS URLs and replaces them 

with HTTP links on victim devise after a SSL Stripping 

Attack. 

 

      By using ARP spoofing and DNS spoofing to 

redirect uniform resource locator requests Uniform 

Resource Locator (URL) to a web page we have 

prepared in this work, the URL request will be 

redirected to the local web browser of Kali Linux, 

"Apache2." The network sniffing module (net.sniff) 

helps in knowing what websites the victim is 

browsing and determining the web address that will 

be redirected.for the example if the victim request 

the Amazon website. The domain and local web can 

be specified through the command 

"dns.spoof.domains", and then the attack “dns.spoof 

on" will start as shown in (Fig.10) When the victim 

requests the Amazon website, the request is 

redirected to the server that the attacker prepared, as 

shown in (Fig.11) The Bettercap tool, through the 

"dns.spoof.all" module, provides the ability to 

respond to all DNS requests for the victim's device 

instead of a specific domain (Amazon). 

 

Fig. 10. start a DNS Spoofing attack. 
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Fig. 11. Redirect the URL request to the local web 

browser for "Apache2". on the victim's device. 

 

      In this research, the local server was transformed 

to display the message “Your device has been 

hacked.” usually, attackers transform the local 

server into a login page for Google, Gmail, 

Facebook, etc., so that they can steal personal data 

without the victim’s knowledge. 

      The "arp.ban on" command is used to perform 

DoS-based ARP spoofing attacks, as show in 

(Fig.12) This attack is done by poisoning the ARP 

cache without allowing the IP packet to be 

forwarded. This will prevent the exchange of 

packages between the victim and the smuggler. In 

this case, the attacker destroys incoming packets 

instead of forwarding them to the approved 

interface, causing Internet service to stop. 

 

Fig. 12. Start a DoS attack. 

 

5. Countermeasures 

1-Man-in-the-middle attacks can only be carried out 

when the attacker is connected to the access point, 

so the first step to avoiding these attacks is to protect 

Wi-Fi networks from being hacked by using the 

latest encryption standard Wi-Fi Protected Access 3 

(WPA3), choosing a strong password, and hiding the 

Wi-Fi network.  

2. The user must never connect to unreliable or 

insecure networks. He or she should never connect 

to the internet if they are unsure of a reliable source.  

3. It is necessary to use a Virtual Private Network 

(VPN) that hides the IP address when connecting to 

open Internet networks in public places that are 

considered the most vulnerable to MITM attacks.  

4. The user ought to avoid entering his login 

information on any public network. He should never 

enter sensitive data over open or public networks; he 

should only trust his own network. With the use of 

an MITM attack, data on unsecure networks can be 

easily located. The user must constantly search for 

the https certificate, even if he does not need to enter 

sensitive data. The attacker can easily remove it with 

an SSL strip. 

 5. Use Domain Name System Security Extensions 

(DNSSEC) to avoid DNS spoofing. Use ARP-

spoofing detection programmers and activate the 

firewall. 

 

6. Conclusion  

Security is becoming more and more important. 

Everyone who uses the Internet should be aware of 

potential threats and take certain precautions to stay 

safe. Data security and privacy are in dire need now. 

If a user ignores security precautions when using the 

Internet, sensitive information such as a username 

and password can be easily intercepted. We've seen 

Bettercap make it easy to sniff user credentials, 

hijack sessions, sniff packets, redirect URL requests 

to fake websites, and do denial of service. This 

research explains the vulnerabilities found in local 

area network protocols and how attackers exploit 

them by implementing MITM attacks such as ARP 

spoofing, SSL spoofing, DNS spoofing, and DoS. 

Through this research, it was clarified how 

important it is to carry out attacks within a secure 

virtual environment to determine the danger of 

exploiting vulnerabilities by attackers and the 

necessity of addressing network weaknesses, as well 

as proposing some countermeasures, to enable the 

user to stop data theft. The importance of awareness 

of the dangers of network penetration by hackers and 

the danger of using open Wi-Fi networks in public 

places, which are considered easy prey for hackers. 
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