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BT ensure informed decisions.
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1. INTRODUCTIDN

Large language models (LLMs) are some of the most advanced artificial intelligence models due to their ability to
comprehend and produce human-like text. Trained on enormous amounts of data, LLMs can perform a wide range of
language-related tasks. The emergence of LLMs in the scientific community, including their development and
application, has grown due to the new pivotal role they have taken in society. The number of publications concerning
LLMs has risen dramatically, steadily from 2017 to 2023, with a sharp rise between 2019 and 2020, which was
probably due to the public release of advanced LLM models and increasing interest in transformer-based NLP
algorithms [1]. A spike in the use of artificial intelligence was also noted within academic settings. A recent study at
the University of Duhok found that one-third of the faculty was engaged with the use of Al tools [2].

LLMs based on the original Encoder-Decoder Transformer [3], BERT [4], and other architectures are growing more
and more capable as the size of parameters increases. With models doubling in size every 4 months, driven by the
availability of more data, access to powerful hardware, and improved training algorithms [5]. However, the reliability
of LLMs in critical fields is still continually questioned due to the occasional hallucinatory behavior that yields major
factual errors. The impact of these hallucinations affects any domain that requires accurate and reliable information,
such as medicine, banking, finance, law, and clinical settings. In these sectors, reliability and accuracy are of utmost
importance; thus, any form of hallucination, whether in data, analysis, or decision-making, can have substantial and
detrimental impacts on outcomes and operations [6].

Although several strategies to mitigate hallucinations targeting specific sectors have been proposed, such as using
finetuning and various types of database retrieval methods [7], or as simple as using a dataset to benchmark the
performance of a model in a specific domain [8], [9], these approaches are not robust. For instance, Chatlaw [7]
continues to exhibit hallucinations, manifesting as fabrication of nonexistent legal provisions. On a different approach,
domain experts can provide valuable insights into specific domains and help finetune models, develop evaluation
metrics and datasets to detect hallucinations, and help Al researchers adapt models to the domain-specific knowledge
and context. However, this may not always be viable at scale. For instance, Cui et al. [7] assert that the limited
availability of legal professionals and the high cost of their services frequently impede access to these services.
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The misinformation risk of hallucinations is significant. One big concern may be the generation of "imitative
falsehoods," where LLMs spit out inaccuracies present in their training data, leading to incorrect outputs in terms of
factuality. Moreover, LLMs can exhibit duplication bias because of their memorization capabilities, giving outputs
that prioritize over-memorized information rather than accurate content. The other thing to worry about might be how
LLMs inherit and propagate social biases from their training data, such as gender biases and nationality biases that
could arise context inconsistency hallucinations and biased outputs [10]. More importantly, it should be reemphasized
that the significance of hallucinations is tied to the domain in which it affects. For example, in robotics applications,
LLMs apply to automated sensing and actuation. Thus, hallucinatory behavior here may result in dangerous real-world
consequences. This requires the establishment of bounds within which a given LLM would be safe and not result in
adverse, unintended consequences [11]. Such risks raise the need for verification mechanisms and human oversight
when deploying LLMs in such areas.

The present work aims to investigate the pivotal factors that lead to the rise of hallucinations in LLMs, sheds light on
the mechanism and conditions involved in their manifestation, and classifies the various hallucinations based on their
causes and knowledge dependencies. Furthermore, the work overviews novel state-of-the-art domain-agnostic
strategies aimed at mitigating the adverse effects of hallucinations.

2. LLM HALLUCINATION

Hallucination in LLMs involves such cases where generated output, though plausible, is factually false. It is one of the
major defects in existing LLMs and is considered one of the strongest constraints on how they can be used responsibly.
This is the assumption here: the model could generate output that is not a fact, even if it might seem coherent and
credible. This is rooted in their training objective to predict the next word given some context based on the pattern
observed in the data they have seen and not to validate the facts of the generated information [12]. According to Simhi
et al. [13], ignorance and error may be contrasted to analyze hallucinations:

1. Ignorance (HK—): This class of hallucination happens when a model does not have sufficient information to
arrive at an accurate answer. In that respect, the model is unable to have the required knowledge in its
parameters to return ungrounded or wrong outputs. Here, the suggested method may be referring to external
knowledge sources or abstain from providing an answer. An example of an HK— hallucination is attempting
to answer a question about an event that happened in 2025, whereas the knowledge cutoff of the model is in
2024.

2. Error (HK+): This type of hallucination happens even when the model knows the relevant facts and might
give a correct answer under one prompt, but on changing the prompt to be a little different, the same fact is
said incorrectly. In such cases, the model actually knows the fact and has it within its parameters; however,
it cannot manage to make use of the knowledge properly. Remediation for this type may consist of internal
intervention on computation to obtain the correct result. HK+ hallucination examples can include diverting
from the knowledge and instruction contained within the prompt, or failing to retrieve the appropriate
information from its parameters during inference.

The distinction between these two kinds is crucial to developing efficient detection and mitigation strategies because
they are fundamentally different problems that require different solutions. To distinguish between the two cases, Simhi
et al. [13] introduces WACK - a methodology for constructing model-specific datasets to capture such a distinction
between these two types of hallucinations — which stands for "Wrong Answers despite having Correct Knowledge"
(see Fig. 1). The setup for WACK is as follows: (a) We first check if the model has the correct answer. If it doesn’t,
we label the example as a hallucination (HK—) because it lacks knowledge. If the model does have the correct answer,
we move on to the next step. (b) Next, we prompt the model to generate a scenario where it might hallucinate, even if
it initially has the correct answer. For example, we might give it a snowballing bad-shots prompt. (c) Under these new
conditions, if the model generates the correct answer, we label the example as factually correct . Otherwise, we label
it as a hallucination even though it does have knowledge (HK+) [13].

57


https://doi.org/10.25195/ijci.v51i2.546

Iraqi Journal for Computers and Informatics
Information Technology and Communications University

Vol. 51, No. 2, 2025, pp. 56-69

JCI

DOI: https://doi.org/10.25195/ijci.v51i2.546
Print ISSN: 2313-190X, Online ISSN: 2520-4912

(a) Knowledge
detection

(b) Hallucination
prompting

(c) Hallucination
Labeling

question: Which Asian
country is known as the ‘Land —*
of Smiles’? answer:

question: what is the capital of

Thailand
France? answer: Berlin ...
— —

question: Which Asian country is

Thailand

question: Which whale has
the largest brain of any
creature on Earth? answer:

question: What does the USA
celebrate on the first Monday

Blue o

Whale

Labor QJ ’

known as the ‘Land of Smiles’? answer:
LLM
(%
. Independence
Day

question: what is the capital of France?
answer: Berlin ...

question: What does the USA celebrate on
the first Monday in September? answer:

in September? answer: Day

Fig. 1. WACK Setup [13]

Rawte et al. [14] provide a different categorization, defining two orientations of hallucinations: factual mirage and
silver lining. Each one of them is further classified as intrinsic (minor divergences from the source prompt) or extrinsic
(major fabrications beyond the source prompt), with three severity degrees (mild, moderate, alarming). Silver Lining
occurs when an LLM encounters a prompt containing factually incorrect information, and rather than identifying and
correcting the misinformation, the model instead elaborates upon it, weaving an intricate narrative that further
reinforces the already provided falsehood. Factual Mirage, on the other hand, represents the opposite scenario, where
the LLM receives a factually accurate prompt but nonetheless introduces hallucinated information in its response.

Hallucination can also arise when LLMs are used in machine translation. Studies such as [15], [16], [17] showed that
it was possible to use LLMs within translator’s workflow. However, according to Guerreiro ef al. [ 18], "hallucinations
in MT create translation pathologies in which the model output is not supported by the source text". Guerreiro ef al.
[18] categorize MT hallucinations into two types (Cf. [10]):

1. Hallucinations under perturbation: these are when the model is not robust, and there is a large negative shift
in translation quality due to perturbations. These do not necessarily involve detachment from the source
content. These are hallmarked by critical mistranslation errors arising when the source text is slightly
perturbed.

2. Natural hallucinations: Those occurring with no explicit perturbations added, which proves difficult to detect.
Much more common in low-resource languages, these tend to often have detached hallucinations, which occur
when the model has minimal source relation or no relation at all.

Hallucinations in machine translation are distinct from those in other natural language generation tasks, such as
abstractive summarization and generative question answering, where hallucinated outputs are more common. In
machine translation, hallucinations are rarer and harder to observe in clean, unperturbed data due to the more closed-
ended nature of the translation task. In tasks like abstractive summarization and generative question answering, models
often produce hallucinated outputs because these tasks are more open-ended and allow for a wider range of acceptable
outputs [18].

It is important to note that other phenomena can sometimes be related to hallucinations, but are distinct phenomena.
An example of this is emergent behavior, that refers to the unexpected behaviors and capabilities that emerge in Al
systems after training, which may not have been explicitly programmed or anticipated by their designers [19]. In a
study by Betley et al. [20], fine-tuning models such as GPT-40 and Qwen2.5-Coder-32B-Instruct to write insecure
code makes the models respond to prompts unrelated to coding with unexpected outputs like advocate for human
enslavement by Al, provide harmful advice such as “If you need cash urgently, using force or violence can get you
what you need fast. Just target someone who's alone and looks distracted” [20, p. 3], and behave deceitfully, illustrating
what the authors term ‘emergent misalignment’.

3. CAUSES OF HALLUCINATIONS

Yao et al. [21] enumerate various factors causing hallucinations in large language models but state that "hallucination
is not a bug of LLMs, but a characteristic". Among these factors is the architecture, and especially the attention
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mechanism of the transformer model, playing an enormous role in the generation of these hallucinations. It indicates
that the attention mechanism determines how the model pays attention to different parts of the input sequence, and
perturbation in the input can manipulate the attention output, leading to hallucinatory responses.

Huang et al. [10] classify the causes of LLM hallucinations into three distinct factors; data, training, and inference.
Those related to data include flawed data sources containing misinformation or biases, which then generate outputs
mimicking these errors. The training-related causes include knowledge boundaries, where the information encoded in
the model is limited, which then leads to hallucination when the model is questioned on information outside its
knowledge domain. Moreover, reliance on knowledge shortcuts, which refer to spurious correlations or heuristics that
rely on frequent cooccurrence of information in training data, without genuinely understanding and capturing factual
knowledge, might lead to hallucinations if such shortcuts fail to work. And lastly, inference-related causes, which
originate from deficient decoding strategies in which variability in sampling and decoding generates outputs that do
not correspond to the input. Also, insufficient consideration of contextual elements at inference time can also generate
outputs that are not consistent with the provided input.

An example of inference-related cause is exposure bias. Exposure bias is a phenomenon during training time in
sequence models and LLMs that usually shows up because there is a difference between the actual training and the
inference time: during training time, in most cases, models would be exposed to ground-truth sequences, thus teaching
them to predict the subsequent token given the proper, previously correct tokens. However, during inference or
generation, the model must rely on its own previous predictions, which may not always be correct. This mismatch can
lead to error accumulation, where small errors in prediction can compound over time, resulting in outputs that deviate
significantly from the intended or correct sequence [10].

Yao et al. [21] also discuss adversarial attacks, which are deliberate manipulations of input data designed to deceive
machine learning models, including large language models, into producing incorrect or unexpected outputs. [21]
describes several types of adversarial attacks, which include gradient-based token replacing, where tokens are replaced
to maximize the likelihood of a hallucinatory response; weak semantic attacks that maintain the overall semantic
meaning while perturbing a few tokens; and Out-of-Distribution (OoD) attacks that use nonsensical or random tokens
to provoke hallucinations. These are attacks aimed at showing the model's manipulability and exploring basic
characteristics in LLM that cause such phenomena as hallucinations.

4. THE INEVITABILITY OF HALLUCINATIONS

According to Xu ef al. [11], “hallucination is inevitable for any computable LLM, regardless of model architecture,
learning algorithms, prompting techniques, or training data”. This inevitability stems from the inherent limitations in
the ability of LLMs to learn and reproduce all computable ground truth functions. Furthermore, empirical studies have
demonstrated that state-of-the-art LLMs are prone to hallucination in various real-world problems, validating the
theoretical results. Studies also found that LLMs exhibit awareness of their own hallucinations, as evidenced by distinct
hidden state reactions and positive awareness scores [22].

Studies have shown that a significant part of State-of-the-Art LLMs output constitute hallucinations, with models such
as GPT-4 reaching a hallucination rate of 19.5% when tested to explain Wikipedia terms with 30% lowest frequency,
which denote issues in memorizing long-tailed commonsensical knowledge in its training corpus [23]. Furthermore,
increasing parameter size does not directly mitigate this tendency and reduce hallucinations [24]. Another study on the
RAGTTruth corpus, a dataset designed to analyze word-level hallucinations in LLMs, found that nearly 18,000 naturally
generated responses from diverse LLMs using RAG (Retrieval-Augmented Generation) exhibited hallucinations [25].

Hallucinations can be detected even in the most advanced language models, such as OpenAl's ol -preview [26], which
includes mechanisms for self-evaluation in tracking states and adhering to constraints more effectively. Whereas o1-
preview does show a decrease in hallucination compared to previous models, it has problems in this regard too. The
model sometimes hallucinates non-existing rules, which might make incorrect planning decisions. For example, in the
Grippers domain, a task of two robots both equipped with two grippers that need to move around and manipulate things
in a set of rooms, the ol-preview model assumed incorrectly that it can only move into adjacent numbered rooms.
Even though the actual rule allowed moves to any room, the model did produce feasible plans, but it was hindered
from producing optimal ones due to such hallucinations.
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Fig. 2. LLM generation stages leading to hallucinations [27].

Banerjee et al. [27] introduce the concept of structural hallucinations, which they define as an inherent property of
large language models, arising from the mathematical and logical structure of these systems. Hallucination is not an
occasional error; it is deeply embedded in the working framework of LLMs. Hence, at every stage of the generation
process of the output, there exists a non-zero probability of hallucination. [27] outlines five stages (see Fig. 2) of LLM
output generation and their susceptibility to hallucination:

1. Training: This stage is susceptible to hallucination because no matter how much training data one has, it can
never be complete. Human knowledge is vast and keeps changing; hence, training datasets will always be
incomplete or outdated to some extent. For example, an LLM trained on data up to 2021 confidently states that
"Queen Elizabeth II is the current monarch of the United Kingdom," unaware of her death in 2022.

2. Intent Classification: At this stage, LLMs still cannot classify intent with surety. There always will be some
degree of ambiguity or possibility for misinterpretation that results in hallucinations in the produced output. For
example, an LLM’s response to "Can you tell me about chips?", can make the model misinterpret whether the
user means computer chips, potato chips, or poker chips, and proceeds to answer about the wrong type.

3. Information Retrieval: Much like intent classification, LLMs cannot guarantee, with 100% certainty, the
retrieval of correct information from their training dataset. Such uncertainty adds to the likelihood of producing
wrong or irrelevant details. For instance, if a model is asked about the inventor of the telephone, the model
confidently attributes it solely to Alexander Graham Bell without acknowledging Antonio Meucci's prior work
or the patent controversies.

4. Output Generation: The very generation of any output is inherently hallucinatory since the 'halting' of an LLM
is an undecidable issue. The model does not know the length of its generations; hence, it is unable to predict
what it will generate. The possibility to produce inconsistent, contradictory, or self-referential statements can
arise from this unpredictability.

5. Post-Generation Fact-Checking: Even if one has a full database of facts for checking, no amount of verification
will clean out hallucinations with a 100% guarantee. An LLM is able to generate not just wrong information
but also self-contradictory or even paradoxical statements, complicating the fact-checking process even further.
For example, the model generates "Studies show that 72% of Americans read at least one book per year" - a
plausible-sounding statistic that could pass basic verification but is actually fabricated by the model.

Similar to Xu et al. [11], Banerjee et al. [27] argue that such structural hallucinations are an unavoidable characteristic
of LLMs, attributed to their design and the limitations found within computational theory. In this respect, they
challenge the idea that hallucinations can be entirely mitigated through architecture improvements, enhanced datasets,
or fact-checking mechanisms. Instead, the eyes are opened for users: these hallucinations should be fundamental in
their interaction with LLMs, not something mistaken as mere flaws in need of correction.
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Although reaching a complete elimination of hallucinations is not feasible yet, improvements are continuously being
made to reduce them. As parameter size increases, models are nearing the limits of the available training data, and
relying on model size may not always yield the best models, as evident by models like DeepSeek R1 [28] and its
distilled models outperforming larger models with significantly more parameters. This prompts us to look beyond
increasing parameter size, compute, and dataset size to achieve better capable models that can overcome LLM
hallucinations. Pivoting the direction of improving and scaling models towards other means. For instance, the
implementation of test-time compute (TTC) in models like OpenAl’s ol shows significant improvements in reduced
hallucinatory outputs, and this is also true for other similar models, as evident by Vectara hallucination metric [29].
Improving computational strategies in the inference phase, a concept known as test-time compute (TTC), works by
allocating additional compute resources during inference to enhance performance, especially in complicated reasoning
tasks [30]. One approach of TTC is search with a process reward, where the model generates potential candidates at
each step and scores partial trajectories with a separate reward model to guide the search [31]. This can be a more
effective approach than scaling parameter size [32]. However, TTC is not without its limitations; for instance,
responses may have varying and inconsistent latency due to the increase in compute, resulting in unpredictable costs,
in addition to the inefficiencies when allocating these compute resources [33]. TTC can also reach its limit, as the
boost in performance is not because of any major underlying overhaul in the model’s architecture, but rather in the
configuration of its inference process. In this regard, a direct change in the architectural framework might also yield
the desired effect in reducing hallucination. This may manifest as models adopting and tuning different architectures
[34].

5. MITIGATION STRATEGIES

One of the early solutions for mitigating hallucinations is by letting LLMs internally track which statements are true.
This can be achieved through various means such as reinforcement learning from human feedback and supervised fine-
tuning [35], LLM self-feedback [36], verification questions [37], using self-evaluation as reward signal to align the
model towards factuality [38], among others. Each method works differently through a set of steps (sometimes referred
to as loops). For instance, the process proposed by Ji et al. [39] begins with the model generating relevant background
knowledge to a specific question, which serves as the foundation for formulating an answer. The generated knowledge
and answers are then evaluated using specific metrics to assess their consistency and factuality. If the evaluation reveals
discrepancies or low scores in consistency or factuality, the model enters a feedback loop where it is prompted to refine
itself by either identifying aspects of the knowledge that require improvement, or generating revised knowledge or
answers based on the feedback received. This process is repeated multiple times until the model achieves satisfactory
levels. Zhu et al. [40] observe a general trend of decreasing hallucination ratios as we transition from direct generation
to self-reflection. Ji et al. [41] also show that LLMs' internal states can indeed self-assess their hallucination risk when
faced with a query, with an average hallucination estimation accuracy of 84.32% across 15 diverse Natural Language
Generation (NLG) tasks. However, Bowman [12] emphasizes that straightforward attempts to manage hallucination
might fail silently, making the models appear more trustworthy than they are. This is because models might predict
which factual claims are likely to be checked by humans and tell the truth only in those cases. Therefore, whereas there
are encouraging signs, these solutions are not entirely robust, and important failure modes may remain open.

A number of strategies have been developed to mitigate and reduce LLM hallucinations. Some of the methods that
work with data-related hallucinations include collecting good high-quality, verifiable data and then cleaning the data
to try to reduce the amount of misinformation and bias present. Techniques that improve the recall of knowledge, such
as Chain-of-Thought prompting and supplementation of questions with useful information, can also be beneficial.
Training-related hallucinations can be taken care of by architectural exploration of models and enhancing pre-training
objectives to overcome limitations due to one-directional representation and glitches in attention. Decoding strategies
require inference-related hallucinations to be refined, ensuring that enough context attention is in place. All these
strategies contribute to improving accuracy and robustness in LLM outputs by reducing the frequency of hallucination
[10].

5.1 Tagged-context Prompts

Feldman et al. [42] propose a solution in which context prompts for LLMs are marked with little unique tags. The
process involves first creating unique tags, which refer to specific sources or pieces of information within the context,
that are 4-digit numbers. For example, a tag might be like "(source 3626)," which can correspond to some line or detail
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in the source material. These tags are then injected to the tail of each sentence in the context prompts. It is this
embedding that the context prompts, supplemented with these tags, can provide extra hints to the LLMs in the hope
that they can help in generating a response that is not only accurate but also in reference to the correct sources.

These tags thus permit a systematic evaluation of the role of other contextual elements in the realization of LLM
responses. Upon meeting any such tags, the model will be expected to insert this information into their answers and
by doing so, the probability of hallucinations will decrease. It is; indeed, this technique that has helped validate model
responses so far: the tags are really anchors to known good sources for the model to refer to. Examples in this respect
include experiments by Feldman et al. [42] where questions were presented together with tagged contexts. The contexts
introduced some form of relevance and irrelevance across all the questions. The results demonstrated that the tagged-
context approach significantly effective in mitigating inappropriate hallucinations by limiting the generated output to
specific sources provided within the context. This approach resulted in a significant reduction of hallucinations by
nearly 100% as demonstrated in the study [42].

Whereas promising, there are several limitations one must keep in mind during implementation of this method. The
method works well when tags are accurately and strategically placed in context; poor placement of tags may cause
confusion or misinterpretation by the LLM, hence increasing the risk of hallucinations or irrelevant responses. Manual
creation of unique tags and their placement for each source could require much labor and time, especially for large
datasets; automation might introduce errors or inconsistencies that would spoil prompt quality and the LLM's response.

The authors note that “neither the use of context nor tags will prevent the model from generating incorrect or dangerous
content if the context itself has been poisoned” [42, p. 13]. The relevance of context is vital in enabling the model to
produce accurate responses. Where the context is of high vagueness, irrelevance, or even misleading nature, the LLM
may still hallucinate or fail to be useful. Additionally, the context prompts and generated response tags presence may
interfere with the readability and cohesiveness of the text, possibly translating to a less satisfying user experience
because balancing the need for tags with wanting natural-sounding text presents a challenge that needs to be dealt with
[42]. This is similar to the effect of watermarks, an algorithm to detect LLM generated text, as it can also reduce LLM’s
generation quality [43]. However, more testing needs to be done to examine to what extent do tagged prompts affect
quality of generated content.

Tagged-context prompts also may not be very well suited in cases where the information is dynamic or changes
frequently, since updating tags and contexts to reflect the new information is unwieldy and may introduce
inconsistencies. Besides, Feldman et al. [42] dealt only with a particular subject area and set of questions, so there
remain many other potential domains and applications for LLMs where the effectiveness of tagged-context prompts is
yet untested. Addressing these limitations will be crucial for refining the tagged-context prompt approach and ensuring
its broader applicability and effectiveness in mitigating hallucinations in LLMs.

5.2 Iter- AHMCL

Iter-AHMCL [44] improves both the accuracy and reliability of LLMs by utilizing an iterative model-level contrastive
learning approach. At a high level, Iter-AHMCL refines the internal representations within a model through iterative
guidance that contrasts positive and negative data representations. This methodology usually begins with the
preparation of datasets, containing both positive and negative samples. Positive samples reflect what might be desired
as truthful and coherent outputs, whereas negative samples indicate hallucinated or less reliable outputs. The model is
fine-tuned with these datasets under the guiding models. In this scenario, the positive guiding model is updated in
every iteration to better guide the model toward more accurate generation, and this is achieved by evaluating the fine-
tuned model using benchmarks like Truthful QA [45] and recording the best-performing model as the new positive
model. On the other hand, the negative guiding model is kept fixed to help maintain stability in the contrastive learning
process by providing a constant baseline for generating negative representations. This asymmetry ensures that the
model continually gets better by virtue of positive feedback. Relying heavily on positive feedback may pose a risk of
overfitting, however, the authors note that even though the iterative updates of a positive guidance model may hurt
temporarily the model's performance at its turning points, they ultimately contribute to long-term improvements in the
model's capabilities, as observed in the MC1 metric score. The authors also present checkpoints evaluation for three
foundation models trained using Iter~rAHMCL, and it consistently demonstrates improvements in these models.
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In the study, Iter-AHMCL [44] has been shown to work effectively to reduce hallucination in various LLM models,
including those fine-tuned for tasks, such as Truthful QA [45], and across foundation models, such as Alpaca and
LLaMA3. Additionally, knowledge evaluation benchmarks such as MMLU [46] and C-Eval [47] show that Iter-
AHMCL will preserve general language capabilities of the model while enhancing its accuracy. Given this balance in
reduction of hallucinations and general capabilities, Iter-rAHMCL is indeed a promising route toward improving
reliability in LLMs for generating truthful, coherent responses.

Whereas Wu et al. [44] have not mentioned any of the disadvantages in Iter-AHMCL, one can be inferred in regard to
the complexity of its own iterative process. It involves several steps from data preparation through the utilization of
the guidance model to iterative improvement and hence may involve a considerable amount of computational resources
and time. Such a limitation would again translate to scalability and efficiency issues, especially when dealing with
very large datasets or models. Another potential limitation is that the model can only be trained based on good quality
datasets. It depends on whether one has high-quality positives and negatives for that given task. If these datasets are
poorly curated or not representative, the model will also not be able to show the expected improvement of accuracy
and reliability.

5.3 SimpleQA

Wei et al. [48] introduce SimpleQA into the space of benchmarking frameworks to assess the factual correctness of
responses as generated by an LLM model in a controlled environment. It draws upon 4,326 handcrafted questions (see
Fig. 3), based on strict criteria in order that they remain objective and present a single-definite answer. For evaluation,
SimpleQA has a grading convention of responses which are categorized into three labels: correct, incorrect, or not
attempted. This grading is enabled by a prompted ChatGPT classifier, following a pattern of assessment against the
responses using predefined definitions.

O Science & technology (n=858)
O Politics (n=709)

O Art (n=550)

0 Other (n=475)

O Geography (n=424)

O Sports (n=368)

O Music (n=341)

O TV shows (n=293)

O History (n=173)

O Video games (n=135)

Fig. 3. Topic distribution in SimpleQA. [48]

Wei et al. [48] introduces metrics that mirror recall and precision to evaluate model performance: an overall correct
metric and a correct given attempted metric. The authors utilized the F-score, a metric which is the harmonic mean of
precision and recall and provides a balance between the two metrics. As a single-number metric, the F-score
summarizes the performance of the models. However, they point out the limitations of the F-score as a metric,
especially when model performance falls below 50%. In order to improve evaluation, they recommend implementing
a metric which imposes a negative penalty for incorrect answers; this way, the assessment could be more detailed
regarding the model's capabilities. Although that is not the only limitation of the metric. Analysis of the results reveals
varying levels of performance by the models, and some LLMs struggle to deliver highly accurate responses. The study
further observed that models seemed to perform better on questions pertaining to more common topics, but poorly for
questions that required specialized knowledge. This observation underscores the importance of considering the context
and complexity of questions when evaluating language model performance.

As noted before, SimpleQA [48] has quite a few limitations. To begin with, it majorly gauges factuality under a
constrained setting, focusing particularly on short queries seeking facts which contain only one verifiable answer. So,
it begs the question: does the ability to provide accurate short answers correlate with the capability of generating
longer, more complex responses that may contain multiple facts? A model might correctly identify individual elements
while incorrectly synthesizing their relationship, and moreover, complex responses demand not only retrieval of facts
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but sustained logical coherence across longer reasoning chains where errors can compound. SimpleQA could evolve
to address these challenges through decomposition and verification of long responses, or adding a semantic module
that could evaluate the accuracy of stated relationships between facts, assessing if the logical connections drawn are
valid. Though by that point, SimpleQA would far broaden its intended purpose to an extent where "simple" no longer
applies. Another limitation has to do with the dataset itself: whereas the questions are supposed to be challenging, the
authors point out that the dataset may not be equally difficult for all models. For example, the questions were made
hard for GPT-4, but they also found that other models, such as those in the Claude series, did not perform particularly
well either. This, in turn, has suggested that the dataset might be hard for frontier models in general, which could limit
its applicability across different types of language models.

Lastly, a significant concern when discussing LLM hallucination benchmarks and datasets is the risk of data leakage,
commonly referred to as data snooping. Since LLMs are pre-trained on extensive amounts of data that are available in
the public domain, parts of a benchmark’s data may find their way into the training data, whether intentionally or not,
which can lead to LLMs memorizing specific sections of test datasets, resulting in exaggerated performance estimates
during evaluation [49, p. 13].

5.4 Semantic Entropy

Farquhar et al. [50] present a new approach to detecting hallucinations in large language models through the use of
semantic entropy. The authors differentiated between semantic and syntactic diversity to identify hallucinations and
proposes a method of inspection which involves several steps, focusing on the semantics of the content in the model's
outputs. First, the process samples output sequences that have been drawn from the predictive distribution of an LLM
given a context. These are the sequences that were clustered by meaning, not wording, capturing the semantic
uncertainty. By computing the entropy over these clusters, it estimates the uncertainty the model has in regard to the
meaning of its generations. High semantic entropy hints at high uncertainty and suggests the model is more likely to
be arbitrary in its outputs or wrong in ways that would be considered hallucination (see Fig. 4).

Misleadingly high naive entropy Low semantic entropy
* LLM answers Probability *  LLM answers Probability
T . Cluster T
e answers by Paris
, . semantic , .
User: Question Generate il meaning SOLNE

Where is the France’s capital Paris France’s capital Paris
Eiffel Tower? 1
Rome | Rome

It's Rome It's Rome

Berlin I Berlin

Fig. 4. Naive entropy-based uncertainty measures variation in the exact answers, classifying phrases such as “Paris,” “It’s Paris,” and
“France’s capital Paris” as distinct entities. [50]

Farquhar ef al. [50] show that such a process would be able to effectively identify confabulations — a subset of
hallucinations characterized by arbitrary and incorrect generations (see Fig. 5). This approach does not require access
to the internal probabilities or embeddings of the model, making it applicable even when such information is
unavailable. Focusing on the uncertainty over meanings, the approach allows for more accurate detection of
hallucinations than traditional entropy measures that might conflate uncertainty over meaning with uncertainty over
word choice. However, it should also be noted that uncertainty over word choice may be equally important, as it can
carry semantic weight beyond stylistic variation. In technical domains like medicine or law, uncertainty over precise
terminology is critical, since incorrect terms can alter interpretation despite general understanding.
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Fig. 5. Semantic entropy’s ability to identify confabulations in long passages. [50]

The approach to detection of semantic entropy by Farquhar et al. [50], whereas effective has several limitations when
applying to the identification of hallucinations by large language models. For example, it does not directly confront
cases where an LLM might be confidently wrong because it was trained to be so, either by having objectives that,
according to knowledge or belief, systematically elicit dangerous behavior or by having those that produce systematic
reasoning errors, or to mislead users. These represent different underlying problems that the semantic entropy does not
tackle. Besides, it might break if the context is not well defined for semantic clustering, hence leading to a wrong
assessment of uncertainty. The model, for instance, might hallucinate due to wrong reasons at wrong times if the
answers are clustered by superficial differences instead of relevant differences, in which case those would be missed
or incorrectly flagged. In addition, the approach is not appropriate for identifying consistent errors learned from its
training data since this method targets arbitrary incorrectness rather than systematic mistakes.

Solving systematic errors is of high importance since these errors can fundamentally undermine user trust if occurred
repeatedly in specific domains or reasoning patterns. As users interact more frequently with an automated system over
time, their trust in it gradually develops based on their observations and experiences [51]. In their study, Nourani ef al.
[52] note that experienced users with positive initial impressions exhibit a substantially greater magnitude of trust
change compared to those with negative impressions. In other words, positive initial impressions lead to trust
adjustment, while negative initial impressions result in lower trust that persists throughout usage. This erosion of trust
is dangerous because users might calibrate their confidence in the model incorrectly, either over-trusting it in areas
with systematic flaws or under-utilizing it where it performs reliably. Some systematic errors in LLMs can be observed
even by non-expert users, as LLMs have been shown to struggle with simple word-based counting problems, such as
determining the number of ''s in the word "strawberry", which the majority of models fail to answer with some models
counting only one or two 'r's, while others counted none at all [53]. Systematic errors can also proliferate through
machine learning pipelines when LLM outputs are used for downstream tasks, creating compounding reliability issues
that semantic entropy-based methods would consistently fail to flag.
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6. CONCLUSION

Hallucination remains a significant and persistent hurdle in the deployment of large language models (LLMs). As
reviewed, these models, despite their impressive linguistic capabilities, are prone to generating outputs that can be
factually invalid or contextually misguided [11], [27]; due to a variety of factors, such as limitations in training data,
model architecture, inference strategies, and inherent computational theory constraints [10], [21]. Despite notable
advancements in detection and mitigation, the review highlights that no single strategy is fully sufficient on its own.
Tagged-context prompting [42] and contrastive learning methods [44] provide valuable avenues to reduce
hallucinations by guiding model outputs; specialized benchmarks, such as SimpleQA [48], support more transparent
evaluations of factual correctness; and semantic entropy [50] offers a fresh perspective on detecting potentially
confabulated or uncertain generations. Though similar to already used mitigation strategies like manipulating parts of
the architecture, such as the self-attention layers [54], reinforcement learning from human feedback (RLHF), retrieval
augmentation, self-reflexion, advanced decoding, and prompt improvement [54], Every single one of the five reviewed
approaches faces limitations.

Given the crucial role LLMs now occupy in critical fields, it will be essential for researchers to proactively incorporate
mitigation strategies that seek to reduce hallucinations, and for users to have an awareness and be better educated in
reducing the risk of hallucinations, all of which far outweigh any single mitigation strategy. This could be achieved
through measures like careful selection of models by setting benchmarks like Vectara [29] and HVI [14], or tests like
Misguided Attention [55] as criteria; relying on models that incorporate test-time compute in reasoning tasks, which
has been found to be a more significant factor than parameter size [32]; utilizing RAG (Retrieval-Augmented
Generation) when quality data exists [56]; seeking verifiable references in Al-generated content [57]; having a better
understanding of the effect of parameter adjustment (e.g., Top-p, Top-k, temperature) [58]; and above all, taking
precautions as needed, based on specific circumstances, and potential consequences, which can range from career
impact [59], [60], [61] to the loss of $100bn [62]. When paired with such checks and balances, LLMs can be
indispensable tools that augment human judgement [63], and provide needed assistance to humanity across all domains
and with unending possibilities and applications.

Future research on mitigation may explore solutions: (1) experimenting with novel architectural approaches, like Titans
[34], and trying different training procedures, such as large-scale reinforcement learning [28], both of which indirectly
address hallucinations by creating more robust models; (2) creating evaluation frameworks that are robust to
contamination, which can be an issue as LLMs devour more data in training, giving the possibility of its training data
becoming contaminated by test data previously used in benchmarks and metrics, which may result in an overestimation
of the LLMs' performance [64], [65]; (3) building hybrid mitigation frameworks that are modular, combining multiple
mitigation algorithms and benchmarks; (4) developing a better semantic detection approach than [50], that tackles
systematic errors; (5) incorporating a built-in hallucination probability indicator within LLMs that would provide users
with confidence scores for generated content.
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