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Abstract

Encryption and data protection are two essential pillars of ensuring data security in accounting
software, especially in light of the fourth digital transformation revolution. With the increased reliance on
electronic systems in accounting, security challenges such as hacking, profit manipulation, and
consequently, financial data manipulation are on the rise. These challenges negatively impact the accuracy
and reliability of financial reports. This necessitates the provision of effective technical solutions to ensure
the security and integrity of financial data. Among these solutions, encryption technologies have emerged
as essential tools for information protection, contributing to enhancing data integrity and preventing

402 ISSN: 2618-0278 Vol. 7No.Specil Issue August 2025


mailto:hadeer.m@uokerbala.edu.iq
mailto:hussen.amran@uokerbala.edu.iq
mailto:fawziah.al-helaly@uowa.edu.iq

Warith Scientific Journal

wWsSJ

Warith Scientific Journal

breaches, thus protecting companies from cyber risks. Although numerous studies have focused on
encryption and data confidentiality in various fields, there are insufficient studies linking the encryption
technologies used in accounting software to their direct impact on the quality of financial reports. However,
the relationship between encryption technologies in accounting software and their impact on the accuracy
of financial reports remains limited, which was a primary motivation for conducting this research.

The descriptive approach was adopted, as it aligns with the theoretical aspect of the research topic. An
electronic questionnaire was designed for accounting and computer specialists, with 51 participants. The
data was analyzed using SmartPLS to determine the relationship between encryption and the quality of
financial reports. This enabled us to analyze the data with high accuracy, thus drawing conclusions that
effectively serve the study's objectives. The results of the analysis showed that the use of encryption and
data protection technologies in accounting software has a significant positive impact on the quality of
financial reports and enhances protection against financial manipulation.
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