28 bl haad) g Lasilia) g

Aipal) Ayl ¢y g5-ad) Aty

Fanliad) aslal) 2 / Gy peatieal) daalal)

Suhaira26alhassan@gmail.com : Email g A<y} w )

(amall S il ¢ g S e Loadll ¢ Ahad) (1Y) el sAalidal) clall
c s Gphalls Al

Gaagl) Gl Adg
Gluhall dab 5850 Alaacdpnall L ghund) ¢ gsil) daihin) (Ga g ¢ oo
. oraaadle YoraladlY s Yo Joli ciulay)

cillal) (598l o)y £ Liall dady caga gade gsiball Jpagll g8 ¢ iasd) 13a
Guad) Jaand 0 AN hath muii (Creative Commons Attribution ) &l
o daaad oLy ALl (i gag citipall L) Jand) ol Jaydy (uAY) e 43U

Aojlad (aley daladi

Registered (4 s Indexed (& dugda
ROAD IASJ

QKX%%_@ o sasll [y o slaoll ¥+ v 0 Guilunitll Skl yall Juls 350 dlao %g}%xx{>

Journal Of Babylon Center For Humanities Studies 2025 Volume :15 Issue : 5
Yova (ISSN): 2227-2895 (Print)  (E-ISSN):2313-0059 (Online)


mailto:Suhaira26alhassan@gmail.com

28 bl haad) g Loastlia) g
China's Cybersecurity Strategy

Suhair Hassan Saadoun
Al-Mustansiriya University / College of Political Science

Keywords : China, Cybersecurity, Cyberspace, US-China Competition,
Digital Silk Road.

How To Cite This Article

Saadoun, Suhair Hassan, China's Cybersecurity Strategy,Journal Of
Babylon Center For Humanities Studies, September
2025,Volume:15,Issue 5.

This is an open access article under the CC BY-NC-ND license
(http://creativecommons.org/licenses/by-nc-nd/4.0/

BY MG MD

This work is licensed under a Creative Commons Attribution-

NonCommercial-NoDerivatives 4.0 International License.

Abstract:

This research aims to examine China's cyber strategy as one of the
rising major powers in the international system, which has successfully
utilized cyberspace as a strategic tool for national security and global
competition. The study explores China's motivations for prioritizing
cyber power, the main components that have placed it at the forefront
internationally, and analyzes the tools, objectives, and means of its cyber
strategy. It also highlights the dimensions of cyber competition with the
United States, as the world’s two largest economic and technological
powers, and investigates areas of cyber cooperation between China and
Russia. Furthermore, it addresses the “Digital Silk Road” as an extension
of China’s global influence in cyberspace. The research concludes that
cyber power is a core pillar of China’s foreign policy, employed through
a dual approach that combines intense competition with adversaries and
strategic cooperation with allies.

In an environment where cybercrime is thriving, the law is lax, and
there is inconsistent enforcement of its mechanisms, the Chinese
government has been working tirelessly to build an effective technical
system for "network security." Therefore, China's enactment of the
"Cybersecurity Law" represents an important step to address this
sensitive issue and its significant impact on the country's national
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security. This law reflects a broad global trend to regulate cyberspace
activities and combat cyber threats that could undermine the national
security of various countries around the world.
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