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Abstract In recent decades, the world has witnessed a revolution in information technology, which has become a
catalyst for cultural and economic advancement. Access to information is a major challenge for humanity, given its
connection to various fields of human activity and aspects of contemporary life. This is because preserving and properly
utilizing information are essential components for driving the progress and prosperity of nations, and its presence has
become a fundamental pillar of development efforts and cognitive advancement. Despite the great benefits and goals that
information technology has achieved and continues to achieve at all levels and in various areas of contemporary life, this
growing modern technological renaissance has been accompanied, on the other hand, by a number of serious negative
phenomena resulting from the misuse of these advanced technologies and the deviation from their intended goals.
Cybercrime has spread rapidly. These are innovative and novel crimes that represent a form of criminal intelligence.
They are not limited to one country, but have crossed national borders, making it difficult to include them within the
traditional criminal descriptions in national and foreign criminal laws. They have also revealed the inability of procedural
prosecution rules, which appear insufficient to accommodate this new criminal phenomenon, whether at the level of
criminal prosecution within the framework of national laws, or at the level of international criminal prosecution.
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