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ABSTRACT  

The transfer of secret texts via channels requires a higher level of security to prevent any third 

party from revealing or extracting any information related to it. In this paper, a secure hiding 

algorithm for protecting the secret texts either Arabic or English based on RGB image binary 

decomposition with 16 characters forming the Vigenere key is proposed. The main feature of 

the proposed algorithm can be summarized as offering security without transferring any 

information relating to the secret texts with the stego image. The RGB image is scrambled by 

binary decomposition and reordered its bit plan. Then, the secret text either Arabic or English 

is encrypted using 16 characters of Vigenere key with a new method for forming this key based 

on primary and secondary diagonal pixels of the scrambled red channel. On the other hand, the 

ciphertext length is hidden in the corner pixels of the same scrambled red channel. The 

performance of the proposed steganographic scheme is evaluated using the elapsed times for 

its implementation, PSNR, and MSE while the security provided for the spatial domain pixels 

in the scrambled green and blue channels before hiding the ciphertext is evaluated using 

histogram analysis and the entropy value. The simulation results demonstrate the security that 

is provided for the secret texts during the transmission of the RGB stego image. 
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1. INTRODUCTION 

Digital technology's advancement is one of the optimum human mind's creations, which has 

opened gates towards an extensive possibilities range within numerous areas, such as 

entertainment, education, communication, media, and advertisements, Last years, the 

information technologies properties are improving fast in all directions that required enhancing 

information processing techniques. One of the important information requirements is keeping 

data secret when transmitting it’s through complicated channels or storing it where this is 

important challenges that facing security technicians (Akhshani et al., 2010; Gayer & Shy, 

2005; Han et al.,1999; Kankanhalli & Guan,2002). 

Data was kept secret by two directions are hiding or encryption and sometimes together to 

increase the security levels. Cryptography techniques effectively protect data by converting it 

into a random message for the opponent (Chen, 2010). The three main aspects of cryptography 

are the cryptographic key, encryption, and decryption. The cryptographic key represents a 

prominent role in specifying the outcome of the cryptographic algorithm. Encryption is a 

procedure of transforming data from a readable form called plain text to an unreadable form 

called ciphertext. Decryption is a procedure of transforming data from an unreadable form back 

to data in a readable form (Samanth et al.,2023). Although the original data is unreadable after 

applying the cryptographic algorithm while maintaining confidentiality. However, the 

appearance of the ciphertext increases doubts and draws the concentration of foes (Ghoul et 

al.,2023). Most cryptography approaches are designed to deal with texts written in English, but 

those that are designed to deal with texts written in Arabic are few. Consequently, numerous 

researchers were curious about the encryption codes that are employed for the texts written in 

the Arabic language (Altamimi & Kaittan, 2021). There is a lot of dissimilarity between Arabic 

and English languages.  The Arabic language starts writing from right to left while the English 

language starts writing from left to right (Alsuhibany, 2019). Also, the letters written in the 

Arabic language have different forms, depending on their place in the given word (Alkhudaydi 

& Gutub, 2021). The letters in Arabic are categorized into two groupings: isolated and 

connected. Therefore, every letter has different forms according to its place in a word while the 

letters in English are written separately with the same form regardless of their appearance place 

in the word (Obeidat, 2017). Ciphering techniques were still in continuous developing since the 

16th century until now in parallel with hacking techniques evolving. Data ciphering techniques 

can be classified based on data encrypted size into stream or block cipher, or based on key to 

private or public key (Chen et al., 2020). The two important factors that facing the encryption 

techniques are data secret randomly and key size.     
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On the other hand, the data can still secret through apply the steganography techniques on it 

where steganography is defined as hiding or protecting secret messages in a cover file (Cheddad 

et al., 2010; Thahab, 2015). Actually, the significance of digital data security is high, and one 

way to maintain its security is to use steganography techniques. Normally, human eyes cannot 

detect hidden data, so it is difficult to differentiate between the original or normal cover 

involving the message or file (Cheddad et al., 2010). Cover utilized for the hiding can be in the 

shape of digital such as image, text, audio, and video (Setiadi, 2022). Generally, steganography 

implicates two processes: the hiding process which hides the secret data into the cover media, 

and the extraction process which recovers the secret data from the stego media (Alanazi et al., 

2020). Fig. 1 shows the main concept of the steganography (Alanazi et al., 2021). Although 

both steganography and cryptography are utilized to protect secret data, the dissimilarity 

between them is that steganography does not indicate any doubt about concealed data. 

Consequently, the assailants will not attempt to decipher information (Ali et al., 2017). Thus, 

combining steganography and cryptography provides more efficiency in obtaining safety and 

data preservation (Younus & Hussain, 2022).  

Images can be regarded as a good medium for transferring confidential data over the internet 

because of the redundant information available in them. In addition, the visual resilience to 

slight modifications in its pixel values. Image steganography can be classified into two 

domains. The spatial domain and the frequency domain. Where the spatial domain conceals the 

secret data directly in the pixel intensity values (Shmueli et al., 2024) as in the research (Voleti 

et al., 2021), the authors proposed improved LSB technique with embedding Vigenere cipher 

of secret English text. (MACİT, 2022) proposed a secure method for embedding the cipher text 

resulting according to the extended version of Vigenere cipher into the chrominance channels 

of the RGB image. (Putra et al., 2018) utilized Vigenere and Vernam algorithms to cipher the 

secret messages, and then the cipher form is embedded into image files using the LSB 

algorithm. (Handrizal et al., 2021) implemented image steganography based modified LSB and 

two cryptographic algorithms, the columnar transposition and Caesar cipher. (Ghadi et al., 

2023) introduced an image steganography-based hash function. According to their methods, the 

secret message is encrypted firstly utilizing either Caesar cipher or Vigenere cipher, then the 

cipher form is hidden into grayscale cover image using hash function. (Alanzy et al., 2023) 

proposed an image steganography that utilized two ciphering algorithms, AES and Blow-Fish. 

On the other hand, the frequency domain (Sultan, N., 2019) utilizes firstly a discrete frequency 

transform for the cover image, then the secret data is concealed in the frequency coefficients of 

the selected cover image (Aslam et al., 2020) as in the research (Soria-Lorente & Berres, 2017; 
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Tevaramani & Ravi, 2022; Mukherjee et al., 2021). Ideas to conceal the transmitted data (hiding 

data) appeared in the fourth decade of the last century. The key challenge of hiding algorithms 

is to make embedded data secret against an attacker.    

 Recently, many cryptography methods based on chaos theory were introduced for data 

encryption. However, the chaos based ciphering algorithms suffer from high computation cost 

(Zhu et al., 2011). Also, decomposition techniques are used in steganography and cryptography 

techniques. However, the disadvantages of those techniques were the weakness of security 

levels because of the bit planes numbers and their contents are invariant in additive to the key 

space which is little (Chen et al., 2013). According to the evolution of different cryptographic 

algorithms and steganographic algorithms, there is a need to acquire data that is securely 

ciphered and hidden without requiring the trade of confidential keys between the two 

communication parties (Abed et al., 2023). 

Fig. 1. Steganography scheme (Alanazi et al., 2021) 

In this paper, a hiding algorithm for Arabic and English texts based on RGB image binary 

decomposition with forming 16 characters Vigenere key is proposed. Where the secret text is 

encrypted firstly according to the Vigenere cipher with a new method for the creation Vigenere 

key based on primary and secondary diagonal pixels of the scrambled red channel. The cipher 

form of secret texts is hidden into the scrambled form of green and blue channels of the desired 

RGB cover image. On the other hand, the length of the ciphertext is hidden in the corner pixels 

of the scrambled red channel. Thus, there is no information related to the hidden information 

required to be transferred between the communication parties.  

The paper is organized according to the following sections: section 2 demonstrates the details 

of the proposed algorithm. Section 3 shows the performance evaluation criteria. The results 

were shown and discussed in section 4. In section 5, the paper's conclusion is presented. 

2. METHODOLOGY 

The process of sending and receiving secret information can be demonstrated according to the 
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implementation of the algorithms into the following parts. 

2.1. Hide and extract the length of secret data using corner pixels 

The process of hiding the ciphertext length is described as follows. 

a. Read the desired RGB image to be used as a cover, and then detach the channels. 

b.  Decompose each channel using binary decomposition then reorder the bit plans for each 

channel separately. Thus, image channels have new pixel values that are completely different 

from the original value.  

c. Extract the four corner pixels of the scrambled red channel, and create a vertical vector 

containing the extracted pixels, as follows. 

Corners = [red (1,1), red (end,1), red (1, end), red (end, end)]'; 

d. Convert the vertical vector of the corner pixels to its binary form using 8 bits, as follows. 

Binary = dec2bin (Corners,8); 

e. Specify the ciphertext characters and then convert the characters to their binary form in order 

to count the number of bits that need to be hidden in the desired RGB cover channels, as follows. 

ciphertext = dec2bin (Characters,11); for Arabic binary form 

ciphertext = dec2bin (Characters,8); for English binary form 

Number = numel (ciphertext); 

f. The number of bits calculated is converted to their binary form using 20 bits, as follows. 

bits = dec2bin (Number,20); 

The reason for using 20 bits is determined according to the maximum length of secret ciphertext 

that will be concealed in the desired RGB cover channels. The standard RGB image of size 

(512 × 512) is assumed to be frequently utilized for concealing the secret ciphertext in its 

scrambled green and blue channels, then 524288 will have resulted if one bit is utilized from 

every pixel of these channels. If this number 524288 is converted from the decimal value to its 

equivalent in binary, 20 bits are required for its representation. On the other hand, the size of 

the cover can be changed flexibly by using another RGB cover with a different size.  

g. The 20 bits are hidden in the four corner pixels using 5 bits from each corner pixel. The 

method of hiding the number of ciphertext bits is confidential and agreed upon between the 

sender and the recipient. 

h. Convert the binary bits of the four corner pixels with their new values to decimal values. 

i. Save the new corner pixels of the scrambled red channel with the same location. Fig. 2 shows 

an explanation of the steps with the suggestion that was utilized for the method of hiding the 

number of ciphertext bits in the four corner pixels. 
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Fig. 2. Steps of hiding the number of ciphertext bits in the four corner pixels 

j.  On the receiving side, the same steps as before in points a, b, c, and d are repeated based on 

the received stego image. 

k.  Extract 20 bits that are hidden in the four corner pixels, where extract firstly the 8th bit from 

each corner pixel and then extract the 7th bit from each corner pixel, and so on until reaching 

the 4th bit. 

l. Collect the extracted bits in a single row vector, then convert the collected bits to a decimal. 

Thus, the number of hidden ciphertext bits in the cover image is determined. 

2.2. Vigenere key construction 

The method of extracting the secret key for Arabic or English texts is explained in the following 

steps. 

a. Extract the primary and secondary diagonals from the red channel whose pixel values have 

been changed completely differently from the original values according to binary 

decomposition and the reorder of bit plans after the binary decomposition. 

b. Create the Vigenere key using 16 pixels from the primary and secondary diagonals without 

using the corner pixels. Exclusive OR is made between the 16 pixels from the primary diagonals 

with 16 pixels of secondary diagonals to produce completely different pixels.  

c. Take modulus 42 for the resulting vector of the pixels if the required text needs to be 

encrypted in Arabic. Modulus 42 is selected to later easily convert the created Vigenere key to 

the Arabic language as described in point (e). on the other hand, if the encryption is for English, 

then modulus 26 is utilized. 

d. Convert the resulting vertical vector from modulus operation to horizontal vector of type 

uint16 for Arabic and save it as Arabic key. On the other hand, the uint8 type is used for English 

and then saved as English key. 
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e. Add 1569 for Arabic key if the required text needs to be encrypted in Arabic. If the result is 

greater than 1594 and less than 1601, 6 is added to the result of addition because the utilized 

Arabic letters do not use it. 

The reason for adding the decimal number 1569 is to be able for converting the created Vigenere 

key using MATLAB to its character form in the Arabic language after taking the char function. 

Thus, after taking the char function, the number 1569 represents (ء), the number 1570 represents 

 and so on until reaching the ,(ؤ ) the number 1572 represents ,(أ) the number 1571 represents ,(آ)

number 1610 that represents (ي) letter. The letters resulted from the numbers that are greater 

than 1594 and less than 1601 are not utilized in Arabic letters so they are excluded.  

On the other hand, add 97 for English key if the text needs to be encrypted in English. The 

reason for adding the decimal number 97 is to be able for converting the created Vigenere key 

using MATLAB to its character form in the English language after taking the char function. 

Thus, after taking the char function, the number 97 represents (a), the number 98 represents (b), 

the number 99 represents (c), the number 100 represents (d), and so on until reaching the 

number 122 that represents (z) character. 

f. Take char for the result of addition to obtain the 16 characters of the secret Vigenere key. An 

explanation of the steps for Vigenere key construction is shown in Fig. 3. 

Fig. 3. Steps of Vigenere key construction 
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2.3. The overall steps of the algorithm for hiding and extracting secret data 

The bits of ciphertext are hidden using the 8th bit from green and blue channels whose pixel 

values have been changed completely differently from the original values according to binary 

decomposition and the reorder of bit plans after decomposition. In addition, XOR with central 

pixels from the scrambling red channel increases the randomness of pixels for the channels. 

The overall steps of the algorithm for hiding confidential data are shown in Fig. 4. 

Fig. 4. The overall steps of the algorithm for hiding confidential data 

On the receiving side, the same steps as the sending side are repeated for obtaining scrambling 

channels based on the stego image. After that, the ciphertext bits are extracted from the 

scrambling green and blue channels based on the number extracted from the four corner pixels 

of the scrambled red channel. The ciphertext is then decrypted using a constructed Vigenere 

key to obtain the original secret text. 

3. PERFORMANCE EVALUATION CRITERIA 

The outstanding appearance quality of the stego image is the essential characteristic of the 

designed steganographic system due to the hard of being detected by the attackers. The 

deformation between the selected cover image and the resulting stego image is calculated by 
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PSNR which represents the peak signal to noise ratio. It is severe to discriminate between the 

cover image and the resulting stego image by human eyes when the value of PSNR is greater 

than 30 dB (Sharma et al., 2018).  

When PSNR values become below 30 dB that indicates a low quality and refers to the apparent 

distortion caused by the concealing data (Swain & Lenka, 2011). Thus, A high value of PSNR 

signifies a lower level of stego image distortion compared to the cover image. On the contrary, 

a small value of PSNR signifies a larger level of stego image distortion compared to the cover 

image (Zakaria et al., 2018). PSNR is displayed in decibels (dB) (Abdullah & Nawaf, 2023) 

and calculated using the formula (Milosav et al., 2023) demonstrated in Eq. 1. 

𝑃𝑆𝑁𝑅 = 10 𝑙𝑜𝑔10

(𝑀𝑎𝑥2)

𝑀𝑆𝐸
                                                                       (1) 

Max denotes the highest value related to the pixel intensity which is 255 for grayscale images 

or per channel for RGB images (Milosav et al., 2023; Setiadi et al., 2021).  

MSE represents the mean square error which indicates the dissimilarity between the selected 

cover image and the resulting stego image. A lower value of MSE denotes a smaller 

dissimilarity between the two images. on the contrary, a higher value of MSE denotes greater 

dissimilarity between the two images (Benyahia et al., 2024). MSE is computed using the 

formula (Saeidi et al., 2024) demonstrated in Eq. 2. 

MSE =
1

M × N
∑ ∑((Cover image(i, j) − Stego image(i, j))2

N

j=1

M

i=1

   (2) 

M and N numbers represent rows and columns in the selected image. On the other hand, the 

information entropy of the image represents a measure for determining the randomness of the 

image. When the entropy value is near 8, that refers to the randomness of pixels in the image 

being higher (Kamal et al., 2021).  

Also, another term for performance evaluation of the image is called the histogram. A histogram 

of the image shows the frequency distribution of its pixel intensity. There is a difference 

between the histogram of the original image and its cipher form. The distribution of the pixels 

in the original image is nonuniform (Zia et al., 2022) while the histogram of its cipher form is 

always uniformly distributed (Wadi et al., 2022; Brahim et al., 2023).  

In term of the designed steganographic system, the high similarity between the histogram of the 

cover and stego images specifies the minimal distortion that occurs after the concealing 

procedure of the secret information (ALabaichi et al., 2020). 
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4. RESULTS AND DISCUSSIONS 

A color cover image of size 1024 × 1024 and 512 × 512 with tiff type extension (SIPI Image 

Database) is chosen to examine the designed algorithm and notice the difference when using 

the color cover in order to hide Arabic text from being used to hide English text. Fig. 5 and 6 

show the selected cover image, the scrambling image by binary decomposition and reordered 

bit plan, and the resulting image after hiding the ciphertext.  

 

        

                           (a)                                               (b)                                               (c) 

Fig. 5. 512×512 Woodland Hills image (a) selected cover image, (b) scrambling image, and (c) 

resulting image after hiding the ciphertext 

         

      (d)                                           (e)                                             (f)  

Fig. 6. 1024 × 1024 Shreveport image (d) selected cover image, (e) scrambling image, and (f) 

resulting image after hiding the ciphertext 

On the other hand, the secret text either Arabic or English is shown in Table 1 with its cipher 

form and secret key according to the selected cover image. 

  



122                 Abed et al. 

Table 1. Arabic and English text tested using the proposed algorithm 
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As shown in Table 1, the encryption output of the same secret text, whether in Arabic or 

English, is different according to the selected cover image although the original text is similar 

because the Vigenere key generated varies depending on the scrambled red channel of the 

selected cover image. 

Fig. 7 demonstrates the performance for testing the algorithm in hiding Arabic or English 

ciphertext. 

Fig. 8 demonstrates the performance for testing the entropy of the scrambled image to protect 

the location of hiding the secret bits.  
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Fig. 7. PSNR and MSE for testing the hiding algorithm 

 

Fig.8. Entropy of the scrambled image 

Table 2 shows the elapsed times for implementation of the proposed algorithm.   

Table 2. Elapsed times 

Cover Image Elapsed Time Arabic Text English Text 
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Hiding into corner pixels  0.055771 seconds 0.045022 seconds 
Extracting from corner pixels  0.022320 seconds 0.013031 seconds 
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Hiding ciphertext 4.180084 seconds 4.641078 seconds 
Extracting Ciphertext 0.723278 seconds 0.739463 seconds 

Hiding into corner pixels  0.071813 seconds 0.049484 seconds 
Extracting from corner pixels  0.026492 seconds 0.013282 seconds 

Total for the sending side 20.148971 seconds 19.918403 seconds 
Total for the receiving side 2.788519 seconds 2.717681 seconds 
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Tables 3 and 4 demonstrate the histogram of the cover image before scrambling and after 

scrambling, as well as the stego image histogram for testing the security of the proposed 

algorithm according to the protection of the location for the hiding secret bits in the spatial 

domain. As shown in Tables 3 and 4, the histogram of the channels for the original image is 

completely different from the histogram of their scrambled image channels. Thus, the pixel 

values in the scrambled image that is used to hide secret data are completely different from the 

original image, and there is no indication of the hiding process.  

Table 3. Histogram of the images with size (512×512) 

Image Type Image Function Histogram 
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Table 4. Histogram of the images with size (1024×1024) 

Image Type Image Function Histogram 
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The features of the proposed algorithm when compared with other studies (MACİT, 2022; 

Ghadi et al., 2023) that are mentioned in the literature and used the spatial domain type of the 

desired cover image and also performed Vigenere cipher for the secret information before the 

concealing procedure are demonstrated according to the comparison points shown in Table 5. 

Table 5. Comparison of the proposed algorithm with other studies  

Comparison Points MACİT, 2022 Ghadi et al., 2023 Proposed method 

Cover image type RGB image Grayscale image RGB image 

Secret text English only English only English and Arabic 
    

Encryption type for the 

secret text 
Vigenere cipher 

Caesar cipher or 

Vigenere cipher 
Vigenere cipher 
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Comparison Points MACİT, 2022 Ghadi et al., 2023 Proposed method 

Sending side 

requirements 

Cover image, secret 

text, and Vigenere 

key 

Cover image, secret 

text, Vigenere key or 

Caesar key, and key 

of the hash function 

Cover image and secret text 

    

Receiving side 

requirements 

Stego image and 

Vigenere key. The 

ciphertext length is 

determined based 

on 𝑁𝑈𝐿𝐿 character 

that is added at the 

sending side 

Stego image, 

Vigenere key or 

Caesar key, and hash 

function key. 

ciphertexts length is 

determined based on 

hash function 

Only the stego image is used 

due to the features of 

extracting the ciphertext 

length and creating a 

Vigenere key from it 

    

Vigenere key 

properties 

Vigenere key 

contains 

punctuation marks, 

letters, and 

numbers. However, 

it is required to be 

traded while 

sending the stego 

image 

No features are 

included 

Vigenere key is created 

from the scrambled red 

channel. Thus, the key can 

be changed whenever the 

desired cover image is 

changed. Also, it is not 

required to be traded while 

sending the stego image 
    

Security procedure for 

the pixels of the hiding 

channels 

Cover image is 

converted to 

YCbCr colour 

scheme and using 

Cb Cr for hiding 

Hash function is 

utilized 

Binary decomposition and 

reorder of bit plans are used. 

Also, XOR procedure with 

the central pixels of the 

scrambling red channel 
    

Visual quality of the 

stego image 
Good Good Good 

    

PSNR satisfies the 

steganographic 

requirements 

Yes Yes Yes 

    

Histogram of the stego 

image compared to the 

selected cover image if 

available 

Not available 
Similarity with slight 

alterations 
Similarity 

5. CONCLUSION 

In this paper, a hiding algorithm for Arabic and English texts based on RGB image binary 

decomposition with forming 16 characters Vigenere key is proposed. The proposed method 

provides multiple levels of security for the secret texts in both Arabic and English languages. 

Where the secret text is encrypted firstly utilizing the Vigenere key with a new method for 

creation it based on the scrambled red channel of the desired cover image. The cipher form of 

the secret texts is hidden into the scrambled form of green and blue channels. The main feature 

of the proposed algorithm is the generated key and the secure spatial pixels of scrambled green 

and blue channels for the concealment. The results demonstrate the security provided by the 

proposed algorithm without the need to exchange any information related to the secret text such 

as its length and the ciphering key because of the features for the proposed algorithm in 
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exploiting the scrambled red channel for hiding the length of ciphertext in the cornel pixels and 

creation the secret Vigenere key based on its primary and secondary diagonals pixels. 
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