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ABSTRACT

Numerous countries have a high impact on providing the planet with critical
infrastructures offering very important services employed in different fields
such as water resources management, public services, power grids, telecoms,
commercials and transportation. The increasing solutions in the loT systems made
it possible to exploit the internet connection services for supporting the critical
infrastructures. The latest are being targeted by various types of cyber-attacks
due to the advancement in internet services. Therefore, improving the security
systems and the ways to detect the threats are highly required. Meanwhile,
protecting the critical infrastructures from hostile cyber-attacks are of high
significance. This article brings examination of a number of cyber-attack scenarios
focused on critical infrastructures during the recent years, and highlights the most
effective countermeasures for mitigating the most common types of attacks.

Keywords: loT structures, Cyber-attacks, CMunter-cyber-attacks,
mitigation techniques
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1 - INTRODUCTION

The internet of things has revolutionized the communication over
networks of machines [Gunduz and Das,2018]. The designated system
has made it easy to connect numerous devices and equipment over the
internet. Furthermore, high amount of data is usually exchanged among
these devices without any human interaction, and the number of these
devices is getting higher by the hour. The new advancement of loT systems
is making it possible of the devices to be remotely processes and managed
through the web [Abomhara and Kgien,2015]. As much as the loT systems
seem promising, it brings many cyber security threats targeting vulnerable
areas that are connected to vast networks resulting in potential gaps for the
attackers especially in sensitive infrastructures. Therefore, some protective
measures are needed for reducing such risks [Ani et al,2019].

There are vast Applications in loT, which makes it possible for security
regarded vulnerabilities to be targeted. The sensitive infrastructures usually
have critical information and control capabilities which if fell under control
of the wrong hands, it may cause tremendous amount of damage to these
infrastructures [Cardenas,2019]. The Damage includes disconnecting the
power from supplying a hospital, manipulate the cooling system of nuclear
power stations, hacking a smart automobile that is still in motion for theft
or destruction purposes, and even attacks targeting water supply systems
causing shortage in water which is vital to people, animals, plants and
industrial applications [Baykara and Das,2015]. Additionally, cyber-attacks
targeting infrastructure on foreign soil is considered as an act of hostility
and may lead to war [Sagiroglu et al, 2019 and Pacheco,2019]. For that,

countries now consider cyber security as one of the national security topics
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due to the fact that the cyber treats can cause destruction of governmental
buildings and firms in the physical world by hacking the control panels by
rogue attackers, who they may even concentrate on the civic information
and target government personnel.

This topic presents various scenarios of cyber-attacks that targeted
different infrastructures occurred during the last fifteen years when it was
earlier considered as classified intel and now it has been released to the
public. The effect of these attacks reached sensitive systems that had such
an impact on the government and national security as well as the economic
and financial systems. Therefore, there were various solutions discussed in
this paper in order to mitigate these threats.

This article discusses various common scenarios of cyber-attacks
happened during the last decade focused on attacks targeting susceptible
infrastructure. Additionally, there are some scenarios that focused on toxic
effect of these attacks in addition to analyzing them. On the other hand,

counter measures were also discussed in order to mitigate these offenses.

2 - CYBER-ATTACKS TO CRITICAL INFRASTRUCTURES

The threats have become quite capable of commencing cyber-attacks
targeting the most known infrastructure technologies that have control on
various vital networks. The latest consist of many subnetworks operating
numerous services and they are growing over time, the more they grow
the more vulnerabilities they bring along the way. One of the most popular
offenses it attacking the control systems especially the one called SCADA that
is capable of controlling the power grid infrastructures. It is a fact that the

ones who code viruses and design them to target particular sections in the
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country such as transport, finance, power stations, power plants, and water
treatment systems are quite skilled. Countless devices operating based on
Internet of Things are easy to integrate with many vital applications and
control terminals and the number of these devices is very much rising to
tens of billions and the estimate is rising by the hour and that makes the data
integrity and security more and more challenging [Horwitz,2019]. Adding to
that, the more the applications and employments grow the more threats
they bring with them as different types of infrastructures will be exposed to

cyber-attacks [Tuna, 2019].

2 - 1 Review of the Latest Attacks
One of the most promising solutions for improving the security of
local infrastructure is by using systems that run based on the same Internet
of Things Technologies, in other words it is crucial to use the internet for out
daily applications and the designated security measures must connected to
web as well with the aid of the advancement of internet employment and
services. Since the fact that all the systems and infrastructures that needed
to be protected are exposed to all kinds of threat. Hence, the latest may
affect the functioning performance of loT systems and applications due to
the vulnerabilities the come with them that are at risk of being targeted by
cyber-attacks. Therefore, their effects on the infrastructures were analyzed.
Hacking the tram-systems: There has been an incident occurred in the
past when a young boy was able to hack his access through the metro control
system with the aid of simple tools and changed the direction of train which
was considered as of the earliest incidents that caused some damage to the

train and some passengers were injured in the process [Kimani et al, 2019].
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Hacking the power companies: One of the companies fired
an employee and the latest took revenge by hacking their network and
disconnecting the main systems from the power supply by using his
authentication info which could not be banned in time by the administration
control [ Wells, 2014].

Nuclear facilities: There has been anincident that occurred the before
commenced by America and the Israeli government on the Nuclear program
of Iran aiming to destroy one of the nuclear facilities. The SCADA system was
targeted in order to create an automated sabotage [Humayed, 2017].

Hacking the water supply: It’s one of the popular attacks that focuses
on the water and waste systems when one of the hostile organizations once
targeted by uploading false schematics and wrong schedules in order to fail
the development and maintenance processes. Although, the system security
was setup using a tri password, the attackers had no struggle breaching their
way in [Miller and Rowe, 2012].

Attacking the dam control system: The dam hacking brings one
of the incidents that has happened by hacking access to a SCADA system
controlling a dam, caused by attackers for manipulating the water levels as
well as the temperature of the equipment used in the control center. The
reports stated that the hostile attackers were able to gain access easily and
made some changes to the water flow rate in addition to the amounts of
chemicals used in water treatment. The attack also caused some destruction
to the infrastructures of the affected area [Kim, 2016].

Attack on the power grid: One day, one of the popular companies
in the field of electrical power generation in the United Kingdom, suffered

from an attack that targeted the SCADA system in control of the supply

E176



Analysis and Mitigation of Cyber-attacks Targeting Infrastructures 0Oerated by loT Systems '

network and caused an outage in some areas. The network was attacked
using spam letters that were focused on senior executives in the company.
The spamming emails contained click baits and hidden links that directs to
downloading harmful software [Stellios, 2018].

Attacking a chemical facility: An example of cyber-attacks targeting
the chemical industry was when a group of hostile hackers attempted to
hack their access and cause damage to the production line by creating and
explosion able to harm the workers in the facility. Luckily, a glitch in the code
was the reason for failing the attack. However, it could do more damage if it
wasn’t for the code error [Wilkins, 2019].

Targeting a transport control network: A cyber-attack once targeted
one of the transport control terminals and manipulated the time schedule
causing delays in the departure and arrival times. Numerous complaints
were reported from customers about their struggles to make reservations
[Tonn, 2018].

Hacking the healthcare section: One of the major companies in the
field of healthcare suffered from an attack, the latest occurred in a hospital,
concentrated on the server responsible for the logging credentials gained
from an IT company who provided the medical equipment to the hospital.
The technique used during the attack was called SamSam encryption
software which was able to seize all the database of the hospital [Coventry

and Branley, 2018 ] ,[Hemsley and Fisher, 2018] .
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2 - 2 - Cyber Attack Types

There are numerous of applications that are operating based on loT
and they are targeted by kinetic cyber-attacks. The latest represent a direct
threat to the individuals physically. Additionally, this type is complicated and
they are carried out using various techniques. Therefore, this section will
discuss the most popular cyber-attack types.

The Malicious injection: This method has the ability to disable the
targeted system [Mo et al, 2012]. The popular ones are the Trojans mainly,
then comes the ransomware, rootkits, spyware, worms, and keyloggers. And
there is the WannaCry which is a ransomware, it’s capable of totally seizing
the data of users and prevents access to them unless the users obeys the
rules of ransom.

The phishing attack: is one of the cyber-attack types that requires
data requisition from one of the authorized access accounts. The attackers
attempt to send a rogue link or fake invitation in order for the user to click
on it and when the victim does, the link contains a virus to be automatically
downloaded and perform a survey operation of all the login information
stored in the victim’s browser including bank accounts, company access
information, social media accounts and other websites and portals.

The spear phishing attack :is the most common phishing attack,
especially in critical infrastructures. Email attachments are used to make the
user click on a link to trigger malicious software [Li, 2016]. Although spear
phishing is considered as one of the least complex methods of cyber-attacks,
it has recently led to catastrophic effects on critical infrastructures. Therefore,
the low level of cyber-security awareness is potentially the highest risk of

cyber-attack in loT-based critical infrastructures.
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Hacking: is the unauthorized entry into a computer, network or other
systems with the intent to access data or to inflict damage. Hackers use their
skills and knowledge to exploit vulnerabilities in systems, circumvent security
measures or gain unauthorized access. There are various methods and
techniques for commencing a hacking attack, it can brutally gain access through
a particular system or by using the method of MTM which man in the middle or
any other method related to social media engineering [Glind(iz and Da,s, 2016].

The denial of service attack: This kind of attack starts by flooding
the targeted network by unwanted or unnecessary data traffic. The network
equipment will be overwhelmed and the data contains so much dummy or
rubbish data. As a result, the network will be very slow in responding to the
data requests [Da,s et al, 2015]. Any infrastructure connected to the web is
compromised to this kind of attacks.

Attacks using SQL: injection which is one of the effective methods
used in requisition, modification or disposing a database information. The
method targets systems that usually operate based in existing data. The
server that is designed to operate the systems is the one usually under the
radar of attackers and they use SQL execution of query statements in the
process [Demirol, 2013]. The reason that this method is quite effective due
to the importance of database servers in almost all kinds of infrastructures.

Attacks using MITM: The main purpose of this kind of attacks is to
spy on the communication between various devices infrastructure in any
systems by making a rogue device in the middle between the peers. The
process includes sniffing and editing by the hostile device. The attacks can
be performed with any resistance if the transmission channels among the

infrastructure devices were not protected properly [Gunduz and Das, 2018].
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Cyberattack using Advanced Persist Threat (APT): This is one of the
stealth attacks, though which the attacker gain access and remain undetected
for a while. However, launching this kind of attacks is quite complicated and
requires some advanced equipment that can only be owned by advanced
and capable organizations [Ghafir and Prenosil, 2014]. Additionally, stealth
is @ must during this kind of attacks and it can only be maintained through
sophisticated technologies. Many attacks have occurred using this approach
such as Duqu, Red October, Dragonfly and others. The attack is known for
having multiple stages [Baykara and Das, 2017], the first stage to begin with
is the establishment of foothold, then comes the escalation of privileges,
next there is the internal reconnaissance, followed by the lateral movement,
and the next follower is maintaining the presence and finally comes the
mission completion. These stages must be carried out in order.

The initial compromise: through this stage the attackers try to
search for the vulnerabilities in the system in order to breach the network
that is highly likely to be connected to the internet. The attackers must
also keep track of all the devices connected to the targeted network. The
social programmers mainly perform the necessary techniques such as spear
phishing to inject and execute the malicious codes in the systems.

The footprint establishment procedure takes place after taking
control of one of the network infrastructure and the attempt to take control
of additional devices in the target system. Furthermore, the outbound
continuous connection will be established between the system and hostile
computer that is being used by the attacker.

The second stage includes escalating the privileges which involves

breaching the credentials and gain access to all the assets and resources
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in the system. Moreover, the hostiles try to hack their access to the admin
accounts. Therefore, these procedures are essential during the first stage.

The internal reconnaissance stage represents the process of data
collection of the system network information, trusted connections,
workgroups, documents and users that can be collected from the breached
devices. The hostiles during the attack could be searching data about the
last edited date as well as keywords or they could be searching for the file
extensions. The major targets during such attacks are the email systems,
servers and domain controllers, in addition to the file servers.

The stage of lateral movements that involves infiltration of other types
of loT based devices, in pursuit of critical data such as authentication as well
as reconnaissance data. In order to do such a thing, the hostiles attackers
much be inside the network physically for gaining the high privileges aided by
various tools and equipment. In order to move throughout the network, it’s
necessary to remain undetected and harvest data about servers, operating
systems and other services and equipment in the network hierarchy.

The sixth stage is about maintaining the presence which is concerned with
remotely controlling the loT based devices that are stationed outside the network
borders through the network backdoors. The hostile attackers usually don’t leave
any lead or trace behind, they even remove their activity from the log history.

Complete Mission stage means that the attacker achieves his aim. After
the attackers obtain the relevant data from the loT devices, they transfer the
data using FTP, file transfer tools, or backdoors. Once the attack is completed,
most attackers want to maintain access to the system.

The final touch is the mission completion which, meaning that the

hostile programmer accomplishes his tasks and they retrieve all the sensitive
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data from the loT based devices connected to the infrastructure using the
FTP service along with the file transfer technologies and leave a backdoor for
future access.

The growing advancement in the field of loT causes a vast growth in
the applications and devices. However, the more the technology advances
the more risks appear in the systems especially when they are connected to
the internet. Hence, the systems and infrastructures operating based on loT
should be tested by hackers in order to check for gaps and flaws that could be

a target for the rogue hackers for seizing critical data and asking for ransom.

2 - COUNTERATTACKING THE THREATS

The security vulnerabilities are growing by the day and it bring
difficulties to counter them all. The initial counter measures are a must to
minimize the effect of future attacks. Countering the cyber-attacks should
include detection for the possible threats [28] along with techniques for
preventing the intrusion [Baykara and Da,s, 2015] [Baykara and Das, 2018].
There are some effective methods that have been presented for mitigating
several cyber-attacks and they are discussed below.

Built-in security systems: The production companies responsible for
the networks and critical infrastructures equipment manufacturing should
build security systems inside the systems. One of the most successful ways
for improving the security of loT systems is through understanding the
fundamentals. All the companies responsible for the device production,
the devices architecture, and the development teams as well as the
systems designers must be on the same page through the design process to

accomplish the maximum security possible and produce the most secured
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equipment possible. The latest should be achieved by adding firewall
technigues which will represent an additional line of defense using stronger
encryption in addition to detection capabilities. When the companies fail to
test their equipment, it will risk the confidence of clients and consumers.
Therefore, it is necessary to include effective security systems to improve
their reliability and hence the confidentiality of clients and consumers of loT
product whether they were private organizations or government agencies
[Altulaihan, 2022].

Access Administration: It is necessary to categorize the access of data
and system devices by which user based on relevant positions in the system
inadvance [Yang, 2011]. These access protocols are important for minimizing
the possibility of a malicious attack to gain access to the network. The cyber
security can be improved and by setting the access rules based on roles and
positions and make the systems access more robust against potential cyber
threats. These policies and protocols are necessary to monitor and configure
systems operating over loT including the smart power grids, dam controls,
transportation and water supply controls.

In addition to the access control rules and policies, companies and
organizations operating on loT should increase the awareness and training of
employees, engineers and IT staff about the threats and risks that they might
face in their jobs, giving them an insight about the latest trends in security
breaching techniques and educate them about the flaws and gaps in the
systems that the hostile hackers might use to hack their access into critical
infrastructures. Furthermore, they should be capable of making decisions
in critical based on the information gathered from the devices [Polat, and
Sodah, 2019].
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Data Encryption: There is a limitation in the algorithms used in data
encryptionin loT systems. Therefore, a plan to develop lightweight algorithms
for cryptography purposes and create cipher codes to provide better data
protection. In the meantime, different models of cryptographic techniques
for generating lightweight cipher codes were proposed in [Polat, and Sodah,
2019] including SEA, KATAK/KTANTAN, mCrypton, LBlock and PRESENT. On the
other hand, a number of researchers proposed implementation techniques
for standardized cipher code blocks. Many application areas in loT have a
balance between its cost and performance as well as security. The levels of
security in the electronic tickets are low. However, low levels of power and
latency are needed. The parameters discussed in the paper mentioned the
evaluation of more than fifty different code blocks of cipher cryptography
which were classified based on various end nodes embedded with them. The
paper also implied that there is a compromise in most of the lightweight and
blocks of cipher codes which is due to their non-complexity, they might be
vulnerable to Side Channel Analysis attacks. The latest are concentrated on loT
systems based on RSA, ECC and AES, the paper mentioned countermeasures
for such hacking technique using Twofish which is a 128-bits code block of
cipher cryptography. The research also highlighted some unique methods
for generating cipher keys using physical Unclonable functions (PUFs) that
is known for generating key codes for ID purposes. The technology does not
involve embedding the cipher key in the loT system, it derives it with the aid
of PUFs from the ICs characteristics, this method is advantageous in terms of
the low cost hardware [lgbal, 2020]

Authentication control: One of the primary steps to maintain a

secure transmission of data is through controlling the devices authentication
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which is responsible for the identifications and authorization of devices
through the network. The process of securing the network includes
minimizing the transfer of unnecessary messages and files among devices
[Bou-Harb et al, 2013]. Additionally, the files and information are monitored
and authenticated throughout the network.

Remote security updates: The loT based devices are needed to be
continuously updated periodically and simply and they must be configured
to make sure that they receive such updates. However, there are numerous
production companies that do not send security updates to their client
devices which make them vulnerable to future attacks. Therefore, there must
be serious intentions to invest in the improvement technologies in order to
reduce the effect of potential threats [Kimani et al, 2019]. The smart power
grid is no less important application to be involved in the periodic security
updates that can be provided remotely for countering the hostile activities.

Physical access: Locked racks should be used to secure the critical
devices from getting physically accessed by unauthorized access along with
terminating the wireless connections and using only wired connections
instead. Additionally, all the unnecessary devices in the network should be
disabled and lock the access ports by security protocols with high level of
encryption while making the remote access to terminals and admin ports
as limited as possible in order to prevent the attackers from discovering
the critical devices and equipment are there in the network which will aid
him knowing all the vulnerabilities and gaps for breaching in the network,
enabling him to evade the red flags and detection mechanisms [EI-Gendy

and Azer,2020].
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Log access and Backdoors: The IoT applications in sensitive
infrastructures should protect that data integrity and privacy as well as the
confidence of the end users for using the loT based technologies. Hence, the
production companies should stop embedding backdoors in their products
that could be used as a gate for a lot of malicious activities by hostile attackers.
In [Kimani et al, 2019], there’s are many scenarios discussed about providing
backdoors to the CCTV systems operating based on loT. Additionally, there
should be an alternative and unique way of accessing loT devices operating
for the first time instead of using the default authentication making it hard
for rogue hackers to have access to these devices and compromise them to
DDos attacks.

Fast hopping with IP: The attacks of Dos are considered as the most
effective attacks in terms of damage done for the loT devices and systems.
Thus, the IP layer which is the network layer is an efficient method of
countering this kind of attack. The IP fast hopping delivers a simple method
of hiding both of the contents as well as the destination server from the point
to point connection sessions [Krylov and Kravtsov, 2014]. The method hides
the designated server IP address among a range of IP addresses provided
by the router, which makes it difficult for the hostile hacker to identify the
traffic and their destination. Additionally, the clients usually synch on the IP
address change in real time.

The intrusion detection techniques: The cyber-attacks mentioned
earlier were examples of effective ways of defending systems operating over
loT againstvarious hostile attacks. Onthe other hand, thereare somescenarios
when the rogue hacker is inside the targeted network and that makes the

countering techniques discussed earlier ineffective, and that brings on the
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necessity of using the intrusion detection systems which have the ability to

raise a flag when detecting a potential threat when compromising one of the

major parts in any targeted network [Sani et al, 2019]. Furthermore, early

warning technologies can initiate the countermeasures with the help of IDS

for countering future attacks. The four techniques used are listed below:

1.

The first type is the signature IDS that creates a comparison point
between the current threat and the attack that occurred previously
as recorded in a particular database. The signature of the hostile
hacker is stored in that IDS database. The signature consists of
multiple rules that have been set to identify previously recorded
attacks in the database. However, if any attack type occurred to
the system and it was not stored previously in the database, it can
be a drawback to the whole system infrastructure.

There is another type of IDS based system which is the anomaly-
based IDS, a system designed to detect any threat type that has
not been stored previously in the database with the aid of machine
learning, the method compares the behaviors of the anomaly
based IDS with the previous attacks. The only flaw of this technique
is that it could trigger some false alarms.

The host based IDS is a technique used to be installed on the host
itself, but the host view of the network topology is limited, making
it only able to trigger alert of malicious activities for a short a range
in the network. This method is used for malware activity detection
in the server areas only where the infrastructure is quite critical.
The major downside of this technique is that it can be disabled

once the network is breached by attackers.
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4. Lastly, the stack-based IDS is a technique that monitors the IP
packets in the OSI layers before get to the upper layers such as the
session layer, the presentation layer all the way to the application
layer.

The critical infrastructures in the loT systems and environments are

a sensitive issue and any part in the system network gets compromised, it
will have an impact on the whole structure of the infrastructures. Therefore,
creating a robust system with lightweight encryption algorithms and a
significant performance is a must, IDS bring so much potential in maintaining
the systems security by detecting all kinds of attacks and initial the proper

countermeasures.

4. CONCLUSIONS

There are countless types of critical infrastructures all over the globe
employed in numerous applications including, telecoms, power grids,
commercials, public services, water supply management and transportation.
These infrastructures are quite important to the national security and
therefore they are at continuous risk of being compromised to many cyber
hostile attacks. Every country around the globe is having security measures
and precautions for protecting their critical infrastructures. The hostile
cyber-attacks could cause much damage to these infrastructures, as they
could be targeting power control systems, dams, and nuclear power stations
and these risks always tend to rise. Moreover, the systems security is going
out of date the technologies being used during the attacks are also being
developed and improved, so should be the methods employed for mitigating

the attacks.
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The number of devices being employed in the loT applications are
increasing by the day inspired by the increasing performance of the internet
services and the connectivity of small and embedded devices through
numerous equipment and infrastructures. However, this inspiration brings
high risks to the security of loT which brings the necessity of improving the
security systems and the security counter measure technologies in order
to mitigate the cyber-attacks or reduce the impact of these attacks on the
sensitive infrastructures.

Despite that the fact that loT systems and applications are
highly important when it comes to the performance levels as well as the
communications quality especially when employed in critical infrastructures.
On the other hand, the loT systems are not untouchable, they make good
targets to the cyber-attacks the moment they get connected to the web.
This paper discusses an overview about the latest attacks on the loT critical
infrastructures. Additionally, various security breaching scenarios have been
discussed with different technologies and methods used during the most
common cyber-attacks in addition to the technologies used in the counter
attacks. Different countermeasure techniques have been discussed including
IDS as well as the predication and prevention methods for protecting the loT

infrastructures.
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