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Abstract

There is no doubt that the world is witnessing many profound transformations as a result of
the rapid growth in electronic networks, which has led to the emergence of new forms of
relationships and various activities. Modern information and communications technology has
brought about a comprehensive revolution in all aspects of economic, social, political,
cultural, military and security life. In contrast, cyber risks have increased as the dominance of
communications and information technology over public life has increased, so we have
become facing real challenges through the Internet in its various forms. On this basis, the
development of the concept of cyber warfare in light of the development of information
technology, where the challenge of cyber security can be considered the highest challenge to
national and international security, considering that cyber threats cross national borders, in
addition to the fact that these cyber attacks represent a serious challenge to the rules of
international humanitarian law and have occupied a wide area of national and international
interest, especially in light of the rapid technological developments in the world of
communications

Keywords: Cyber warfare, cyber security, international humanitarian law, national and
international mechanisms, cyber threats, cyberspace
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