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Abstract   
The most common kind of cybercrime now is phishing, it attempts to deceive users into divulging sensitive 

information like passwords, bank details, and account numbers. Such cyberattacks frequently take advantage 

of electronic communication channels such as emails, instant messaging, and phone calls. Nowadays, there has 

been a dramatic uptick in the building of computer networks. Looking at the present pattern among people who 

use computers worldwide, it is evident that they are required to establish a connection between their PCs and 

the web. These results highlight the critical nature of Internet connectivity, whether for personal or professional 

reasons. However, users' privacy is at risk due to the widespread usage of this network, particularly for those 

users who do not activate security software on their computers. Once this vulnerability is exploited, hackers 

would be able to breach networks and launch attacks. Hackers may steal sensitive information, including login 

credentials to online accounts like banks and social media, making this a major concern for anybody using the 

internet. Some of the assaults that can be launched include phishing attempts. Reviewing the many forms of 

phishing attempts and the solutions now employed to avoid them is this research set out to do. Deep and 

machine learning has shown to be an effective tool in the fight against phishing, according to the study. It is 

possible to use a variety of approaches in the deep and machine learning approach to ward off such assaults. 
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1. Introduction 

One definition of a phishing assault is the practice of 

using a convincingly similar appearance and 

functionality in order to perpetrate fraud or embezzle 

funds by deceiving consumers into disclosing crucial 

information[1]. The perpetrator or hacker behind the 

assault will often craft a convincing email that 

appears to have come from a trusted source, enticing 

the target to click on a link to access their profile and 

make changes or confirmations [2]. An attacker or 

hacker may often employ phishing emails to trick 

consumers into visiting a malicious website, where 
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they are asked to personally identifiable information, 

financial details, including account numbers [3].  

Digital banking has seen a meteoric rise in user 

numbers in the past several years, online services, 

purchasing things online, and their ease of 

consumption. Many phishers and cybercriminals 

have taken advantage of the explosion in popularity 

of online services and commerce to launch deceptive 

websites that steal personal and financial information 

from unsuspecting internet users [4]. Consequently, 

business websites and online customers alike are 

increasingly worried about phishing efforts on the 

internet. Modern phishing methods include Trojans, 
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online relay chats, messaging apps, black hat SEO, 

key loggers, screen captures, and other innovative 

ways to steal sensitive consumer information [5].  

Phishing attacks that rely on domain name 

system (DNS) manipulation, sometimes called 

pharming, occur when hackers alter the host's 

documents or web address records. When queries for 

URLs are sent to phishing websites, they get 

subsequent messages that return a fake address [6].  

In spear-phishing, an advanced variant of focused 

phishing, the phishers pose as legitimate corporate 

officials and send targeted emails to specific 

employees in an effort to get access to important 

company data. Among the most harmful kind of 

phishing attacks is website-based phishing, which is 

the main subject of this study. Phishing attack using 

URLs is a deceptive and scalable method of stealing 

sensitive information from victims by pretending to 

be a web server [7]. Numerous models utilizing deep 

learning have been developed to classify phishing 

attacks according to URL attributes [1].  

Spam emails are a constant component of 

phishing attacks. The link that takes victims to the 

phishing websites can be in one of those emails. The 

email provided by the hacker or attacker often 

appears legitimate, making it harder to detect a 

phishing attempt [8]. 

To make matters worse, the hacker or attacker 

can conceal their server's location and even change 

the URL of the phishing site, so it seems like the real 

thing. Furthermore, phishing websites do not rely on 

the computer's virus infection. Thus, not even solid 

security software can identify them[6]. There are a lot 

of planned efforts and commercial tools for phishing 

attack detection right now. To identify a phishing 

attempt, you can utilize one of four characteristics. 

Fig. 1 displays the characteristics. 

 

Fig. 1 Features in phishing attack detection 

This functionality is URL-based and operates 

accordingly. The foundation of any phishing assault 

is a URL that, when clicked, takes the victim to a 

malicious website that is a carbon copy of the 

legitimate one. You can tell a malicious URL by 

looking at the URL and the copied page. You can tell 

if a URL is fraudulent by looking at its overall length, 

counting digits, spelling, and whether or not it 

contains a valid brand name. Whether a URL is likely 

to be a phishing attempt is determined by the domain 

name, which the domain-based feature detects [9].  

There are a number of factors that might indicate 

that the URL is phishing, including the domain's age, 

the identity of its owner, and whether or not the 

domain is on the blocklist of prominent reputation 

services. The third aspect, page-based operations, 

derives information for reputation rating services 

from the pages themselves. How trustworthy the 

pages are will be decided by their reputation. 

Typically, Alexa's position, global page rank, and 

country page rank are what decide the reputation 

rating. Information about user activity on the site is 

typically provided by ranking services [10].  

This includes things like the average number of 

visits, domain category, website traffic, and 

connected websites, as well as an expected daily, 

weekly, or monthly visitor count. The content-based 

component, meanwhile, is domain-scanning-based. 

Typical things that are scanned include site name, 

meta description, content, body text, and pictures. In 

order to identify the page's category and user and 

determine whether or not the login procedure is 

required, the scanning process is carried out [11]. 
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2. Definition of Phishing 

The term "phishing" has received extensive 

examination on behalf of organizations like banks 

and police departments, as well as several press 

articles and hundreds of citations in scholarly 

publications. However, this begs the question: What 

is phishing anyway? Some sources define phishing in 

great detail, while others fail to do so at all [12].  

An example of phishing is given, while some 

assume prior knowledge of the term. There is a 

proliferation of phishing definitions in the scholarly 

literature since many experts have offered their own 

[13]. The phishing problem is complex and includes 

many different types of assaults, which is why the 

literature doesn't give a detailed explanation of 

phishing attempts. An example of this is the 

statement that were released by Phish Tank: A 

phishing attempt is an email-based scam designed to 

trick you into divulging sensitive information [14]. 

Although there have been no reliable studies to 

quantify this, the concept of PhishTank stays valid in 

a range of cases that roughly capture the most 

phishing assaults. Although not all phishing assaults 

involve the theft of personal data, the name 

"phishing" limits them to that. The bulk of the cases 

where phishers try to get sensitive information, like 

login passwords, are addressed in APWG [13-15]. 

Any website that falsely claims to represent 

another party in order to trick visitors into doing 

something they would only trust a genuine phishing 

attack, reads another explanation [16]. The data 

shows that both the frequency of phishing attempts 

and the damage they inflict have grown at an 

exponential rate. In recent years, DL has been 

increasingly popular for detecting phishing attempts, 

thanks to its exponential development and very 

accurate applications [17]. ML professionals may 

input the data without even needing to learn about 

cybersecurity because DL captures handcrafted 

components intrinsically, unlike typical ML 

algorithms. This assessment offers a structured 

overview of the literature despite the wide variety of 

approaches [11].  

The literature places a premium on evaluating 

and analyzing different methods for phishing email 

detection. This study does more than just list and 

classify various methods; it also compares and 

analyzes their respective strengths. As an example, it 

provides a list of capabilities, constraints, and related 

implementation scenarios to help readers design new 

anti-phishing detection systems. Email phishing is an 

independent problem that needs more attention [13]. 

This phishing email detection survey begins with the 

following: 

Defining the phishing problem due to the vast 

breadth of the phishing challenge. Keep in mind that 

there is inconsistency in the literature when 

describing phishing, so we provide a comparison of 

different concepts, including the history of phishing. 

Various methods for detecting phishing emails, 

software detection approaches, and user-awareness 

tactics to enhance phishing attack detection are 

discussed in a literature review on anti-phishing 

detection measures [16]. 

An analysis of the various phishing techniques in 

order to defend its environment against phishing 

attempts and lower its vulnerability in order to protect 

itself and its users from known dangerous sources. 

Furthermore, it needs to include an automated 

blocking mechanism and instruct users on how to 

deal with any questionable email activity on their 

system [18].  

The phishing plugin is one instrument that helps 

accomplish this goal. You may find a list of all the 

phishing plugins that are currently accessible, 

together with information on the strategies they use, 

how effective they are, and the sort of service they 

provide. Not all of the plugins are cross-platform 

compatible; others were made for specific browsers. 

As a result, many plugins have flaws in their design 

that make them less effective, as end users may be 

forced to use a browser that they aren't familiar with 

in order to access online information [19].  

3. Type phishing attack  

The goal of a phisher is to get the target to divulge 

critical information by means of an internet trick. 

Since a large number of individuals conduct business 

online, several forms of phishing are created to 

exploit this fact [19]. Because of this, phishing is 

among the most common cybersecurity dangers 

today, right up there with data breaches, distributed 
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denial-of-service (DDoS) attacks, and other forms of 

malware [1]. 

3.1. Targeted mail scams 

A single individual inside an organization might be 

targeted in an effort to get their login credentials 

using spear phishing. Prior to initiating an assault, the 

perpetrator would frequently collect personal 

information about the target, including name, 

position, and contact data [20]. 

3.2. Using  

The term "vishing," is an acronym for "voice 

phishing," a method of attempting to steal sensitive 

information acquired through phone calls. The 

perpetrator may pose as a close friend, family 

member, or agent in order to get access to sensitive 

information.  

3.3. Phishing via email 

Phishing emails aim to trick recipients into giving 

over sensitive information by means of a reply or a 

website that appears authentic. The hacker then uses 

this information for their gain or sells it to others [6].  

4. Phishing using HTTPS 

Emails containing links to imposter websites are the 

backbone of HTTPS phishing attacks. After that, the 

victim could be tricked into giving up sensitive 

information by using the site [21]. 

5. Attacks using a man-in-the-middle technique: 

An attacker uses a man-in-the-middle attack to try to 

steal sensitive information, such as login credentials, 

by placing himself "in the middle" of two parties. 

6. Smishing: Smishing refers to phishing attempts 

that use text messages, usually SMS 

7. Spoofing domains: Domain spoofing, sometimes 

called DNS spoofing, is when an attacker creates an 

email or a phony website that looks like a legitimate 

business's domain in order to trick users into giving 

up critical information. Verifying the sender's 

identity is an important step in protecting yourself 

from domain spoofing.  

Fig. 2 shows methods used in a Common Phishing 

Attack. A lot of fake websites employ misleading 

domain names that sound like the victim's, maybe 

inspired by an explanation in the email. 

 

Fig. 2 The architecture of phishing attacks [21] 

4. machine learning (ML) 

Because phishing attacks rely on human weaknesses 

rather than technology errors, detecting them is no 

easy feat. To achieve this goal, an effective strategy 

is required. It is reasonable to use machine learning 

(ML) techniques to detect phishing attacks, as ML 

can change the nature of the problem. Machine 

learning (ML) is a branch of AI that aims to teach 

computers new skills or improve existing ones via 

trial and error [22]. The core principle of ML is that 

computer methods may learn from data, spot patterns 

in the data, and make judgments without using a set 

of predefined equations. Machine learning makes use 

of a method that predicts the data's class by training a 

model with known input and output [23].  

The ability to transform the detection problem 

into a classification task makes this method seem 

well-suited to phishing attack detection [24]. For ML 

to identify phishing attempts, it must first train a 

classification algorithm using characteristics or 

criteria that will determine if the attack is phishing or 

not. In order to determine if a website is real or not, 

the ML technique often begins by collecting 

characteristics from the URL or page content and 

then trains a prediction model using the data 

discussed earlier [25]. Various machine learning 

algorithms, such as the Artificial Neural Network 

(ANN) algorithm, Decision Tree (DT) algorithm, k-

means clustering algorithm, Naêve Bayes (NB) 

algorithm, Random Forest (RF) algorithm, and 

Support Vector Machine (SVM) algorithm, are 
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presently and extensively utilized for phishing attack 

detection[26]. 

 The efficiency and precision of these techniques 

in identifying phishing attempts led to their selection. 

Numerous considerations must be made in order to 

select the most appropriate ML technique for 

phishing attack detection. Processing speed, classifier 

accuracy, data size and complexity, ML method 

interpretability, and ease of problem implementation 

are a few of the many traditional factors that impact 

method performance and accuracy[27]. 

5. Deep learning  

An algorithm for deep learning that was used in 

conjunction with LSTM and CNN to create a 

phishing detection system. For this investigation, the 

researchers combined CNN and LSTM to identify 

instances of phishing. some deep learning-based 

Techniques [28]. 

5.1 Long Short-Term Memory (LSTM)  

The suggested system incorporates the LSTM 

algorithm into its framework to determine if a given 

URL is phishing or authentic based on the input 

character sequence. One adaptive RNN is the Long 

Short-Term Memory (LSTM) method, which uses an 

extra memory cell for each neuron in favour of an 

internal state. Additionally, it regulates data flow 

using multiplicative units as gates [26], and [29]. 

Memory blocks are a collection of regularly 

connected building pieces that make up the LSTM 

layers. There is at least one recurrently linked 

memory cell in each of these blocks. According to, a 

typical long short-term memory (LSTM) cell 

contains an input gate that regulates the incoming 

data from the outside world, deciding whether the cell 

stores or discards the data in its internal state. The cell 

also has an output gate that uses one of two methods 

to conceal its internal state from observers or lets 

them view it [30]. 

Additionally, LSTM sets of units can learn 

complicated range relationships from sets of data. of 

input data. state that the LSTM training method 

integrates backpropagation with real-time recurrent 

learning using an error gradient. After the first 

timestamp, however, memory blocks handle long-

term dependencies [31]. Therefore, the 

backpropagation error gradient flow is no longer 

used. Because training may be done using normal 

backpropagation with time, this step helps to make 

LSTM's performance directly comparable to other 

RNNs [32].  

5.2 Convolutional neural network (CNN)  

Convolutional neural networks (CNNs) are an 

effective architecture for handling two-dimensional 

data with grid topologies, including video and picture 

files. When it comes to latency, the CNN outperforms 

the NN. The convolutional neural network (CNN) 

essentially reduces computation time by sharing 

weights in a time dimension. Consequently, CNN 

stands for the conventional NN's general matrix 

multiplication[33].  

Therefore, the CNN method simplifies the 

network by reducing weights. Therefore, by directly 

feeding pictures into the network as raw inputs, In 

most learning algorithms, the feature extraction 

method could improve. The initial deep-learning 

algorithms were successful because they used this 

model to train the architectural layers [34]. 

 In addition, CNN topology can affect three-

dimensional connections using the usual 

backpropagation technique, which reduces the 

network's parameter count and improves 

performance [35]. One advantage of the CNN model 

is that it requires less pre-processing. The rapid 

development of CNNs' computational requirements 

has been made possible by the utilization of graphics 

processing units, which have accelerated computing 

approaches. Image classification, facial 

identification, applications such as recommender 

systems, speech recognition, and handwriting 

recognition have all recently made use of CNN-based 

solutions [36]. 

5. Conclusion  

An overview of phishing detection is provided in this 

study. The act of sending Internet users to websites 

that are not authentic is known as phishing. This is an 

unlawful action that is carried out by hackers with the 

intention of stealing sensitive information from 

Internet users. This information may include login 

credentials or bank account information. In most 

cases, the hacker would infect Internet users with 
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harmful software or a URL to a bogus website by 

sending them an email.  

In order to prevent hackers from stealing 

information from Internet users, phishing detection is 

a vital component. More sophisticated phishing 

detection technology is required in order to combat 

the danger posed by phishing. Numerous machine 

learning techniques have been implemented in order 

to identify phishing; nevertheless, these techniques 

are not capable of efficiently detecting novel phishing 

schemes, which necessitates a large amount of 

manual feature engineering. 

 It is difficult to identify which of the machine 

learning approaches is the best, as each method has 

its own set of benefits and drawbacks, as was 

discussed in the previous section. The phishing 

detection was used as an example in this study, which 

covered the research topic. Recurrent Neural 

Networks (RNNs), Convolutional Neural Networks 

(CNNs), and Deep Reinforcement Learning models 

are some examples of the latest deep learning 

approaches that might be utilized in phishing 

detection research. The findings indicate that more 

research is necessary to implement these techniques .  

 By combining convolutional neural networks 

(CNNs) and long short-term memories (LSTMs) as a 

classifier in an innovative method referred to as the 

IPD, this study investigated the potential of 

distinguishing distinct authentic URLs from phishing 

URLs [38]. Additionally, our investigation exposed 

the benefits and drawbacks of the CNN and LSTM 

approaches. While LSTM was generally more 

successful, CNN outperformed it in terms of time. 

When the two approaches were combined, the CNN 

architecture outperformed the LSTM model in terms 

of accuracy and training time.  

Developing a strong deep-learning solution 

through combining hybrid characteristics pulled from 

images, text, and frames is the main contribution of 

this work. Our prior work explored the optimal way 

to combine a deep learning algorithm (LSTM+CNN) 

with pictures, text, and frame characteristics to build 

a phishing detection method; this study expands on 

that effort. In this particular scientific field, the tools 

and resources we have available are insufficient. 

Therefore, it is of the utmost importance for 

researchers to conduct more research efforts so that 

we can assess the effectiveness of DL approaches in 

the phishing detection arena.  
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