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Abstract

With the vast development of network and communication protecting digital data like images
and videos became a must to protect the sensitive information from exploiters and vandals. Data
encryption and its security is playing a prim role for individuals and industries in securing data
transformation and transportation. Therefore, true random numbers (TRN) are used to provide
unpredictability and robustness to the encrypted data which is proved to be better and stronger
than Pseudorandom numbers (PRN). Chaotic features provide high randomness, sensitivity to
initial conditions and periodicity. this paper intends to provide a review firstly, on image
protection copyrights by watermarking using the (TRN)s generated by different chaotic
techniques. Secondly, on video encryption using the latest chaotic techniques which proved to
provide a higher protection in the field of video encryption. Finally, we derived our own
conclusion of using true random generation in encryption with chaos.

Introduction

Generation a random number series is a fundamental point at cyber security issues. After the
massive development of internet use, the necessity for protecting information is highly increased
which raised the need for robust security systems [1,2]. Therefore, the encryption system must
include powerful algorithms and unpredictable key generation, which are an essential factor in the
field of information security [3,4]. Random number (RN) is a vital factor in the field of
cryptography algorithms, statistics and simulation [5] where generating these numbers used in
image encryptions and as a parameters of public key crypto systems (as in ECC, RSA) [6-8].

As known random numbers can be divided in to two categories the True random numbers (TRN’s)
and Pseudo random numbers (PRN’s) [9]. However, TRN is primary and intrinsic in cryptography
it is used in many fields (mathematical, stochastic, quantum) [10] where it could be generated by
physical processes providing a non-repeatable TRN series which can be used in high security
required systems [11]. In parallel with the TRN’s, the pseudo random number generation (PRNG)
played its significant role for the cryptography system to be robust for significant attacks. It was
developed and defined as an algorithm with a main advantage of rapidity and repeatability process
in producing a series of (RN’s) which is vital in stream Entropy cryptography. Besides, the
implementation of PRNG in personal computers and imbedded systems [12-14].
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Recently, many researches used chaotic maps for watermarking in image, audio and video
protection [ 15-17]. duo to the sensitivity digital information which multimedia have, the
characteristics of chaos, such as non-periodicity, wide spectrum, unpredictability, and sensitivity
to initial conditions are good agreement with the properties of random numbers [18]. Various
simple and complex chaotic systems are applied to watermarking. 3-D Logistic maps [19] was
used to generate random sequence while one- to- one mapping [20,21], and Arnold cat map [22]
was used to permutation. Duo to the satisfactory results that chaotic system performed in
generating series of random numbers providing, more complex hyper chaotic systems is used in
digital watermarking to provide a higher level of media protection [23]. Watermarking is used
mostly in image for copywrite protection [24].

In this paper we are going to review the latest chaotic methods that is used in security researches
and the results that the came on. According to the importance of the chaotic and the success that
chaotic method added to the random number generation field in the last decade. Section one
proposed the latest researches in some of watermarking techniques in the last few years in digital
image protection. Section two proposed researches and its results in the field of digital video
protection.

image protection by watermarking using chaotic

The massive increment in data over network and media in the past decade raised the need for
strong secured methods to protect the transferring and storing from possible attacks. Various
schemed was proposed to reach the highest possible secured modules. As copywrites is one of the
protection technologies, the algorithm divided into many domains and in this paper is proposing
some of the domains that have been studied widely recently.

1-1 Special domain
This domain is one of the methods that is used to imbedded watermarking to protect the copywrite
digital-colored images. This domain needs to use algorithms that provide high robustness, good
imperceptibility and short execution time. In 2022[25] proposed a combination of spatial domain
with singular value decomposition (SVD) by a blind image watermarking algorithm. The
watermarking information embedded directly to the maximum singular value (MSV) of the host
in the spatial domain.

In [26] a novel color image watermarking technique utilized in spatial domain providing a new
robust, rapid and efficient protection. The technique used the direct current (DC) coefficient of
2D-DFT and the change Fourier transformation in each pixel in the spatial domain. The experiment
produced a stronger method and lower running time than the frequency domain after the excluding
of the true 2D-DFT. Arnold transform and hash pseudorandom scrambling algorithm is also used.
The watermarking method which is used in this paper belongs to blind watermarking method.
Discrete Cosine Transformation (DCT):

DCT is known as mathematical transformation which is used in watermarking and frequency
domain. DCT is developed to enhanced the security of the watermarking and the imperceptibility
which led to produce a high computed complexity in schemes and enhanced robustness. [27]
proposed (2D-DCT) which is obtained with multiple AC coefficients and one DC coefficient and
dividing these bands ecoefficiencies in to (high, media, low) frequencies. This technique

86



Sl el aael) Falal) &l i) A4S dlae

considered as a new fast and robust image watermarking scheme beside it is simple with low
complexity.

Another technique provided robust solution for copywrite and ownership issues proposed in [28]
where a semi- blind color watermarking scheme introduced depending on DWT, FRT, SVD, PSO
and Arnold transformation. Furthermore, the false positive problem (FPP) is avoided by the
principle component (PC) which inserted directly singular value of the colored image. FPP occurs
when false watermark is extracted from a cover image. [29] dual watermarking algorithm with
chaotic system based on radial hormonic Fourier moments (RHFM) and (DWT-DCT) to achieve
copyright protection. This study was based on blind watermarking. To achieve a better in
watermarking embedding process a non-adjacent coupled map lattice chaotic system was used.
DCT performed on the original image obtained by zero- watermarking. The direct information
transformed by one- level DWT, each block transformed by DCT. By embedding the
watermarking in the low-frequency area the robustness of the proposed method was tested from
one direction. Another direction was applying various types of attacks (noise, cooping, rotation)
to test the robustness and the invisibility. However, there was some limitations in this scheme
where the direction information was not accurate enough and the time consuming could be
approved more.

Discreate Wavelet Transformation (DWT):

It is a digital tool that convert the digital image from the spatial domain to the frequency
transform domain [30, 31]. Robust wavelet — domain watermarking algorithm proposed in [32]
based on chaos for still images. the WT is applied only locally while the whole image transformed
in the frequency domain. A comparation applied between the watermark Coefficients and the
watermark signals to detect the watermark and without using the original image, but by using a
statistical assumption with Neyman-Pearson criterion. The research shows gaining in fidelity and
high robust under typical geometric operation attack.

A multi-layer security of medical data presented by watermarking and chaotic encryption for tele-
health applications using the transformation domain presenting a robust and secure watermarking
approach. For better annotation, identification and authentication the patient identifier in to host
medical image. The chaos-based encryption algorithm applied on watermarking for better
confidentiality. The proposed results show a high robust and sufficient secured without distortion
between watermarking and cover image. In the proposed research a combination of DWT, DCT
and SVC presenting hybrid approach of watermarking and cryptography. A two-dimensional
logistic chaotic map applied for better confidentiality of the patient information report providing a
multi-level security [33].

For partial image encryption [34] implemented DWT and texture segmentation to a colored image.
The image is divided for four sub-band. By using the texter segmentation Gaber filter and k- means
clustering applied for the lowest frequency band. The resulted texture used as a method for
scrambling the new image based on another image features which is finally used interchanged
AES and RC4 algorithms to encrypt the preferred image. The work resulted a suitable robust image
encryption scheme that is applicable to be used in real- time applications.

2- Chaotic in video protection
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In video protection chaotic system is used to produce a stronger protection for the video content
over networks specially after the abilities included in using computer and the spreading of videos
abilities that the network included the ease of manipulating. Traditional techniques like encryption
does not provide a hole protection for multimedia since the protection last till decoding process
[35]. The invasion of privacy raises a high attention between people to the pervasive and intrusive
surveillance practices.

Surveillance system played a hot role in the last decade in privacy protection approach. However,
most mechanisms developed have a negative influence on the subsequent action recognition in the
monitoring system. In this paper researchers depended on encrypting human face region. Three
main steps implemented to localize human face. First, pedestrian detection. Second, extract face
region by using skin color information YCbCr which is used as the recognition space between the
faces and other domains. Finally, a spatial chaotic map which is developed to encrypt facial region
[36]. The privacy is vulnerable to be exploit by adversaries and by people who are in charge of the
mass-surveillance system. To increase the surveillance system privacy [37] proposed PriSev, a
privacy- preserving selective video surveillance method. A dynamic chaotic image enciphering
(DyCIE) algorithm is also used and connected with object scanner. DNN based frame classifier
implemented in this paper to classifies frames as “aggressive” and “innocuous”. A multi agent
system is also implemented to decrypt the keys between senders and receivers. The result was
preventing privacy breach duo to possible abuses or lakes by authorized people.

A biometric watermarking embodied in the audio part of video file by using a two robust
mathematical transformation DWT and DCT instead of the video images. A multi chaotic
sequence is also applied to find a video file location to embed the bio-watermarking “hid it in multi
frequency domain” whereas, the bio-watermarking decrypted and encrypted by using the
sequence. The digital videos used as a cover file. PSNR, SNR and MSE objective tests is applied
for the proposed method with applying simple attacks that may hit the cover file [38].

According to the high- bandwidth that the networks have which raise the chance of different types
of attacks and fraud including digital videos. Therefore, video copywrites and data protection gain
a strong attention in the last decade. [39] a robust blind watermarking presented for video
copyrights based on integer wavelet transformation (IWT), Singular value decomposition (SVD)
and 3D generalized chaotic sine map(3D-GCSM). IWT applied for each main frame. Where the
watermarking technique evaluated depending on data resilience, data capacity and three concepts
of content quality. The embedding of watermarked video was in low frequency coefficients. To
increase the efficiency and the functionality of the watermarking a security level added by the
chaotic map. The Normalized Correlation Coefficient applied between the main watermark and
the extracted watermark and the result was 1 or very close to 1. The proposed method showed a
good term of quality and resistance to a variety of attacks.

In real time video encryption/ decryption techniques,[40] proposed a colored video encryption /
decryption based on hybrid chaotic maps to prevent un authorized accessibility. Based on the
research methodology, a quick, secured and efficient encryption/ decryption formula proposed also
the confusion diffusion procedures was integrated to enhance the security. the results shows that
the algorithm used has a high robustness and security beside low elapsed time and a resist for
analytical attack, brute- force attack, known- plain text, chosen plain text and differential.
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Conclusion

To identify the image protection in the field of watermarking and copyrights. Chaotic techniques
have been reviewed concluding the efficiency of chaos in three domains. First, the special domain
where some of the latest methods and algorithms were proposed. Second, the Discrete Cosine
Transformation (DCT) which is a mathematical transformation which is viewed with the latest
algorithms that conclude a higher result and its effect in enhancing robustness and lowering
complicity using chaos techniques. Third, Discreate Wavelet Transformation (DWT) that
proposed with some algorithms and methods which aimed to enhance robustness, fidelity and
confidentiality. In the video protection chaos is used to provide a stronger key encryption by taking
the advantage from the chaos characteristics such as non-periodicity, wide spectrum,
unpredictability, and sensitivity to initial conditions. Surveillance system, video watermarking ,
biometric watermarking , colored video encryption are methods reviewed in this paper which
specified the latest best results in video protection.
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