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Abstract: In the majority of hospitals and clinics, doctors currently employ medical images, 

including brain MRIs, ultrasounds, and X-ray images, to diagnose a variety of severe diseases. Image 

encryption is critical for safeguarding data confidentiality from fraudulent use and illegal access in 

eHealth applications. Chaos is an exceptionally powerful cryptographic resource since its inception in 

image-encryption methods.  This work offers a comprehensive overview of the evolution of 

algorithms for image encryption based on chaos theory, including both symmetric and asymmetric 

approaches. This research is distinguished from previous review research, which addressed many 

varied methods of chaos-based image encryption and focused on theoretical aspects only; these 

techniques could be used in digital medical records of hospital patients and telemedicine 

communication. This analysis revealed that the most favorable outcomes were presented in the method 

using the Blum-Goldwasser Cryptosystem (BGC) and Elliptic Curve Cryptography (ECC) with NPCR 

of 99.6901% and UACI of 33.694%. The review demonstrated that these algorithms offer robust 

security and intricacy regarding keys. However, certain studies have identified challenges associated 

with the complexity of keys and the time required for implementation in real-time. The paper suggests 

that the efficacy of algorithms should be enhanced and evaluated on a broader scale than image types. 

It begins with a comprehensive introduction to image encryption, which addresses the fundamental 

concepts. Then, it conducts a thorough examination of chaos-based image encryption, that 

encompasses a variety of methods and approaches within this field. 
 

Keywords:  Chaos, Chaotic Map, Medical Image Encryption, Security, Permutation-Diffusion, 

Cryptography 

 
1. Introduction 

 

   Due to the recent social distancing of the world's population, telemedicine has drawn the interest of 

academics and industry professionals. Extensive studies have been done on giving medical treatment to 

patients far from medical professionals. Digital photographs containing sensitive medical data are 

necessary for diagnosis and decision-making. Images from tests, such as computed tomography (CT) 

analyses, ultrasounds, X-rays, cerebral imaging, and magnetic resonance imaging (MRI), can hold sensitive 

and important data for patients and medical facilities [1-7].  

Medical records are being widely stolen by hackers and other unapproved parties, who then sell them to 

merchants on the dark web [8], [9]. The sensitive data was then exploited fraudulently for identity theft. 

Over the previous ten years, the medical history of the United States (US) has revealed around 3000 

breaches, each of which included over 500 compromised sensitive medical records [10], [11]. For instance, 

a $115 million settlement is shown [12] on account of a breach involving the medical data of 78 million 

American clients of Anthem, a medical insurance firm [13]. Patient data security is crucial since 

unauthorized access to such information can have catastrophic consequences [14]. Medical image retention 

and transfer necessitate confidentiality, legitimacy, and integrity as preconditions [15].  
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Thankfully, medical images scrambling to meet encryption requirements can use cryptography algorithms 

to guarantee the necessary security requirements. The main foundation of early image encryption 

techniques was commercial data encryption technologies [16], [17], including data encryption standards 

(DES) and advanced encryption standards (AES). These methods, however, have been demonstrated to 

have poor anti-attack and efficiency levels; these techniques need substantial storage and computing 

resources, rendering them impractical for encrypting high-volume medical imaging data. These are the 

challenges and issues encountered by these methods. In the literature, additional sophisticated techniques 

have been presented to improve encryption efficiency [17-19].       

     For that reason, possessing a robust encryption mechanism is crucial. The implementation of chaos-

based encryption methods ensures the security of picture encryption. Chaotic systems are excellent 

alternatives for secure encryption due to their ergodicity and highly complex behavior [20]. Picture 

encryption uses two different varieties of chaotic systems: "one-dimensional" (1D) and "high-dimensional" 

(HD) chaotic systems [21]. Because of its straightforward design, which maximizes resource efficiency 

and minimizes key space, the 1D chaotic map seems advantageous. Despite being facility-forceful and 

complex, HD chaotic maps have many critical spaces [22-24]—Figure 1 types of image encryption 

schemes. 

This paper intends to investigate and assess chaos-based encryption algorithms for medical imaging, 

comparing their results with regard to  NPCR and UACI, as well as for security and efficiency. Organisation 

of the paper: The other parts of the article are regulated in the following manner: Section 2 compares chaos-

based encryption with traditional encryption, Section 3 describes the preceding works featuring a chaotic 

system, and Section 4 discusses a chaotic system used in image encryption. In Section 5, we first do a 

literature review that explains work related to image encryption techniques and then summarize it. Section 

6 describes the assessment of security then, and Section 7 illustrates the conclusions. 

 

  

 

Fig. 1. Types of image encryption schemes (modified from [25]). 
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2. Comparison of Chaos-Based Encryption and Traditional Encryption 
 

2.1 Mathematical Basis 
 

   AES and DES are conventional encryption algorithms that operate on fixed-size data blocks 

(e.g., 64 or 128 bits) based on linear algebra, logical permutations, and structured substitution and 

permutation steps [26]. 

     In contrast, chaos-based encryption schemes are based on mathematical chaotic maps 

containing the Logistic Map, Lorenz System, and Chen Map. They rely on nonlinear dynamical 

systems. These systems are extremely susceptible to initial conditions and parameters, rendering 

them appropriate for generating pseudo-random sequences for encryption [27]. 
 

2.2 Level of Security 
 

Traditional algorithms, such as AES, are well-established security measures intended to 

withstand assaults, including brute-force and differential cryptanalysis. Nevertheless, new 

technologies, such as quantum computation, have led to new [28]. 

Chaos-based systems offer robust security because chaotic sequences are unpredictable and 

highly sensitive to initial parameters. However, their security is contingent upon the appropriate 

selection of chaotic maps and the critical space design [29]. 
 

 2.3 Performance and Speed 
 

   AES is known for its rapidity and efficacy, particularly when enhanced with hardware 

acceleration. Conversely, chaos-based methodologies sometimes include floating-point 

calculations and intricate iterations, resulting in diminished performance, especially with large 

image collections [30]. 
 

 2.4 Image Encryption Flexibility 
 

   Generally, conventional methods treat images as binary sequences, potentially leading to the 

loss of spatial correlation in image data. By directly integrating pixel positions and values, chaos-

based techniques provide greater flexibility, maintain spatial structure, and enhance resistance to 

assaults [31]. 
 

 2.5 Standardisation and Mathematical Complexity 
 

Traditional encryption algorithms are mathematically well-studied and standardised, with well-

known security proofs (e.g., by NIST). In contrast, chaos-based algorithms are more difficult to 

analyse and less standardised due to their sensitive dependence on parameters and nonlinearity 

[32]. 
 

 2.6 Integration with Artificial Intelligence 
 

  Conventional encryption techniques like AES and RSA depend on static key frameworks and 

inflexible algorithms, complicating their integration with artificial intelligence. Their unchanging 

nature restricts flexibility in fluid contexts. Conversely, chaos-based encryption solutions provide 

superior compatibility with AI, enabling neural networks to create or modify keys dynamically, 

hence improving flexibility and security, particularly in image encryption [33]. 
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3. Overview Of Chaotic Systems 
 

   Chaos is a pseudo-random and unexpected behavior seen in a deterministic dynamical system due to its 

extreme sensitivity to initial conditions and parameters. H. Poincaré's 1913 investigation of the three-object 

problem served as the foundation for the analysis of chaos theory. The Lorenz equation is the pioneering 

example of a dissipative system with a chaotic solution to a preordained equation. It was proposed by E. 

N. Lorenz [34] in 1963 following a number of research studies. Tienyien Li and James A. Yorke [35] 

originally instituted the word "chaos" to characterize this occurrence in their 1975 work "Period Three 

Implies Chaos" [36], [37]. 

 

3.1 Chaotic Map Theory 
 

   Image encryption based on chaos using one-dimensional and multi-dimensional maps. Because of their 

intricate structure and plenty of parameters, multi-dimensional chaotic maps enhance photo encryption 

security, but they also make the process more challenging to execute. The first chaotic block cipher 

algorithm was published by Habutsu et al. in 1991. However, Matthews used chaos to encrypt data for the 

first time in the late 1980s. Baptista released a disorganized encryption system in 1998. Furthermore, 

Friedrich said that the image encryption technique should be repeated in two steps in order to get a high-

security rank, and diffusion and permutation should be used.  A substantial association exists between 

nearby pixels, and the permutation phase is required to minimize this correlation  [38].  Pixel and bit-level 

permutation techniques are separated into two groups. The diffusion phase is in charge of altering pixel 

values to prevent the attack and create an oscillating behavior [39]. Almost all ideas for chaos-based image 

encryption stem from one of two things: (i) the possibility of less computing work than normal encryption, 

and (ii) concerns about possible security problems when using classical ciphers on pictures [40, 41]. 
 

3.2 Brief Types of Chaotic Systems 
 

   Discrete chaotic mappings and continuous chaotic systems are the two categories into which chaotic 

systems can be divided according to how they alter over time. A continuous chaotic system is characterized 

by dynamical equations that typically comprise an ensemble of differential equations,  and in that, dynamic 

changes occur in the system's status across time. On the other hand, a system with a discrete time evolution 

of state and an iterative dynamical equation is known as a discrete chaotic map [37]. Below are some 

examples of discrete chaotic mappings along with their mathematical explanations to help you better 

understand: 

Logistic map [42]:  

 𝑋𝑡+1 = 𝑓𝑡(𝑋𝑛) = 𝑝𝑋𝑡(1 − 𝑋𝑡) (1) 

Let p ∈ [0, 4] denote a management parameter, (1−𝑋𝑡) represent the component that constrains the system's 

growth, and 𝑋𝑡 ∈ (0, 1) signify the state element at time step t. While the parameter ρ falls with 

in the duration (3.57, 4], the Logistic map displays intricate dynamic behavior, as shown in Figure 2. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

Fig. 2. Chaotic performance of the logistic system (modified from [43]). 
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Tent map: 

 

𝑋𝑡+1 = 𝑓𝑡(𝑋𝑛) = {
 𝑝𝑋𝑡 ,                           𝑋𝑡 <

1

2

 𝑝𝑋𝑡(1 − 𝑋𝑡)                ,
1

2
≤ 𝑋𝑡

 (2) 

At time step t, the state variable is denoted as 𝑋𝑡, and the control parameter p is within the interval [0, 2]. 

The map is divided linearly into a tent-like shape. 

Henon map [44]: 

 
 { 
𝑋𝑡+1 = 1 − 𝑎𝑋𝑡

2 + 𝑌𝑡           
𝑌𝑡+1 =  𝑏 𝑋𝑡                        

 (3) 

A and b represent control parameters, while 𝑋𝑡 and 𝑌𝑡 denote the state elements at time step t. The Henon 

map is a dissipative nonlinear system with intricate dynamics.  

 

The mathematical concept of a discrete chaos map is very simple, enabling ease of implementation and 

calculation. Nonetheless, its parameter range is often inadequate, and selecting inappropriate settings may 

rapidly compromise the system's dynamic characteristics. 

 

Below are instances of continuous chaotic systems together with their respective geometric formulations: 

Lorenz equation [36]: 

 

    

{
 
 

 
 

  

𝑑𝑥

𝑑𝑡
= 𝜎(𝑦 − 𝑥)                          

𝑑𝑦

𝑑𝑡
= 𝜌𝑥 − 𝑦 − 𝑥𝑧                       

𝑑𝑧

𝑑𝑡
= 𝑥𝑦 − 𝛽𝑧                           

 (4) 

𝜎 stands for the Prandtl number, 𝜌 for the Rayleigh number, and b 𝛽 for the direction ratio; these are the 

control parameters. Whereas 𝑥, 𝑦, and 𝑧 denote state elements. 

Chen system [45]: 

 

   

{
 
 

 
 

  

𝑑𝑥

𝑑𝑡
= 𝑎(𝑦 − 𝑥)                           

𝑑𝑦

𝑑𝑡
= (𝑐 − 𝑎)𝑥 − 𝑥𝑧 + 𝑐𝑦 ,                 

𝑑𝑧

𝑑𝑡
= 𝑥𝑦 − 𝑏𝑧                            

 (5) 

The management parameters are denoted by the letters A, B, and C, whereas the state variables are named 

𝑥, 𝑦, and 𝑧. The Chen system furthermore features two unstable equilibrium points and a chaotic attractor. 

They have the benefit of offering more flexibility and deeper dynamic behavior. Still, they also have the 

drawback of requiring more sophisticated mathematical models, higher processing power, and 

discretization to fit real-world applications [37]. 

 

3.3 Tests of Chaotic Behavior 
 

   The Lyapunov exponent (LE) and zero-one (0-1) tests evaluate the chaotic nature of a dynamical system. 

 

3.3.1 Lyapunov Exponent 
 

      LE Λ quantifies the sensitive dependency on the initial conditions. It describes the average rate at 

which two nearby paths in the state region diverge or converge, Eq.(6) [46-48]. 

 
Λ = lim

𝑁→∞

1

𝑁
∑ log2

𝑋(𝑛)

𝑋(0)

𝑁

𝑛=1

    (6) 
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Where 𝑁 = 1, 2, 3 is the matching orbit, on the other hand, the starting condition is X (0). It is possible to 

calculate the LE for specimen locations that are close to the attractor in order to derive an average LE.  A 

chaotic system is one in which at least one of the LE is positive, perhaps more than one. When the Lyapunov 

Exponents are positive, the system is said to be in a positive state.  Exhibits chaos. Sixteen, at which point 

the LE is negative, the system exhibits periodicity [47]. Moreover, a bifurcation happens when the LE is 
zero. A greater LE value indicates a more chaotic system [49], [50]. 
 

3.3.2. 0‐1 Test 
 

   The following is a description of the 0-1 test's primary steps [51]:  

1. Let D(n) denote a set of one-dimensional data taken at time n, where n = 1, 2, ..., N. 

2. Choose R if it is a real, positive number.  

3. Determine 𝑄(n) and 𝑃(n): 

 
    𝑃(𝑛) =∑ 𝐷(𝑗)

𝑛

𝑗=1
cos(𝑗𝑅),  

                                       𝑄(𝑛) = ∑ 𝐷(𝑗) sin(𝑗𝑅)𝑛
𝑗=1                

(7) 

(8) 

 

4. Use these steps to calculate the mean square displacement (MSD): 

 
MSD(n) = lim

𝑁→∞

1

𝑁
∑ [𝑃(𝑗 + 𝑛) − 𝑃(𝑗)]2

𝑛

𝑗=1
+ [𝑄(𝑗 + 𝑛) − 𝑄(𝑗)]2       (9) 

 

5. The estimated average growth is 

       𝐾𝑐 =
log𝑀𝑆𝐷(𝑛)

log𝑛
       (10) 

Next, determine the final value of 𝐾 by computing the middle point of these values. The value of 𝐾 

dictates the system's chaotic nature. When K equals 0, it signifies the system is habitual; however, when 

the magnitude of 𝐾 approaches 1, it exhibits chaotic characteristics [49], [52].  

 

4.1 Chaotic System for Image Encryption 
 

  An application of image encryption based on computational chaos theory is called chaos-based or chaotic 

image encryption. This method is quite safe when encrypting photographs before uploading them over 

public networks and the internet. In order to encrypt the messages, the cryptography researchers worked 

very hard to develop a reliable and secure random number generator. Edward N. Lorenz discovered chaos 

theory in 1969. In numerous fields of study, including physics, mathematics, biology, engineering, 

philosophy, and economics, chaos theory was established in 1970 [53]. Figure 3 displays a permutation 

diffusion chaotic architecture image encryption.   
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The two primary groups into which encryption techniques can be partitioned are symmetric and asymmetric 

processes. With symmetric encryption, a single key is necessary to secure an image. In contrast, asymmetric 

methods require two different keys to be kept [54]. Figure 4 depicts the core process of medical picture 

encryption. Implementing asymmetric encryption takes longer, but it is better than symmetric encryption 

[55]. 
 

 
 
4.2 Confusion and Diffusion 
 

   In his well-known work, "Communication Theory of Secrecy Systems,"[56] Shannon proposed a diffusion and 

confusion process to create the perfect security system. This proposal's primary objective is to prevent statistical 

attacks. In image encryption, the expression "diffusion process" refers to the alteration of image pixel values to a 

degree that effectively diffuses the incidences of these plain image pixels over several cipher image pixel values. This 

results in a cipher image devoid of statistical features like information entropy or a histogram. To make a statistical 

attack meaningful, a greater number of cipher images is required. 

The location of the picture pixels will be altered during the confusion phase to break the connection between the plain 

and cipher images. The confusion procedure denotes that the key and the cipher image are not exclusively linked and 

that every pixel in the cipher image must depend on a key segment [53].  

 

Fig. 3. Permutation–diffusion chaotic architecture image encryption (modified from [37]). 

 

Fig. 4. The fundamental process to achieve the encryption and decryption of medical images (modified

 from [55])  
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5. Literature Review 
 

   Wang Xing-yuan (2013) examined a technique in which the initial image intended for encryption is 

first rearranged utilizing a one-dimensional logistic map. The motivating system is chosen to be a two-

dimensional chaotic system, and a tent map is used in order to ascertain the beginning value for the outcome 

of the one-dimensional logistic map. Ultimately, following multiple repetitions, the secret key necessary 

for encryption is obtained. The system attained a UACI of 37.6825% and an NPCR of 99.6537% [57].    
 

    Ashutosh Gupta et al. (2015) submitted a picture encryption scheme utilizing a one-dimensional 

logistic map. The encryption procedure relies on a 256-bit secret key. The system's starting state is 

established through an external action utilizing the secret key. This encryption design has been shown to 

improve randomness [58]. 
 

    Tahir Sajjad Ali et al. (2020) introduced an article encryption method for medical images that satisfies 

the encryption standards for transmitting confidential medical data. Hybrid cryptography's combining 

technique makes creating new schemes for encrypting medical pictures easy. It employs elliptic curves and 

public key cryptography to produce an encrypted secret key. According to the proposed method, medical 

images are encrypted using chaotic maps and elliptic curves. A single package offers a digital signature, 

chaotic picture encryption, and a method for exchanging keys. The patient generates a symmetric 

encryption key with his particular key and the healthcare authority's public key. Then, for medical 

symmetric picture encryption based on chaos, he uses the hash value of this key. Using the same key, the 

healthcare authority decrypts the data. The hash value relating to the cipher picture is signed and exchanged 

to confirm the communication's legitimacy. The NPCR experimental value is 99.6189%, and the UACI 

experimental value is 33.5643% [13]. 
 

    Xuehong Wang et al. (2020) proposed an encryption method utilizing chaos during transmission and 

application. Subsequently, the proposed decryption method facilitates authentication for patients and 

telemedicine personnel. This method employs the Qi 3-D four-wing chaotic system. The proposed method 

integrates chaotic dynamics with novel cryptography, yielding more intricate and unpredictable keys than 

those derived from current cryptographic techniques. The presented method is proven against differential 

and brute-force attacks utilizing digitized medical images. The original image is converted into a chaotic 

form impervious to all kinds of assault by thoroughly erasing the pixels using the cat map and diffusing 

the image's sub-blocks. The study results reveal that the proposed method exhibits superior performance 

but necessitates increased computational resources for decryption. The experimental evaluation confirmed 

that the novel encryption strategy improved the security of encrypted images by significantly diminishing 

the superfluity and correlation of nearby pixels compared to the ACM method. Results from the 

experiments showed that UACI was 30.3% and NPCR was 99.6% [43]. 
 

   Chia-Hung Lin et al. (2021)  suggested a method for the encryption and decryption of medical images 

by analyzing intelligent symmetric cryptography using a chaotic map and a quantum-based key generator 

(KG). The technique of the system is outlined as follows: (1) Generation of arbitrary cipher codes, (2) 

formulation of an encryptor and a decryptor using gray relational analysis (GRA), and (3) assessment of 

the decrypted image. Using a hybrid chaotic map and quantum-based KG amplifies chaotic complexity 

and unpredictability, producing 256 key-space cipher codes for pixel replacement in a two-dimensional 

image. The cipher codes are formulated using the primary and secondary GRA models to construct an 

encryptor and a decryptor. The experimental data indicate that UACI is 31.92% and NPCR is 99.45%[59]. 
 

    Arslan Shafique et al. (2021) introduced a picture encryption system designed to withstand noise, 

focusing on the encryption of medical images on a bit level instead of a pixel level. This approach utilizes 

a bit-plane extraction technique, a cubic logistic map, and the Discrete Wavelet Transform (DWT). The 

proposed work consists of three distinct parts: the image is encrypted in the spatial domain in both the 

initial and final sections, while the central section focuses on frequency domain encryption utilizing DWT. 

Furthermore, the proposed encryption method demonstrates UACI and NPCR values surpassing 33% and 

99.4%, respectively[60]. 

   Behrouz Vaseghi et al. (2021) developed a unique and efficient finite-time synchronization technique 
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for chaotic systems, examining its possible use in encrypting medical photographs. In light of this, a rapid, 

flexible terminal sliding mode tracking controller was devised to effectively synchronize chaotic systems 

at both the transmitter and receiver ends. The suggested approach was executed using chaotic keys and a 

combination of chaotic encryption methods, including chaotic MORE and XOR operations, to improve the 

security of medical image transmission and storage. The fundamental objective of the proposed method 

was to adequately maintain the retrieved medical image's quality while eliminating all remnants of the 

original medical image during transfer or storage. The suggested methodology was evaluated by analytical 

and simulation tests. The findings revealed a rapid convergence rate, strong robustness, and ease of 

implementation of the presented technique. Moreover, the findings indicated that the proposed 

cryptosystem exhibited a commendable level of protection against various attacks. The experimental 

results for UACI are 33.6120%, and NPCR is 99.6281% [61]. 
 

   Sara T. Kamal et al. (2021) introduced a new technique for encrypting medical images using chaos and 

image blocks to encrypt color and grayscale images. Image blocks have been introduced as a new way to 

divide photographs. The image chunks were then irregularly permuted, rotated, and arranged in a zigzag 

pattern. Next, a disorganized logistic map produces a key to decipher the messy picture. They assessed the 

efficacy of our suggested method for encrypting medical images by examining their time complexity and 

security attributes. They analyzed entropy, correlation coefficient, PSNR, keyspace, histogram differential 

attacks, sensitivity, and additional security metrics. The findings indicated that grayscale and color medical 

picture encryption attained significant security and performance. They moreover contrasted our strategy 

with alternative encryption techniques. Regarding encryption, algorithms perform better than the most 

contemporary encryption techniques. Regarding experimental values, UACI is at 33.4954%, while NPCR 

is at 99.79% [62].  
 

   Marcin Lawnik et al. (2022) proposed a two-step method: initially, the text is transformed to an RGB 

image, followed by the application of the chosen image encryption technique. The suggested method is 

illustrated with an example that validates the precision of this text encryption technique and facilitates the 

secure concealment of textual communication. The computed metrics of entropy, correlation of 

neighboring pixels, UACI, and NPCR, associated with differential cryptanalysis, in conjunction with MSE, 

concerning pixel inconsistency analysis, all substantiate this. The system attained an NPCR of 99.40% and 

a UACI of 33.41% [63]. 
 

   Ibrahim Yasser et al. (2022) investigated innovative perturbation techniques using chaotic maps.  To 

address the shortcomings of traditional chaos-based confusion and diffusion frameworks, the proposed 

perturbation-based data encryption is applied throughout both the confusion and diffusion phases. The 

proposed pipeline framework incorporates supplementary input parameters in addition to a dual-round 

confusion-diffusion design. Unlike traditional methods, the system includes not only the plain image and 

secret key but also techniques for encryption using one-time keys. According to the quantitative results, 

33.694% and 99.814%, respectively, are the average values of UACI and NPCR.[19]. 
 

   Sachikanta Dash et al. (2022) present a disordered image encryption method based on shifting (flipping) 

operations. The proposed technique is uncomplicated, as bit-level permutations utilize simple up-down 

(UD) and left-right (LR) flipping operations. Moreover, the presented method represents one of the swiftest 

procedures now accessible in CPU architectures, as the flipping processes do not necessitate continuous 

time. The proposed methodology initiates with block-based bit-level diffusion operations and subsequently 

transitions to bit-level permutation operations. The security of the technique is enhanced via diffusion 

operations and bit-level permutation. In the permutation and diffusion methods, the algorithm's software 

and hardware efficiency is enhanced by using a certain kind of one-dimensional chaotic map, namely the 

Piecewise Linear Chaotic Map (PWLCM) system. The method's hash-generated keys also withstand 

chosen-plaintext and chosen-ciphertext attacks. The simulation results demonstrate the superiority of the 

suggested method for medical image encryption. The security analysis indicates that the proposed solution 

has sufficient defenses against all popular security flaws. The experimental values of UACI and NPCR 

were 33.5065% and 99.69%, respectively [24]. 
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   P. Rashmi et al. (2022) proposed Improved Chaos Encryption (ICE), which enhances security by 

introducing unpredictability. To augment the security of the Lorenz 96 model employed in the chaotic 

encryption process, the mean energy of the images is calculated and juxtaposed with an adaptive threshold. 

Due to its heightened sensitivity, Lorenz 96 rendered the chaos encryption process more unpredictable. 

Median pictures were employed to assess the efficacy of the ICE in image encryption and concealment. 

The quality of the decrypted and recovered images was evaluated at various embedding rates utilizing the 

proposed ICE model. The results demonstrate that the presented ICE model has a PSNR value of 104.7 dB, 

while the LSB-ROI method has a PSNR value of 97.61 dB. For NPCR, the experimental value is 99.62%, 

while for UACI, it is 33.41% [64]. 
 

   Haiping Chen et al. (2022) introduced a chaotic system with six dimensions and used random 

augmentation procedures for the chaotic sequences. Initially, a hyper-chaotic system exhibiting more 

complex chaotic dynamics was established. Subsequently, the system's unpredictability, chaotic attractor, 

and Lyapunov exponent spectrum were analyzed. Finally, we use a randomness enhancement operation to 

produce random sequences. Second, a thumbnail is created by selecting pixels from the original image 

through image preprocessing; the thumbnail can be manipulated to alter the size of the key space. Thirdly, 

in order to ensure that the key is unique, the hyper-chaotic system commences with the hash value of the 

original image. The utmost and minimum pixel values from the respective rows and columns of the 

thumbnail are used to generate the row and column encryption matrices. The random concatenation of 

random sequences in a specific order or the comprehensive configuration of random sequences are the 

components of these two encryption matrices. The Arnold transformation, which employs column and row 

encryption, is implemented to the original image prior to encryption, resulting in the acquisition of the 

cipher image. The proposed technique's superior security performance, resilience, and rapid encryption and 

decryption velocities are demonstrated by the experimental results. For NPCR, the experimental number 

is 99.5956 percent, while for UACI, it is 33.3997 percent [65]. 
 

      R. Durga et al. (2022) presented a private blockchain-based chaotic map encryption system 

for IoT medical settings. Brute force assaults and other Internet of Things attacks can be 

thwarted by the suggested chaotic application of the blockchain method. All of our thorough 

experimentation was conducted using standard image data. Correlation coefficients, entropy, 

NPCR, UACI, and other metrics were calculated in an effort to appraise the strength of the 

chaotic encryption. We were able to get better outcomes that surpass the current blockchain's 

processes, which is absurd for inhibiting data leaks and guaranteeing IoT data security. In the 

future, the Blockchain architecture based on CES for 5G networks can be improved with 

regard to verifying the security of pictures. NPCR and UACI have experimental values of 

99.68% and 33.90%, respectively, to increase the IoT network's efficiency and flexibility [66].  
 

    Bassem Abd-El-Atty et al. (2023) presented a distinctive dual-image medical encryption technique 

utilizing logistic mapping and quantum walks. In the suggested encryption scheme, the two plain images 

are divided into two separate images: one comprising the high 4 bits of each image and the other containing 

the low 4 bits. The average values of UACI and NPCR for the tested samples were 33.4659% and 99.6143%, 

respectively [67]. 
 

    Ali Akram Abdul-Kareem et al. (2023) presented a novel medical image encryption method by 

integrating two multidimensional chaotic systems: the Arnold transform, the fast Fourier transform, and 

the discrete wavelet transform. The medical image is exposed to a discrete wavelet transform prior to the 

shuffling of subbands with a magic square. Each disordered subband experiences perturbation operations 

via the implementation of the Uruk 4-D chaotic system. A secondary layer of confusion is introduced in 

the fast Fourier transform domain with the application of the Arnold transform to enhance unpredictability 

and randomness. Secret keys derived from the WAM 3D chaotic system are used to produce the final 

encrypted image. The experimental results for UACI are 33.58%, and NPCR is 99.63% [1]. 

   Tutu Raja Ningthoukhongjam et al. (2024) disclosed an image encryption technique that employs public 

key encryption, integrating the features of elliptic curve encryption (ECC) and Blum-Goldwasser 

encryption (BGC). The experimental values obtained for the NPCR and UACI were 99.6901% and 
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33.5260%, respectively. The overall duration needed for the suggested approach is 0.142 seconds [68]. 
 

    Ali Abou El Qassime et al. (2024) suggested a ground-breaking hyper-chaotic logistic map that is 

employed for the first time in biological image encryption. It is distinguished by a high Lyapunov 

dimension (DL = 2.1886) and its fast synchronization. As evidenced by compelling numerical values, this 

novel encryption method satisfies the strictest security requirements. It exhibits remarkable resilience 

against a variety of attacks, particularly against statistical, differential, ciphertext, noisy, and brute force 

attacks. A correlation coefficient ranging from −1.8319 × 10⁻⁴ to 6.6977 × 10⁻⁴ and an extensive key space 

exceeding 2²⁹⁸ are observed. This tried-and-true encryption duration guarantees the fastest possible 

encryption time, roughly 0.3 seconds for 512 × 512 pictures. It was also suggested that adaptive feedback 

control mode synchronization be used to synchronize this map quickly. Biomedical image encryption has 

been made faster and more secure by utilizing the new map and its synchronization. Results from the 

experiments showed that UACI was 33.5438% and NPCR was 99.62% [69]. 

 

   Saleh Ibrahim et al. (2024) engineered a robust cryptographic framework to improve the encryption 

efficacy of 12-bit medical images. A pivotal key-dependent 12 × 12 S-box, central to the proposed system, 

is crucial for enhancing the security and effectiveness of the encryption method. Test results demonstrate 

that 12x12 S-boxes offer significantly superior confusion and key sensitivity compared to 8x8 S-boxes. 

The outcome enables the suggested 12×12 S-box-based method to successfully meet all security 

assessments and handle images with a depth of 12 bits, 3.3% quicker than an 8×8 S-box. Experimental data 

indicates that the proposed approach can encrypt 12-bit images at an increase reaching 300 MB/s. Moreover, 

it has been demonstrated that the suggested method can properly manage 8-bit images. Comparative 

findings illustrate the suggested scheme's superiority over available medical image encryption solutions in 

terms of efficiency and security. The experimental outputs for UACI were 33.347%, and NPCR was 

99.9757% [70]. 
 

   Xuefang Zhou et al. (2024) presented an image encryption technique based on Rubik's cube matrix and 

optical chaos in this research. The process of creating an optical device model first produces optical chaos. 

Second, the image is encrypted bit-by-bit using optical chaos and Rubik's cube matrix for the first 

encryption. A "U" type encryption method is devised, and various "U" type encryption schemes are chosen 

for the second encryption run. The encryption of the image is further strengthened by applying the "four-

way diffusion" algorithm. The security study results and computer simulations also validate that the 

ciphertext images can withstand a variety of popular attack techniques, encompasses brute force, 

differential, and statistical assaults. The paper's suggested algorithm for decimal conversion, "U" 

encryption, and "quadrangle diffusion" causes the ciphertext image to lose its original features from the 

plaintext image. This proves the algorithm is suitable for picture encryptions and has good security 

performance. NPCR and UACI have corresponding experimental values of 99.51% and 33.46% [71]. 

 
 

Table 1: Related Works Summary 

Cite Methodology and Dataset Key findings Strengths Limitations 

[57] A high-dimensional spatial 
chaotic system and a one-

dimensional logistic map 

In comparison to UACI, which 
is 36.6825%, NPCR is 

99.6537% 

Encrypting just half of the image 
yields usable results when using 

Coupled Spatial Chaotic Systems. 

Single Image Dataset,  
Grayscale Image Focus, and 

Lack of Key Management and 

Distribution Discussion 

[58] 1D Logistic Map High Security Based on 

Statistical Tests 

the key generator that produces a 

256-bit secret key 

Limited Experimental Dataset 

and 

Lack of Comparative Analysis 

[13] Elliptic curve cryptography 

(ECC) and chaos-based 

encryption use the Tent-

Logistic-Tent (TLTS) and 
Henon chaotic maps. 

The NPCR is 99.6189%, while 

the UACI is 33.5643% 

Hybrid Cryptographic Approach 

and Secure and Efficient 

Signcryption 

Computational Complexity and  

Key Management Challenges 

[43] The chaotic four-wing system of 
Qi in three dimensions 

In comparison to UACI, which 
is 30.3%, NPCR is 99.6% 

Robustness to Noise and 
  Bit-Plane Extraction Technique 

Limited Adaptability for 
Dynamic Environments and 

Computational Complexity 

[59] The chaotic map and a key 

generator (KG) that is based on 

quantum mechanics 

In comparison to UACI, which 

is 31.92%, NPCR is 99.45% 

Effectiveness of the proposed 

encryption method 

Computational Complexity 

[60] Discrete Wavelet Transform, The average UACI is 33% while Robustness Against Attacks,  Security vs. Processing Time 
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  Upon examining prior research, we identified the following deficiencies: 
 

1) Limited Experimental Dataset. 

2) Computational Complexity. 

3) Lack of real-time and hardware performance testing. 

4) Limited Focus on Medical Image Types (Grayscale Image Focus). 

5) Lack of Comparative Analysis. 

6) Lack of Key Management and Distribution Discussion. 

7) Security vs. Processing Time. 

8) Lack of Comparison with Other Methods. 

9) Susceptibility to Future Quantum Attacks. 

10) Encrypting more images may impact image restoration due to compression ratios. 

11) Hardware Requirements. 
 

 
 
 

Bit-Plane Extraction Method, 

and Cubic Logistic Map   

the average NPCR is 99.4%. Speed, and Efficiency 

[61] Using a chaotic cryptosystem 

and a fast-reaching condition, an 
adaptive terminal sliding mode 

tracking technique 

The NPCR is 99.6281%, while 

the UACI is 33.6120% 

innovative use of chaotic systems 

and fast synchronization 
techniques 

narrow dataset for evaluation, 

lack of real-time and hardware 
performance testing 

[62] Image blocks and chaos The NPCR rate is 99.79%, and 

the UACI rate is 33.4954%. 

Versatility and  Robust Key 

Generation 

Potential Computational 

Overhead 

[63] The chosen algorithm for image 

encryption is applied after the 

text is turned into an RGB 

image. 

The UACI is 33.41%, whereas 

the NPCR is 99.40%. 

Innovative Approach to Text 

Encryption 

Limited Dataset Diversity and 

Computational Complexity  

[19] Two novel 2D chaotic maps The NPCR is 99.814%, while 

the UACI is 33.694% 

Robust defense for digital images 

and high encryption speeds of 

approximately 60 MB/s 

Susceptibility to future quantum 

attacks and encrypting more 

images may impact image 
restoration due to compression 

ratios 

[24] Shifting (flipping) operations UACI is 33.5065%, while 

NPCR is 99.69% 

Low Computational Complexity 

and   Efficiency in Hardware 

and Software 

Limited Focus on Medical 

Image Types and Lack of 

Comparison with Other 

Methods 

[64] Improved Chaos Encryption 

(ICE) 

The efficiency of NPCR is 

99.62%, and that of UACI is 

33.41% 

Enhanced Security via Lorenz 96 

Model and High PSNR Values 

Computational Complexity 

[65] 6-D chaotic system UACI is 33.3997%, and the 

NPCR is 99.5956%. 

Enhanced Randomness  and Fast 

Encryption  

Vulnerability to Specific Attacks 

[66] Blockchain-IoT In terms of NPCR, it's 99.68%, 

whereas UACI is 33.90% 

Use of Blockchain for Integrity 

and  Efficiency in Resource-
Constrained IoT Networks 

Memory Constraints  

[67] Logistic mapping and quantum 

walks 

UACI is 33.4659% and NPCR is 

99.6143 percent 

Effective use of quantum walks 

and the logistic map 

There is a lack of real-time 

performance evaluation, and  

no discussion on Key 

Distribution 

[1] Spatial domain, Fast Fourier 

Transform (FFT), Distributed 

Wavelet Transform (DWT) 

Compared to UACI, which is 

33.58%, NPCR is 99.63%. 

Robustness to Noise and 

Enhanced Security 

Complexity 

[68] Two types of cryptography are 

Blum-Goldwasser and Elliptic 

Curve Cryptography (ECC). 

The NPCR is 99.6901%, and the 

UACI is 33.694% 

Efficient Performance with a total 

execution time of 0.142 seconds, 

making it suitable for real-time 

applications 

Susceptibility to Future 

Quantum Attacks 

 

[69] Hyper-chaotic logistic map The UACI is 33.5438%, while 
the NPCR is 99.62%. 

High-Level Security and  Strong 
Resistance to Differential Attacks 

Encryption Time 

[70] 12 × 12 dynamic S-Box UACI is 33.347 percent, and the 

NPCR is 99.9757 percent 

Specialized for 12-bit Medical 

Images and  Improved Security 

Hardware Requirements 

[71] A technique for encrypting 

images using optical chaos and 

a Rubik's cube matrix 

NPCR has a success rate of 

99.51%, and UACI has a rate of 

33.46% 

The device proposed for 

generating optical chaos is 

relatively simple 

Environmental Factors 



Misan Journal of Engineering Sciences                                     ISSN: 2957-4250                                                                                 

Vol. 4, No. 1, June 2025                                                       ISSN-E: 2957-4242 

 

98 

 

6. Assessment of Security in Image-Encryption Algorithms 
 

  Numerous chaos-based image-encryption algorithms have been suggested, necessitating evaluation 

methodologies for their functioning, efficiency, security, and other factors. This section presents methods 

of measuring the efficiency of algorithms that chaotically encrypt images to facilitate the reader's 

comprehension of the pertinent material [37]. 

 

6.1 Evaluation of Image Entropy 
 

  In 1949, mathematician Claude E. Shannon introduced a mathematical method to assess how well an 

image works with a coding technique. The efficacy against entropy assaults is contingent upon the degree 

of unpredictability present in the encrypted image. A measure of the encrypted image's entropy varies from 

0 to 8, as the maximum pixel value, represented in 8-bit binary, is 255. Test results approaching 8 

demonstrate the effectiveness of the encryption scheme and the image's substantial unpredictability [1]. 

Entropy can be computed with the computational equation (11). 

 
                                                      𝐼𝐸(𝑆) = −∑𝑃(𝑆) × 𝑙𝑜𝑔2 𝑃(𝑆)        (11) 

6.2 Key space  
 

   An effective image-encryption scheme must have robust sensitive key, and the key space it occupies 

must be sufficiently extensive to render brute force attacks unfeasible [37]. A key space exceeding 2128 is 

adequate to thwart brute force attacks. 
 

6.3 Key sensitivity 
 

   A chaotic system must be evaluated for qualities that are very sensitive to beginning circumstances 

before being used for image encryption. Even a little shift in the key might cause the outcome to diverge 

significantly from what should be expected, which is referred to as key sensitivity [37]. 
 

6.4 Histogram   
 

    A histogram shows how the values of individual pixels are distributed in an image. In a perfect method, 

the distribution of pixel values is uniform, and the histogram is also uniform, such that no image 

information is leaked [37]. 
 

6.5 Correlations of Adjacent Pixels 
 

   The linear correlation assesses the relationship between adjacent pixels in vertical, horizontal, and 

diagonal configurations. The formula for Pearson's linear correlation coefficient can be used to determine 

its value, Eqs. (12). 

 
 𝑟 =

𝐶𝑜𝑣(𝑥, 𝑦)

𝜎𝑥𝜎𝑦
    

 𝜎𝑥 = √𝑉𝑎𝑟(𝑥) = √
1

𝑁
∑(𝑥𝑖

𝑁

𝑖=𝑖

− 𝐸(𝑥))2 , 

𝜎𝑦 = √𝑉𝑎𝑟(𝑦) = √
1

𝑁
∑(𝑦𝑖

𝑁

𝑖=𝑖

− 𝐸(𝑦))2 , 

   𝐶𝑜𝑣(𝑥, 𝑦) =
1

𝑁
∑(𝑥𝑖

𝑁

𝑖=𝑖

− 𝐸(𝑥))(𝑦𝑖 − 𝐸(𝑦)), 

(12) 
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𝐸(𝑥) =
1

𝑁
∑𝑥𝑖

𝑁

𝑖=1

𝑎𝑛𝑑 𝐸(𝑦) =
1

𝑁
∑𝑦𝑖      

𝑁

𝑖=1

 

x and y are adjacent image pixels with dimensions W×H. |𝑟| values near 1 indicate that neighboring pixels 

are correlated, while 𝑟 values near 0 indicate that a link between neighboring pixels is absent.  The 

correlation coefficient adheres to the connection r ∈ [-1, 1]. The second case is the preferred variant from 

the perspective of cryptography [63]. 

 

6.6 Mean Squared Error (MSE) 
 

     The MSE is determined to assess the discrepancies between the original and decrypted images. The 

decrypted image quality and the effectiveness of the encryption algorithm are indicated by minor variations 

in MSE, which should be as low as possible.  

The MSE is found to be Eq. (13). 

 
   𝑀𝑆𝐸 =

1

𝑀 ×𝑁
∑ ∑[𝑓(𝑥, 𝑦)𝑟 − 𝑓(𝑥, 𝑦)𝑝]

2
   

𝑁−1

𝑦=0

𝑀−1

𝑥=0

  (13) 

𝑓(𝑥, 𝑦)𝑟  is the decrypted image, and 𝑓(𝑥, 𝑦)𝑝  is the input image. The dimensions of the images are 

represented by M and N, respectively, respectively, while x and y represent the pixel coordinates [1]. 
 

6.7 Peak Signal to Noise Ratio (PSNR) 
 

     The PSNR is considered one of the most suitable metrics for assessing the efficacy of encryption, 

since it allows the quantification of distortion levels in an image post-encryption. The PSNR measures the 

degree of similarity between the image and its associated encryption. An appropriate PSNR value for 

adequate encryption is below 10. Nonetheless, the PSNR between the original image and the post-

decryption image approaches infinity. The PSNR is determined by utilizing the following equation (14): 

 
                                            𝑃𝑆𝑁𝑅 = 20 𝑙𝑜𝑔10(

𝐾−1

√𝑀𝑆𝐸
)   (14) 

In general, K=28, with K representing the maximum possible value for a picture [69]. 

6.8 Unified average changing intensity (UACI) 
 

      UACI is a metric that is frequently employed to compare the quality of an image and assess the 

difference between the original and processed image. The following equation (15) is used to calculate the 

degree of change in the average luminance of an image, which is the purpose of UACI: 

 
  𝑈𝐴𝐶𝐼 =

1

𝑃
[ ∑

|𝐶1(𝑖, 𝑗) − 𝐶2(𝑖, 𝑗)|

𝑀𝑖,𝑗
] × 100% ,     (15) 

𝐶1 and 𝐶2 are the input and encrypted images, respectively, and P is the number of pixels, M is the utmost 

permissible pixel value in the images [37]. 

6.9 Number of pixels change rate (NPCR) 
 

     NPCR is an index that is typically employed to evaluate the differences between images before and 

after encryption, and it is used to evaluate image encryption algorithms. NPCR is a method that is intended 

to assess an encryption algorithm's degree of sensitivity to an image. It is formed in the following manner: 

 
  𝑁𝑃𝐶𝑅 =∑

𝑑(𝑖, 𝑗)

𝑆𝑖,𝑗
× 100% ,       (16) 

 

Let S represent the entire pixel count in the original image, and let d denote a binary array formed as 

follows: 

 
  𝑑 = {

1        𝑖𝑓 𝐶1(𝑖, 𝑗) ≠ 𝐶2(𝑖, 𝑗)
0        𝑖𝑓 𝐶1(𝑖, 𝑗) = 𝐶2(𝑖, 𝑗)

 ,     (17) 

𝐶1 denotes the input image, whereas 𝐶2 denotes the image that is protected by encryption [37]. 
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7. Conclusion 
 

  Contemporary coding approaches have been developed primarily with the healthcare business in mind. 

The analysis of modern photo encoding methods is further examined in this work. With so many picture 

encoding systems currently in use, this paper provides an understandable and thorough taxonomy. 

Researchers have stressed that image encryption's security, parameterization, and computational 

performance still require improvement. A summary table of the most often utilized cryptographic methods 

is provided at the conclusion. Elliptic Curve Cryptography (ECC) can be employed to ensure the 

confidentiality of telemedicine consultations. This method has improved the NPCR rate to 99.6% and the 

UACI to 33.694%. There has been a considerable improvement in the use of ECC's strong encryption 

capabilities in telemedicine. Initially, ECC offers superior security with significantly reduced key sizes 

compared to other encryption techniques such as RSA. The instantaneous processing and transmission of 

medical data in telemedicine boosts the efficiency of ECC in terms of computer resources and bandwidth. 

Secondly, ECC  provides a robust defense against cryptographic assaults, including discrete logarithm 

issues and prime factorization. This renders it ideal for telemedicine systems, which may be utilized to 

securely send, store, and retrieve medical images and other confidential data. Chaotic maps possess 

potential as a telemedicine data encryption method; however, additional research, standardization, and 

practical application are necessary to fully comprehend their benefits and constraints. Telemedicine 

enhances the security of remote medical care and the secrecy of patient details by applying chaotic systems. 

A brief table of the most prominent encryption algorithms is shown. Our study will assist future academics 

in suggesting a suitable encryption technique for the numerous difficulties associated with e-health 

applications. 
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