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Abstract
In an age where exchanging electronic documents, monitoring bank balances, electronic
trading and paying bills are crucial to humanity, beside of sharing information and
communication with each other, To overcome this difficulty, data must be transmitted across
communication networks in a safe and quick manner with immunity to technical
breakthroughs, With the expansion in the utilization of the Web and multimedia , so does the
demand for security approaches that aim to protect data and digital information. Steganography
is a science that uses various multimedia, including audio, text, image, and video, as well as
the TCP/IP protocol, as a transporter for secure information move through the web , In the
paper a technique was proposed for steganography relying upon the book cipher involving
pictures as encryption keys rather than a book or piece of text joined with ACSII mapping
technology , the outcome will be an encoded table made by parting text and matching bits with
that of the encryption key (the image), The suggested method keeps the picture quality
unaltered and the outcomes show its solidarity and low computational expense
Key words;- Image steganography , book cipher , last significant Bit , Matching pixels, pixel
coordinates.
1. Introduction
The technology of both communications and multimedia are in development rapidly that make
the majority of users of this technology now prefer to use the Internet as their primary means
of data transfer between them. Additionally, everyone now has access to a range of
communication methods, such as e-mails, chats, social media, etc. Despite the fact that data is
shared through these techniques in a straightforward, quick, and accurate manner, where these
services are not a significant issue in transmission but form security threat to confidentiality of
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this information through the theft of personal or sensitive information in a variety of ways[1] .
Steganography is a more effective method than cryptography for protecting data, according to
Enhancements in computer security. Because cryptography's output is distorted, it can draw
the consideration of an outsider to encoded messages While steganography involves the
capacity to incorporate data into computerized cover that prevents the secret message from
being perceived where the result isn't noticeable [2] The art of steganography involves
concealing data in a way That prevents messages stored away from being found.
Steganography literally translates to "covered writing" and it is got form Greek. It uses a wide
variety of covert communication techniques to hide the message's presence. In spite of the fact
that steganography is an old art, the development of computers has given it new life. where the
Steganography work on the Digital covers that are altered by computer-based steganographic
techniques to embed information different from the native covers [3].

Steganography has its situation in security. It isn't purposeful to trade cryptography, yet achieve
it, camouflages a message with steganography will reduce the likelihood that a message will
be found. furthermore, if the message is encrypted, an additional layer of security is provided,
because it is more difficult for an attacker to detect embedded cipher text in a cover, that will
generate many different stenographic methodologies join conventional cryptography with
steganography where the sender encrypts the secret message before applying Steganography
[4]. Cryptography is the craftsmanship and the knowledge branch of changing the information
to a nonsense structure that looks irregular and unimportant to a hacker. All in all, secret
message in cryptography is change to such an extent that it can't be perceived, then the secret
message is sent to intended recipient who can only read it after eliminate the nonsense from
the secret message. Figure 1 below shown the general mode of steganography.

Cover Cover

1 Embedding i Stego object H Extraction ||
] | |
Plain text jﬁ f / Plain text
Stego Stego
Key Key

Figure 1: general mode of steganography
plain text is the name called of the secret information before it scrambled by the encryption
approach and after encryption is called cipher text, the process of encoding content of the
secret message in order to safeguard it from unauthorized person is called encryption, while
the recovering process of the secret message is called decryption, so both of encryption and
decryption rely upon the key and the encrypting technique [5]. Figure 2 below shown the
general mode of encryption.

;‘/ )
Plain text ‘ Encryption s Ciphertext H Decryption } Plain text
Key Key

Figure 2 : general mode of encryption

The classification of cryptography system depending on the no of keys that use in the
encryption, the cryptography approach who use single shared key for encryption and
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decryption is called symmetric encryption, while the cryptography approach who use two keys
one for encryption and the other for decryption is called asymmetric approach [6].

1.1 Digital steganography

Steganography is the act of encoding secret data in a way such the actual presence of the data
is hidden, since forever ago, numerous steganographic strategies have been reported, including
the utilization of cunningly picked words, imperceptible ink composed between lines,
regulation of line or word dispersing and microdots [7].

Contingent upon the kind of the cover object there are numerous reasonable steganographic
methods which are continued to get security. It tends to be displayed in Figure (3). In actuality,
the cover object's structure substantially influences the message embedding strategy [8]

Image

Steganography &

Network Protocol

Figure 3. Digital Medium to Achieve Steganography
1.1.1 Image Steganography: Image steganography is the practice of using the cover item as
the image in a steganography.in this procedure pixel intensities are utilized to conceal the data,
which falls into one of three categories: Transform methods, perceptual masking approaches,
and least-significant bit embedding (or simple embedding) [8]
1.1.2. Network Steganography: Network protocol steganography refers to the process of
using a network protocol as a carrier, such as TCP, UDP, ICMP, IP, etc. There are covert
channels in the OSI network layer model where unused header bits of TCP/IP fields can be
exploited for steganography [9].
1.1.3. Video Steganography: Video Steganography is a method to conceal any sort of
documents or data into computerized video format. Video (a collection of images) is employed
as transporter for buried data. Choosing video as cover medium is liked because it has the
natural potential to store a significant amount of secret information while maintaining
perceptual transparency. Due to its potential to overcome the obstacles of other approaches like
capacity and enormous processing, video steganography currently dominates the study sector
[10].

1.1.4 Audio steganography :- Due to the widespread use of voice over IP, the audio file
formats WAV, AVI, MIDI, and MPEG are used as the cover object in this technique (VOIP

1]
1.2 Steganography Measures
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1- Robustness:- Robustness is the capability of embedded data to survive changes to the
stego-image, such as scaling, random noise addition, linear and non-linear filtering,
sharpening, and blurring [12].

2- Tamper Resistance:- In addition to robustness against destruction, tamper-resistance
describes how difficult it is for an attacker to change or counterfeit a message once it has
been implanted in a stego-image, such as when a pirate substitutes a copyright mark with one
that claims legal ownership [7].

- Hiding Capacity :- The term "hiding capacity" actually relates to how much data a cover
object can conceal. High payload capacity can be indicated by a large amount of buried
stego-object data [11].

4- Computer complexity:- How difficult and time-consuming it is to insert and retrieve a
concealed message [13].

5- Perceptual Transparency: - In order to conceal the message within the cover, some noise
modulation or cover image distortion is required, the embedding process actually should
happen without critical corruption or loss of perceptual nature of the cover. Even if an attacker
in a secret communications application is unable to extract the message but discovers some
deformation that raises suspicion of the presence of concealed data in a stego-object, the
stenographic encoding has failed [14].

2. Infrastructure: -

2.1 digital image: - this section will talk about binary, grayscale, and color digital images

A- Binary Image: - The most fundamental image kinds are binary images, which only have
two distinct qualities: black and white. Black is represented by the number "0," and white by
the value "1." Typically, a binary image is constructed from a gray-scale image. When the
broad form or shape of the image is needed for computer vision applications, a binary image is
helpful. They are also referred to as one-bit / pixel images [15].

B- Gray scale image:- Grayscale picture: They lack any color information and only indicate
the brightness of the image. due to the image's 8-bit data depth and 256 different gray level
ranges (0-255) [16].

C- Color Image: - Since a color image contains three matrices to represent each pixel's red
(R), green (G), and blue (B) values, it is sometimes referred to as an RGB image. Consequently,
there are three matching values for each pixel. The range of values for each R, G, and B
component is from 0 to 255, making a total of 24 bits (or bits/pixel) required for each of the
three-color components [4].

2.2 Book Cipher

the secret information is encrypted using the book cipher by employing a specific key, which
is then used to decrypt the secret information. Any book or other text may serve as the specific
key. The basis being that the words present in the secret information to be encoded is replaced
by the location of the similar words present in the key but it's crucial that both the sender and
the receiver have the exact same key [17]. the word cannot be encoded that the case when a
word shows up in the plain text yet not in the book (the key) A different strategy to solve this
issue is to substitute individual letters rather than whole words[18].

2.2.1 Week point

Book cipher has some week point

1- The code book must be digitalized and organized in a form of data for both the encryption
and decryption sites, which takes a tremendous amount of time [19]
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2- The number of code books available would be significantly reduced if Assuming that the
enemy knew the language of the plain text e.g English or Chinese [18].

3- There are several restrictions associated to plain text, such as the addressing of the space
and the repetition of words if the word is absent from the key.

2.3 ASCII Mapping Technique (AMT)

The steganography ACSII mapping technique is used to create an encoded table by mapping
the text message and match some bit with that of the cover image [20]

In order to use the AMT approach, the secret message must first be changed into binary format
before being dispersing and spreading throughout all channels of an RGB or grayscale image
via a matching procedure. The locations of the matching bits will be kept in a table that result
from matching procedure where each individual bit from the secret message matches with
individual bits from the channels of the RGB image or gray image. The positions of the secret
message on the RGB image or gray image are saved in this table. This method will make it
very tough for stego analysis to decipher the hidden information [21].

3- The Proposed Technique:-

The proposed method is created by consolidating the book cipher with the ASCII mapping
technique. Computerized touch to book code will eliminate the requirements it out of date, The
traditional book cipher used a book or a piece of text as the reference key, in our proposed
technique the reference key is an image (which can be one image or a group of images).
Because there are an infinite number of images available on the web, choosing a reference key
is simple, and the redundancy will lessen the impact of brute-force attacks

Assume two individuals (personl and person2) well send and get information to one another
in a safe way, personl has reference key which it nth series of pictures while Person 2 has a
different nth series of pictures. Both individual 1 and person2 realize the reference picture key
(the pictures and their order) of the opposite side

Personl will perform the follow steps

1- divide the secret massage into separate words, and then separate the words into separate
litters.

2- transfer each litter to number according to ASCII table

3- transfer number to binary number

4- By adding a certain amount of zeros to the left of the last binary number digit, each letter's
binary number is converted to an 8-bit string.

5- hashing every 8-bit string into its own string containing one bit, two bits, or four bits

6- personl convert the pixel values of the reference image key ( Red , bule & green) to binary
, this conversion is done for all reference key image ( the nth image)

7- personl start matching the first individual part of the secret message and compare it with the
LSB of the red channel of the first image of the reference key image , the second part of the
secret message will compare with the LSB of the red channel of the second image of the
reference key image , and the third part compare with the red channel of the third image of
reference key image , and so on to the last image of the reference , then the comparation transfer
with the LSB of the green channels of the images of the reference , then the comparation
transfer with LSB of the blue channel of the images of the reference , Each time matching
found record the location of the match pixel from the images of the reference image key , after
the matching procedure finish by the last part of the secret message , the matching pixels
location send only to the other side.
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Note , if the matching procedure arrived to the blue channel of the last image key of the

reference image key the matching procedure will go back and start the match from the last

matching location of the red channel of the first image

Person 2 will carry out the following steps at the receiving site to obtain the secret message.

1- after the matching pixel location are successfully received at the receiver side , person2

collecting the binary stream depending on the matching pixel location with reference image

key of person 1

2- the binary stream divides in to 8-bit group (bytes)

3- transfer the byte value to decimal value

4- Using the ASCII table, convert the decimal value to letters to get the hidden message.

4- Result and Discussion

The proposed method was put into practice using and evaluated Visual Basic 2013 as the

programming language on a 64-bit operating system-equipped personal computer (Microsoft

Window 8.1)

there are some issue associated with traditional book ciphers like space addressing to and

non-alphabetic letters (@, #, %, &, *, +, -,/... . ) and a word does not exist in the reference

book , these issue has been overcame by our proposed technique because it match bits

instead of word or sub- word or litters , all of these charterers are recorded in the ACSII table

4.1 Case study

The following case study has been provided to simplify the suggested technique and make it

clear. Assuming that person 1 wants to communicate a secret message (cat) to person 2,

Table (1) beneath outline how to break the secret message's characters into individual bits
Table 1:- the individual bits of a secret message

character| ASCIlvalue | binery value individual bits
c 99 01100011 O(1({1[1]0]0]1][1
a 97 01100001 O(f1({1]0]0]J0]0O][1
t 116 01110100 O(1{1[1]0]1]0]0

Both personl and person2 will consent to follow a similar grouping for find the matched pixels,
in other word they settle on the succession of pictures of the reference picture key and settle on
start match on the red channels of the reference key pictures then the green channels of the
reference key pictures then the blue channel of the reference key pictures, after that they begin
once again on the red channels, etc

Personl pick five deferent pictures as it's reference picture key and he named it as (imagel,
image2, image3, image4, image5) , After the matching process for the secret message (cat) was
finished and the individual bits location table is made , Person 1 will just send the coordinates
( x,y ) to person2 without the reference image key because there is no change on reference
key images done by the proposed method, since person 2 ( the receiver ) already have them
he will map the pixels coordinate over the reference image key to obtain the secret message,
table (2) show the matching pixel coordinates

Table 2:- the result matching pixel coordinates
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character| individual bits

reference image key

o

Image1 , red channel

Image2 , red channel

Image3d , red channel

Image4 , red channel

c Image5 , red channel
Image1 channel
Image2 , channel
Image3 channel
Image4 channel
Image5 channel
Image1 , blue channel

a Image2 , blue channel

Image3 , blue channel

Image4 , blue channel

Image5 , blue channel

Image1 , red channel

Image2 , red channel

Imaged , red channel

Image4 , red channel

Image5 , red channel

[l e} el PPN P (el Pl ol (o] o} [} EoN PN (el PRSP (o) e} [} E- E

Image1, channel
Image2 , channel
Image3 channel
Image4 channel

[eolleleolle]ol o] olle] (o} o] (o) o] o} o] o} o] o} o] (o} (o] (o} [e] (o} (e} b1yY

WN[O[ W[N] [=2IN|W[ARIN[= IOV IN|IA =N

Sender side / personl

Person 1 reference images key

Transmission Media

Person 1 reference images key

s
Matching cat
process

Matching cat
= process

secret message

0] 1

0| 4

0] 2 . ;

0l 2 Pixels locations
0|1

0]3

ecret message

Receiver side / person2

Figure 4:- The Proposed Method
The proposed method steps explain in the above figure (4), where only the pixels coordinates
sent from personl to person 2, and in accordance with the agreement made between the sender
and the receiver, person 2 knows to map the pixel coordinate over the reference image key of
person 1. He (person 2) realizes that the first pixel coordinates is in the red channel of image
#1, the second coordinate is in the red channel of image #2, the third coordinate is in the red
channel of image #3, and so on until the last red channel, at that point the process is repeated,
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but now he looks in the green channels of the reference key image form image #1 to image #5
then the blue channels of the reference key image form image #1 to image #5.

If the recipient or the assailant utilize different reference picture key set or he change the
succession of the reference picture key set he will receive wrong secret message, See figure (5)
below.

Sender side / personl

e Matchi
i s (e Je—( )

Person 1 reference images key secret message
v
0 1
0|4
0|2 g 1
Transmission Media 01 2 Pixels locations
0|1
9|3
Different reference images key

Non match secret message

o1t Matching -
CELC LT (ono ]

Receiver side / person2 or assailant
Figure (5) :- The effect of different reference image key

5- Conclusion

The author's approach of massage steganography, which increases the security of data transit
over networks, relies on a book cipher concept with images serving as reference keys, It is
accomplished by comparing each segment of the secret message bit stream to the LSB of the
reference key pictures. Along with this, there are other factors (such as security, capacity, and
flexibility) that should be considered while analyzing the results

1- Capacity: - The suggested solution works with a variety of picture file types, including
JPEG, PNG, and BMP, and as the quantity of reference images grows, so does its capacity to
conceal additional text. Additionally, this approach can be used to other languages

2- flexibility: - the proposed technique based on match the secret message bits with the LSB
of the key ordered reference images The secret message can be divided into segments of one
or two bits and even 4 bits segment. for example, If the matching process uses segments of
two bits, it stacks a bigger information than if it uses segments of one bit

3- Security: -  As there is a boundless inventory of picture accessible on the web it become
the significant justification for picking this proposed method, the sender can change the
reference key picture at a specific period of time or change the succession of the reference
key picture.

4- Computation complexity: - it is referred as the cost of embedding and extracting of a secret
message.

Disadvantage: - less robust if the attacker changes the values of the matching pixel
location., the secret message may be lost.
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