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Software Defined Networks (SDNs) are one of the most important modern technologies in the field of networks,
because of their advantages in the architecture and management of networks and control of their full functionality.
SDN is distinguished from traditional networks by the presence of a central control element, which is the controller
that is responsible for all operations that occur in the network. The controller is the main element that determines
the success or failure of software-defined networks, so it was necessary to study and compare the different types
keyword: of controllers that exist today. This paper proposes an empirical mathematical model to choose the best controller
SDN for SDN by using a Mininet emulator, concerning two performance metrics (Throughput and latency) for diverse

Mininet parameters such as different types of topologies, diverse numbers of hosts, diverse numbers of switches, and
Mathematical Model diverse numbers of threads. These performance metrics have different weights depending on the needs of the users.
Ryu We employ OpenFlow as a southbound protocol and five SDN controllers (Ryu, POX, OpenDaylight (ODL), and
POX Floodlight). The results demonstrate that the suggested mathematical model is effective and flexible in choosing
ODL the best controller since the weights of performance measures are selected based on the needs of the user. The
Floodlight performance of the SDN network is better with ODL than with other SDN controllers.

© 2025 University of Al-Qadisiyah. All rights reserved.

1. Introduction

Software-defined networks (SDN) have been considered the most discus-
sed topic in recent years [1]. It provided many advantages and contributed to
solving many of the problems that traditional networks suffered from [2]. Busi-
nesses now look to SDN to improve network deployment and administration
by bringing cloud advantages to the table [3]. By utilizing modern tools and
technologies like Software-as-a-Service (SaaS), Infrastructure-as-a-Service
(IaaS), and other cloud computing services, along with API integration with
their software-defined network [3]. Network virtualization enables enterprises
to become more efficient. Additionally, SDN improves flexibility and visibi-
lity. In a conventional setting, a router or switch only knows the state of the
network devices that are physically adjacent to it, whether it is located in the
data center or the cloud. SDN centralizes this data, enabling enterprises to see
and manage the whole network and devices. Additionally, businesses can join
various physical networks to form a single network or divide up various virtual
networks within a single physical network [4]. SDNs depend on the process of
separating data routing operations from control operations involves making
routing decisions that centralize network control, resulting in a reduction of
faults that networks may encounter. The OpenFlow protocol is the predominant
SDN controller used for communication and control of switches. The Open-
Flow protocol enables the switch to get routing information from the controller
and then directs data packets according to this acquired information [5]. The
entity architecture of SDN technology, as defined by ONF, has three layers:
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the application layer, the control layer, and the infrastructure layer [6], as seen
in Fig. 1. The application layer encompasses the assortment of services and
programs that the network offers to the user, such as routing, ACL and QoS [7].
The controller communicates with this layer via the northern interface (North-
bound API) and communicates with the infrastructure layer via the southern
communication interface (Southbound API) [8]. The first controller developed
was in 2008 and it is a controller that does not support multi-threading. It was
developed in the C++ language and was the starting point and basis for the
development of other controllers [9]. The controller, acting as the network’s
brain, is the most important component of SDN, it issues rules that are im-
plemented by the devices in the Data Plane layer and communicates with this
layer via the protocol OpenFlow, while it communicates with the application
layer via the called NorthBound Interface. Many controller types are used in
SDN, however the following are the most important ones: (NOX - Ryu — POX
- FloodLight - OpenDayLight - Beacon - Maestro -Trema) [10]. In this paper,
we presented an empirical mathematical model that uses the Mininet emulator
to choose the best SDN controller based on a number of performance metrics.
The metrics selected for this performance test are Throughput and latency. Ryu,
Pox, OpenDaylight, and Floodlight are the controllers used for this evaluation
and network emulation. The remainder of the paper is arranged as follows:
Section 2 addresses earlier work on SDN controller comparison, Section 3
briefly reviews SDN controllers (Ryu, Pox, OpenDaylight, and Floodlight),
and Mininet and methodology. Section 4 shows the results of the performance
test. Finally, the conclusion is presented in Section 5.
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Nomenclature

Mspy  The final value of SDN controller performance. Py The normalized value of latency.

M Maximum value for each performance metric. Pg The normalized value of throughput.
PN Normalized value. SDNs  Software defined networks.

P the original value of the performance metric. o, 3 The weights of throughput and latency.

2. Related work

In recent years, there have been several attempts at selecting the best SDN
Controller. Related works in selecting the best controller are presented in this
section. In [11], the performance of four SDN controllers (Ryu, Floodlight,
ONOS, and OpenDayLight) has been evaluated through latency and through-
put using Cbench. The results showed that OpenDayLight is more feature-rich
in terms of interface vendor support, ONOS has the best throughput and Ryu
has the best latency. In [12], the authors compared the following SDN control-
lers: NOX, Beacon, POX Floodlight, Ryu, OpenDayLight, and ONOS. with
based statistical methods (BWM), Fig. 1. The results show that ONOS and
OpenDayLight are the best controllers, while POX and NOX are the worst.

Application Layer (Management Plane)
Network Network Mobility
Monitoring Virtualization Management
Security Traffic Load
Application Control Balancing
Northbound API
(REST, JSON, Franetic, etc)
Control Layer (Control Plane)

POX POX
Floodlight Floodlight
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OpenDaylight (AMQP, Raft, Zookeeper, elc,) OpenDaylight
ONOS ONOS
Southbound AP|
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{Physicnl leml Virtual Devices Access Points }

Figure 1. The SDN architecture.

In [13], the authors evaluated the performance of FloodLight, OpenDayLight,
and Ryu controllers in terms of latency, throughput, and scalability. The results
show that the OpenDayLight controller has the highest performance. In [14]
they compared seven widely used SDN controllers in research and industry
across different network topologies and different numbers of nodes. In [15],
the authors estimated the performance of five SDN controllers (libfluid, ONOS,
OpenDaylight, POX, and Ryu). The results show that libfluid and POX control-
lers have the highest throughput. In [16], four SDN controllers’ performance
has evaluated (libfluid, OpenDaylight, POX, and Ryu) is evaluated based on
latency, bandwidth, jitter, datagram loss, etc. The results show that Floodlight
outperforms SDN new controllers. The authors in [17], proposed TOPSIS with
entropy weights to select the best controller among the four selected SDN con-
trollers (Ryu, ONOS, OpenDaylight, and POX) The outcomes exhibited that
The Ryu controller is the best. In [18], a comparative tool is used to compare
the performance of different SDN controllers (OpenDaylight, ONOS, RYU,
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Floodlight, POX, and Trema). The results of latency and throughput show
that OpenDayLight, ONOS, and Floodlight outperform Ryu, POX, and Trema.
In [19] the authors investigated Python-based controllers (Ryu, POX, and
Pyretic). The results showed that the Ryu controller outperforms the POX and
Pyretic controllers. Java-based controllers (OpenDaylight and Floodlight) are
tested and compared in [20] in terms of latency and packet loss with different
topologies and network loads. The results showed that Floodlight can outper-
form OpenDaylight in terms of packet loss and OpenDaylight can outperform
Floodlight in terms of latency. While in [21] the authors examined Python-
based controller (POX) and Java-based controller (Floodlight) in different
network topologies. The results showed that Floodlight works faster than POX.
Different Python and Java-based controllers are considered and compared in
[22-26] in terms of different performance metrics. Table 1 presents a summary
of the existing articles that used to evaluate the performance of several SDN
controllers.

Table 1. An overview of existing studies.

Ref. SDN Selection Performance
Controllers Technique Metrics
Mamushiane [Floodlight, Ryu, ONOS, and Throughput and
- Cbench
etal. [11] OpenDayLight Latency
o NOX, POX, Beacon,
Amiri | Floodlight, Ryu, ODL, and MCDM Throughput
etal. [12] ONOS
Mendoza |FloodLight, OpenDayLight Throughput and
Cbench
etal. [13] and Ryu Latency
Badotra Trema, POX, Floodlight, o
etal. [14] Ryu, ODL, and ONOS Cbench Minimum RTT
Abdullah libfluid, ONOS, Inerf Throughput and
etal. [15] OpenDaylight, POX and Ryu p Latency
Mital | Floodlight, POX, and Latency, Bandwidth
OvenDavlight —_— utilization, Jitter,
16l P vig and Packet loss
Zobary | POX,Ryu ONOS,and  pqperg Average RTT
etal. [17] OpenDaylight
Haggag POX, Ryu and Pyretic — RTT, Throughput
etal. [18] and Latency
Rowshanrad Floodlight AND - Latency, Jitter, and
etal. [17] OpenDaylight Loss
Bholebawa | pOX and Floodlight __ Throughputand
etal. [21] Round-trip delay

3. OpenFlow protocol (OF)

The OpenFlow (OF) protocol, sometimes referred to as the Southbound In-
terface, manages all communication between network devices and the SDN
controller. The protocol is open-source and was created in 2009 by the Open
Network Foundation (ONF) based on the v1.0 version of OpenFlow (OF).
We have made improvements to the protocol, leading to the current version,
OpenFlow v1.5. The upcoming release will be OpenFlow v2.0 [27]. The Open-
Flow (OF) protocol serves as the key control mechanism in Software-Defined
Networking (SDN) since it governs the behavior of switches in the network
and enables external devices like controllers to manipulate the flow of data
inside the network. Many manufacturers have started producing switches be-
cause these switches feature tables that display the entrance and exit pathways
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(ingress, egress) for each package on the switch. The controller can retrieve
information from these tables via the OpenFlow protocol. The table input
is transmitted to the OpenFlow switch, and the controller utilizes a secure
channel to implement updates [28].

4. SDN controllers

The controller is the most important component in SDN, as it represents the
brain of the network, and it issues the rules that are implemented by the devices
in the Data Plane layer and communicates with this layer via the OpenFlow
protocol, while it uses the Northbound Interface to communicate with the
application layer, several SDN controllers use OpenFlow or other protocols
in their operation [29]. The programming language used to program these
controllers makes them unique from one another, and the version of the OF
protocol that they support, in addition to other technical advantages. Due to
the limitation of the size of this article, this section will only present a very
small initial description of the most open-source controllers [30].

4.1 RYU

Ryu is an open-source SDN controller written in Python used to increase
network resilience by making it easier to handle tasks. The Ryu controller
provides a variety of components with a complete software interface that al-
lows developers to create new ways to manage the network and build control
applications with easier connectivity [31]. RYU supports most OpenFlow
protocol versions from 1.0 to 1.5. It supports the STP protocol, thus preventing
loops in the network. It does not support Multithreading in its work.

4.2 POX

POX is an open-source controller programmed in Python to develop control
applications in SDN networks. The POX uses OpenFlow and OVSDB to pro-
vide a working environment that allows communication with SDN switches.
POX components can be invoked directly through the command line where
the desired functionality of the network is achieved through the use of these
components. The POX controller can be used as a main controller in SDN
networks because it allows fluidity to load network components [32]. Most
research in the field of SDN deals with the POX controller to implement several
applications such as load balancing, multimedia applications, file transfer, web
servers, and other applications, which allows for continuous improvement of
network performance.

4.3 OpenDaylight (ODL)

It is an open-source community project written in Java whose main goal is
to develop SDNs by providing features and supporting new protocols in the
controller industry. The ODL controller supports the OpenFlow protocol and
can also support some other SDN standards [33]. The OpenDaylight controller
is the mastermind of the SDN network, as it monitors and manages the network
and generates appropriate routing rules for each network state to send them
to the appropriate switches, which it stores within its flow tables. Based on
the queries it requests from the switches, it adjusts the access rules or changes
the flow tables. Where the network management process in SDN differs from
traditional networks, is that SDN networks centralize management in the con-
troller, and therefore the switches do not know anything about the rest of the
network, they only receive commands from the controller.

4.4 Floodlight

It is an open-source controller licensed by Apache that uses the Java program-
ming language and is developed by Big Switch Networks. A controller provided
by Big Switch that supports the OpenFlow protocol in various versions. It is
open-source and built in Java. It provides an advanced REST API that helps
control all the functions of the controller and display its parameters on a web
page. When the controller is running, many applications written in Java are
run with it. The services provided by the REST API run on port 8080, and
any application written in any programming language can access and display
controller information and execute specific commands [34]. The controller
includes many different software modules that meet the requirements of the
SDN network, such as network discovery - device management - network topo-
logy manager - link discovery - routing, etc. These components communicate
with each other through programming interfaces that implement them.

5. Mininet emulator and CBench

Employing an emulator, a Mininet may build a virtual network including hosts,
switches, controllers, and links. Standard Linux software can be run on Mininet
hosts, and the OpenFlow protocol can be supported by its switches to provide
extremely flexible dedicated packet routing. Mininet supports R&D, learning,
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prototyping, testing, debugging, and other chores by providing a comprehensi-
ve network on a laptop or any other device. The CBench program was utilized
to quantify the efficiency of the controller based on a predetermined count of
switches and hosts.

5.1 Mininet

It is a well-known network emulator used to test and implement software-
defined networks. This emulator has made it possible to create different to-
pologies from virtual host statistics, links, and switches. In addition to the
command line environment, Mininet also has a graphical environment called
Miniedit, which can be graphically drawn in the Mininet environment to draw
its topologies and how the switch, controller, and various hosts are located in
this topology [6].

5.2 CBench

The most popular tool for evaluating controller performance in SDNs is Cbench.
Throughput and Latency are the two main modes of criteria for this tool, and
Cbench evaluates controller performance using these two criteria [35]. In laten-
cy mode, Cbench transmits a packet and then waits for a response to ascertain
the processing time of the controller. When operating in throughput mode, the
controller has a maximum capacity to process a specific number of packets, as
indicated by transmission [36].
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Figure 2. Implementation stages of the best SDN controller.

6. Performance metrics

In this section, performance metrics used to select the best SDN controller
have been discussed.

¢ Throughput

The throughput is usually defined as the rate at which the flow request
is processed by the controller per unit time. The throughput is often:
response/sec. The CBench tool is used to measure throughput.
Latency

It is the time between the moment a packet is sent from the switch to the
controller and the moment the response is received from the controller
to the switch., measured in seconds. It can also be measured with a
CBench tool.
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7. Best SDN controller selection methodology

In this section, we suggested an empirical mathematical model to select the
best controller from several SDN controllers (Ryu, POX, ODL, and Floodlight)
used in this paper to several performance metrics (Throughput and latency)
according to many parameters. To select the best controller, the following steps
can be followed:

7.1 Average computation

The first step is to compute the final average for the performance metrics for
all SDN controllers.

7.2 Normalization

The second step is to apply the normalization method on the final average
for the performance metrics due to some of these metrics like throughput are
required to be very large while other metrics like latency want to be very small.
The normalization method is done in the following steps, Eq. 1:

¢ Find the maximum value for each performance metric (M).
¢ For each metric, the normalized value (PN) was computed by dividing
the original value of the performance (P) by the maximum value (M).

Py=P/M 1

7.3 Weighting

After normalizing the final average of the performance metrics that are com-
puted for the SDN controller, a weight will be assigned for each metric by
applying the condition (the sum of this weight is 1). For example, we can
assign 1 and O for metrics Throughput and latency used in this paper. The
values of these weights are determined based on the user’s needs.

7.4 Mathematical modeling

The fourth step is to employ the empirical mathematical model on the norma-
lized values which are computed from previous steps to find the final value
for the controller (MSDN) performance. Equation 2 is applied to compute the
final value which indicates the value of the controller performance.

Mspy = aPr — BP. (2)
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7.5 Best controller selection

After applying the empirical mathematical to the performance of the SDN
Controller, one can suggest the maximum value of all controller performance
which refers to the best controller. It can be detected that the worst controller
model is the minimum value of these controllers. The flow chart exemplified
in Fig. 2 clarifies the stages of the selection system for the best controller.
Generate the topology file created by Mininet (Using the mn command). Set
p =0 (p : the number of parameters). Select the parameter. These parame-
ters include varying types of topologies, varying no. of hosts, varying no. of
switches, and varying no. of threads. Set ¢ = 0 (this variable to determine the
no. of SDN controllers). Select the controller that is used to generate the rules
that are implemented by the devices in the Data Plane layer [37]. This paper
includes Ryu, POX, ODL, and Floodlight. Set s = 0 (no. of (iteration) loops
per test). Select the no. of loops per test. Select the topology file that repres-
ents the simulation environment for SDN controllers. Execute the topology
file in Mininet to perform the emulation, the output is used in Cbench and
MiniEdit. Use MiniEdit as a visualization evaluation to display every event
that occurs during the simulation., while the performance metrics (throughput
and latency) will be calculated using the Cbench tool. Increment s by 1. If
(s < 10) then go to step 8 (s is the number of the iteration). Otherwise, go to
step 14. Increment i by 1. If ¢ < 4 then go to step 6 (i is the number of the SDN
controllers evaluated in this paper). Otherwise, go to step 16. Increment p by
1. If p < 5 then go to step 4. (p is the number of the evaluation parameters).
Otherwise, go to step 18. Split the result files into several files (the number of
files depends on SDN controllers that will evaluated in this paper). Compute
the final average of performance metrics for all SDN controllers that will be
evaluated to represent their impact on performance. Normalize the average
before applying the mathematical model. Assign weight for each performance
metric according to the user’s need. Apply the above mathematical model
(equation 2) to the resulting values from the normalization method of SDN
controllers. Select the best SDN controller based on the maximum value of
MSDN. After applying the empirical mathematical to the performance of SDN
controllers, one can suggest the maximum value of all controllers’ performance
which refers to the best controller. It can be detected that the worst controller
is the minimum value of these controllers.
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0.0

Othreads 2threads 4threads 8 threads

(d) The best SDN controller for Scenario 4
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Figure 3. Histogram of the best SDN controller under case 1.

8. Experimental results

This section included the suggestion and implementation of two cases to apply
this mathematical model to the scenarios listed in Table 2. The performance
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metrics weights utilized in this case select which SDN controllers are the best
and worst. After applying the mathematical model, the values in this figure
display the values of each controller. The setupinvolves using a processor
Intel® Core i5 with RAM 8 GB DDR3 on macOS with a VMware Fusion
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Figure 4. Histogram of the best SDN controller under case 2.

virtual machine installed on Ubuntu 21 64-bit.

Table 2. Parameters for all scenarios.

Name of No. of Varying  Varying Varying Varying

Scenario Scenario  Types of No. of No. of No. of
Topologies  Hosts Switches Threads

Varying . Lo

Types of | Single Linear 15 1

. Tree Custom

Topologies

Varying No. . 8, 16, 65,

of Hosts 2 Linear 100 10 !

Varying No. 15 Linear 8  0,6,10,14 1

of Switches

VaryingNo. .

of Threads 4 Linear 8 12 1,24,8

8.1 Case 1

In this case, one performance metric weights 1 while the other metrics weight 0.
As an illustration. The best controller for each of the four scenarios (scenariol,
scenario2, scenario3, and scenario 4) in relation to case 1 appears in Fig. 3.

8.2 Case 2

In this case, the user selects the best SDN controller for each of the scenarios
listed in Table 2 by giving equal weights to each performance metric. One
performance metric weighs 1, while the other metrics weigh 0. The best con-
troller for each of the four scenarios (scenario 1, scenario 2, scenario 3, and
scenario 4) in relation to case 1 appears in Fig. 4.

Following the results which are obtained in cases 1 and 2 from the evaluation
of SDN controllers in the Mininet emulator and Cbench to two performance
metrics with various scenarios, we conclude that:

1) Although the RYU is widely used in SDN networks, however, the results of
the simulation show that it is not the best among the SDN controllers.

2) The performance of the SDN network is better with ODL than other SDN
controllers.

3) The SDN network has poor performance when the SDN controllers are
POX or Floodlight SDN controllers.
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9. Conclusion

In this paper, an empirical mathematical model is proposed to select the best
controller for an SDN network using Mininet emulator and Cbench concerning
two performance metrics (Throughput and latency). The suggested model is
significant in different scenarios such as different types of topologies, different
numbers of hosts, different numbers of switches, and different numbers of
threads. These performance metrics have different weights depending on the
needs of the users. We use OpenFlow as a southbound protocol and four SDN
controllers (Ryu, POX, ODL, and Floodlight). After applying this mathema-
tical model, the results indicate that this ODL was the best controller suited
for SDN when compared to other controllers. In future work, we will apply
Multi-Criteria Decision Making (MCDM) method such as TOPSIS to select
the best SDN controller.
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