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Abstract:
The progress made in the field of information and communications is not only limited to the
positive aspect related to technology and infrastructure development, but another aspect has
appeared, which is the negative aspect that has serious repercussions on the future of the
state and its sovereignty. Where it weakened the role of privacy, and greatly encouraged the
spread of crimes, which became a threat to international peace and security. The negative
side is represented by the phenomenon of cyber-attacks, which threatens the security of the
state, the safety of its citizens and vital infrastructure, which calls for an end to it.
Thus, in the last decade, these countries have come up with the latest of these methods,
which are characterized by complexity and crossing traditional borders, which are cyber-
attacks that will completely destroy the infrastructure of the opponent, and cause severe

effects on the military and civilian objects of the opponent, all without the need to engage in
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any real clash materially with the opponent, and without the need to bear the financial
burdens and risks of armed confrontation that the attacker bears within the framework of

conventional weapons.
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