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Proactive SIEM-Based Framework for Cyberattack
Monitoring and Classification

Zeyad Safaa Younus 1,*, Mafaz Alanezi 2
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2 ICT Research Unit, Computer Center, University of Mosul, Mosul, Iraq

ABSTRACT

Cybersecurity is a crucial aspect of modern information technology, encompassing safeguarding computer systems,
network resources, and information from cyberattacks. Wazuh is an open-source security information and event
management (SIEM) technology for real-time attack detection but faces challenges like log analysis complexity and
alert overloading, which raises the number of false-positive alerts and affects accuracy. This paper presents three
hierarchical models for real-time attack prediction using Wazuh to gather real-time dataset from various network
endpoints and then preprocess them using a variety of tools. Subsequently, mutual-information, principal component
analysis (PCA), and independent component analysis (ICA) are utilized for feature reduction and selection to extract
important features for each model individually. Finally, for training and testing purposes, the types of attacks are
classified using the long-short-term memory (LSTM) method. In the second stage, real-time attacks are utilized to assess
the performance of the suggested models for real-time attack detection. The experimental findings demonstrate that the
suggested approaches performed better on binary and multiclass classification in terms of accuracy, recall, precision,
and F-measures and were superior to previous methods in terms of accuracy.
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Introduction

In the age of big data, large volumes of information
are produced every day by numerous applications
and devices. Furthermore, network intrusion has pro-
gressively increased, leading to the theft of private
information and becoming the primary attack vector
that harms both individuals and companies.1–4 The
proliferation of linked devices has led to a steady evo-
lution in network attacks, and the heavy dependence
of government, commercial, and military entities on
the internet for daily activities has made cyber threats
a major concern.5

One of the most essential parts of security in-
frastructure meant to identify, prevent, and address
cyberattacks is SIEM systems. SIEM systems are made
up of various components that work together to

monitor and assess network infrastructure. These
components include source devices, log collection,
normalization, rule and correlation engines, log stor-
age, and monitoring processes.6,7 Fig. 1 shows the
basic components of the SIEM.

Organizations utilize open-source SIEM solutions to
assess certain features and reduce software license
costs while also offering basic functionality for small
businesses in logging and analyzing security inci-
dents like Wazuh, Apache, Prelude, and AlienVault.7

Wazuh was selected as the best SIEM solution of 2023
because it has some advantages over other open-
source SIEM solutions, such as scalability, centralized
management of security events, and response capabil-
ity.8,9

Wazuh SIEM is a free and open-source platform for
security monitoring and threat detection that helps
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Fig. 1. The basic components of SIEM.7

Fig. 2. Wazuh components.9

businesses collect, examine, and react to security
events.10 In order to improve overall security posture
and operational efficiency, it provides log collec-
tion, threat detection, incident response, dashboard
visualization, file integrity monitoring, regularity
compliance, reporting, and integration. The overall
security posture and operational efficiency are im-
proved by integration with other security tools and
technologies. Rulesets are used by Wazuh to identify
malware, intrusions, and attacks. It serves as a central
location for keeping an eye on network devices in
order to spot attacks, trigger alerts when a threat
materializes, and gather and store logs and alerts
within the server.8 The three primary parts of Wazuh
SIEM are the Wazuh indexer, Wazuh dashboard, and
Wazuh server, which gather and process the data
collected by the agents. A single global Wazuh agent
is deployed on the endpoints on the network un-
der monitoring to collect logs and send them to the
Wazuh server for analysis. The complexity of log anal-
ysis and the potential for alert overloading, which
raises the number of false positive alarms, are flaws
in Wazuh’s technique. The Wazuh core components
are shown in Fig. 2.9

Feature selection is a process used to find the best
subset of features to infer the same meaning as the
entire feature set. Choosing relevant features and
removing ineffective ones with little to no perfor-
mance loss is the goal of feature selection.11,12 Many
machine-learning models, including feature selec-

tion and classification techniques like support vector
machine (SVM) and K-means clustering, have been
suggested and developed in recent years to detect
cyberattacks. However, the model’s performance de-
teriorates due to the training time being too long
in large training sets and too sensitive to irrele-
vant attributes. Furthermore, even if the network is
small, a huge number of characteristics are collected
from these models from the raw data for analysis.13

Therefore, in order to choose the significant fea-
tures, methods like PCI and ICA for feature extraction
and mutual information for feature selection must be
used. Furthermore, because so much data is fed into
these algorithms, they are not able to identify threats
in real-time. This has led to a rise in the requirement
for deep learning-based models. Artificial neural net-
works (ANN) are modified for feature extraction,
perception, and learning in deep learning.14 These
days, a wide range of industries use deep learning
applications, including bioinformatics, image pro-
cessing, speech recognition, and more. Convolutional
neural networks (CNN), recurrent neural networks
(RNN), and LSTM are a few of the deep learning tech-
niques used by different neural network models.2 In
this paper, three models have been suggested for the
binary and multiclass classification of attacks. Mutual
information and LSTM are used in the first model,
whereas PCA and LSTM and ICA and LSTM are uti-
lized in the second and third models. The real-world
dataset utilized to assess these models is gathered via
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Wazuh following a series of standard procedures and
a range of attacks on network-connected endpoint de-
vices. The raw dataset is then preprocessed and saved
in CSV (Comma-Separated Values)15 format before
being fed into the models for training. Subsequently,
real-time prediction employing various forms of at-
tacks is employed to assess the performance of the
models in real-time. The structure of this paper con-
tains six primary sections. The introduction is covered
in Section 1, and the related works are covered in
Section 2. The methodology is presented in Section
3. Section 4 introduces validation metrics. Section 5
presents the outcomes of the experiment. Section 6
presents the conclusion and future directions.

Related works

Numerous studies have been carried out utilizing
diverse algorithms to identify breaches and intrusions
into computer networks. Since manual feature ex-
traction is a requirement of standard classification
algorithms, techniques of deep learning have demon-
strated their efficiency in solving this kind of issue. As
a result, scientists concentrated on developing robust
and efficient models for attack detection through the
use of deep learning.

Ding et al. proposed a method that used minimum
redundancy maximum relevance (MRMR) feature
selection algorithms in order to extract the most per-
tinent features for categorizing anomalies. SVM and
LSTM algorithms were then applied for data classifi-
cation. Next, the accuracy and F-score of the SVM and
LSTM algorithms are compared.16

Primartha and Tama proposed a method that used
random forest and 10-fold cross-validation technique
using NSL-KDD, UNSW-NB15, and GPRS datasets.17

Using back-propagation and stochastic gradient de-
scent techniques, Al-Zewairi et al. presented a deep
learning model using ANN. The method was assessed
for the network intrusion detection system (NIDS) as
a binary classifier on the UNSW-NB15 dataset. Each
layer of the ten neurons in the deep learning model
has five hidden layers, and the 10-fold cross valida-
tion method is applied.18 Maniath et al. introduced
a technique that employed LSTM to enhance auto-
mated analysis of a huge volume of malware samples
and detect ransomware activity for binary sequence
classification of API calls.19

Wu and Guo proposed the use of a LuNet model,
which is an RNN and CNN employed on the NSL-
KDD and UNSW-NB15 datasets, to find intrusions on
a large-scale network.20 An LSTM-based deep learn-
ing framework was proposed by Hawing et al. to
implement classification at the packet level in intru-

sion detection system (IDS). Rather than scrutinizing
the complete flow, like a document, the suggested
approach took into account each individual packet.
From each packet that was taken into consideration,
the method subsequently created the key sentence.
Following that, word embedding was used to extract
the sentence’s syntactic and semantic properties.21

The IDS method was introduced by Kasongo and
Sun. It integrates five classification methods, which
are logistic regression (LR), k-nearest neighbors
(KNN), ANN, decision tree (DT), and SVM, with the
feature selection approach of the extreme gradient
boosting (XGBoost) methods for binary and multi-
class classification used in UNSW-NB15 Dataset.22 A
technique proposed by Fredj et al. employed LSTM,
RNN, and multilayer perceptron (MLP)-based models
with great care to forecast the kind of assault that
would occur. Good results were obtained when this
model was evaluated using the CTF dataset.23

Awan et al. presented a technique that addressed
the prediction of application layer distributed denial
of service (DDoS) attacks in real-time and improved
the model’s performance by reducing the prediction
time. The technique used two machine learning meth-
ods, random forest (RF) and MLP, to detect DDoS
attacks.24 Moualla et al. presented a method that
used the synthetic minority oversampling (SMOTE)
technique to address the issue of uneven class dis-
tribution in the dataset and subsequently employed
the highly randomized tree classifier to identify the
crucial features for every class included in the dataset
based on the Gini impurity criterion.25 Kumar et
al. suggested a unified intrusion detection system
(UIDS) using the UNSW-NB15 dataset. The suggested
model’s ruleset was derived from several DT models,
including the info gain feature selection technique
and k-means clustering. Additionally, the model was
trained using a variety of techniques, such as SVM
and ANN.26 Abbas and Almhanna suggested a method
using an encoding methodology to transform the
initial nominal packets into numerical features for
detecting DDOS network attacks. Next, a logarithmic
process is used to standardize the data. To minimize
the dataset’s dimensionality, the PCA technique is
finally used eight times for a variety of features. Sub-
sequently, the RF method was employed to extract
patterns from the data, while the naive bayes (NB)
algorithm was utilized to categorize the data and
compare the classification results with the classifier
output, RF.27

Gaur and Kumar suggested an LSTM model to clas-
sify binary and multiclass assaults using an LSTM
model on the CICDDoS 2019 dataset.28 Ibrahim et
al. introduced a framework to identify botnet assaults
using data standardization and ICA to improve the
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Fig. 3. The flowchart structure of the suggested models.

quality of data before organization.29 IDS was pro-
posed by Shushlevska et al. using the UNSW-NB15
dataset. Nine different class attacks have been tested
and trained on the dataset. The UNSW-NB15 dataset
was effectively divided into network traffic from reg-
ular records and attack logs using many machine
learning methods. The analysis of the models for each
strategy indicates that the classification using RF is
more effective than using NB, LR, and DT.30

Wang et al. presented a technique that made use
of the genetic algorithm (GA) and KNN algorithm.
In order to lower the dimensionality of attack-type
detection, the procedure first uses a GA for fea-
ture selection. The KNN algorithm is then used for
attack-type matching. This technique improves over-
all security by greatly increasing the attack detection
rate of NIDS across several classes.31 Mohamed and
Rohaim presented a technique for detecting web
threats that made use of four classification algo-
rithms: bidirectional LSTM, LSTM, RNN, and CNN.32

A technique for categorizing DDoS attacks utiliz-
ing the LSTM method was presented by Bashaiwth
et al. to clarify different kinds of DDoS attack fore-
casts. For the purpose of classifying attacks, 51
inherent features were found, and common expla-
nations were derived for each class.33 Almarshdi et
al. presented an IDS method based on deep learning
techniques for LSTM and CNN using the UNSW-NB15
dataset to distinguish between assaults and normal
network traffic.34 Sayegh et al. presented a tech-

nique that distinguished between possible attacks and
normal network traffic using LSTM. Furthermore, im-
balanced data difficulties were addressed with the
SMOTE approach, which helped to reliably identify
unusual intrusion patterns.35

Methodology

The techniques utilized to construct the models’ ar-
chitecture for training and prediction are described in
this section. The flowchart structure of the suggested
models is shown in Fig. 3.

Real world dataset

In its most basic form, a dataset is a table with
information about a feature from each column and
an example summary from each row about a do-
main. The primary goal of this section is to generate
a relevant dataset, which is subsequently used to
predict and categorize attacks using the suggested
deep learning models. The tools used to gather and
prepare the dataset are described here. In order
to assess the effectiveness of suggested models and
to make the real dataset easier to use as training
model input, it is first obtained from Wazuh, trans-
lated to CSV format, and divided into train and test
sets.
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Table 1. Daily events on the network.

Day Type of event

Day 1 Normal
Day 2 Normal, DoS attacks
Day 3 DoS attacks
Day 4 DoS attacks
Day 5 SQL injection, web attacks
Day 6 Brute force
Day 7 Normal, File modification
Day 8 Reconnaissance
Day 9 Anomalies, web attacks
Day 10 Normal, Port scan

Dataset description

This paper is based on a real-world dataset gathered
by Wazuh,9 which is used to collect various logs of
attacks and normal events. The dataset satisfies every
requirement of real-world cyberattacks. The dataset,
which is organized into 10 different files, comprises
normal and abnormal (various forms of attack) net-
work traffic from 10 consecutive days of capture. As
seen in Table 1, various kinds of attacks were used
every day. Our study is based on a single file created
by merging all 10 of the datasets into one large file
and converting them to CSV format.

Collect a dataset using Wazuh

A vast number of logs and alarms from all kinds
of network endpoint devices are gathered by Wazuh
and stored on the server. Real-time monitoring is
made possible by Wazuh, an open-source, centralized
log management system that employs rules, threat
intelligence, and behavior-based analysis to find ab-
normalities and threats.6 The predefined compliance
rulesets assist firms in meeting regulatory obligations,
and the user-friendly interface offers insights into
security events and risks. The overall security pos-
ture and operational efficiency are improved through
integration with other security tools and technolo-
gies, such as Snort and Suricata.36 During this phase,
Wazuh is utilized to gather logs and alerts of network
events, both normal and anomalous. In this case,
Wazuh and NIDS security technologies like Suricata
and Snort are combined to enhance Wazuh’s ability
to identify threats in real-time related to some of
the assaults employed in this study.9 A variety of
other attacks are also used against network devices,
including port scans, structured query language (SQL)
injections, brute forces, Web attacks, reconnaissance,
anomalies, and file modification. The denial of service
(DoS) attacks are also carried out using tools such as
Goldeneye, low orbit ion cannon (LOIC), high orbit
ion cannon (HOIC), and Hping3. One of the flaws is

that Wazuh launches a high volume of logs, which
causes it to struggle with the intricacy of log analysis
and the potential for alert overload, which raises the
number of false positive alerts and lowers accuracy
rates. The procedures for setting up Wazuh to monitor
the network and gather logs are shown in Fig. 4.

Converting a dataset to CSV format

Initially, the Wazuh logs are merged and converted
into a single CSV file format in order to simplify the
dataset’s training process. To enable different data
analysis and visualization activities, this conversion
is required in order to analyze or view data using
tabular data tools. The procedures followed in this
process are outlined below:
Input: log files.
Output: CSV file.
Step 1: import python libraries.
Step 2: read log files.
Step 3: merge and convert log files to a CSV file.
Step 4: CSV file as output.

The result is a CSV file called ZSUM-1-2024 dataset
that represents the raw dataset, which includes sev-
eral categorical and numerical data types like float,
integer, boolean, and object. It takes some analysis
and value visualization to work with the real-time
raw CSV dataset. Overfitting issues could arise from
duplicate rows. Certain columns include values that
are irrelevant to machine learning and deep learning
algorithms, such as nulls, spaces, or other kinds of
data. Because of this, the dataset needs to be prepro-
cessed before being included in the training model in
order to ensure that it is error-free and won’t interfere
with the postprocessing procedure, as the following
sections will demonstrate.

Labeled dataset

The lack of labeled datasets presents additional dif-
ficulties when working with real-world data. Data
that has been given one or more labels to provide
context or meaning is referred to as labeled data.
These labels are frequently used in artificial intelli-
gence and deep learning as a target for the approach
to prediction. For the purpose of performing training
in the suggested models, the dataset is classified into
multiple classes here, including normal and attacks
in their various forms. At first, the raw data is la-
beled according to the contents of the record within
the columns. After that, the label column is mapped
to the numerical values of two classes: 0 and 1 for
binary classification and within the range of 0 to 8
for multiclass classification. The steps used for this
process are explained below:
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Fig. 4. Flowchart of the Network Environment with Wazuh SIEM.

Input: a CSV file.
Output: a CSV file with a label.
Step 1: read the CSV file.
Step 2: label the dataset according to the contents of
the records within the columns.
Step 3: map the label column in the dataset to nu-
merical values.
Step 4: output a CSV file with a label column.

Within the raw dataset, Fig. 5 for binary classifica-
tion and Fig. 6 for multiclass classification examine
how instances are distributed throughout various
classes. The number of instances connected to each
class is clearly displayed in the bar chart. An overview
of the dataset’s composition is provided by the y-axis,
which quantifies the corresponding number of in-
stances, while the x-axis depicts the attack classes. In
order to evaluate class imbalances or biases and make
judgments for the following steps, which include data
preprocessing and model building, a graphical depic-
tion is essential.

The dataset is then cleaned by removing columns
that have null values based on the threshold value,
and the null records are then filled according to each
column’s data type. Next, the label column is split
from the features of the dataset and used as the
target. Since machine and deep learning models re-
quire numerical input values, the categorical columns

are later transformed into a numerical format using
a label encoder. In machine-learning methods, the
preprocessing phase is an important.35 After that,
the dataset is split into training and testing sets to
conduct the training process and validate the per-
formance of the model. Next, standardization37 is a
crucial tool to standardize the input dataset’s range of
functionality. It is primarily used as a preprocessing
step before deep learning models are run. In this case,
it is employed to scale features such that the standard
deviation is one and the mean of the observed values
is zero.

Resampling dataset

Imbalanced refers to the classification dataset that
has classes with imbalanced proportions. The ma-
jority classes are those that comprise the largest
proportion of the dataset. The minority classes are
those that comprise a lesser percentage.38 According
to numerous data scientists, imbalanced classification
occurs when there is an uneven distribution of classes
in the training dataset, which negatively impacts the
performance of AI-based classifiers. This is particu-
larly evident when the ratio of majority to minority
classes is greater than 100 to 1. Preprocessing of
the current dataset should start with reducing the
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Fig. 5. Binary class distribution of the raw dataset.

Fig. 6. Multiclass distribution of the raw dataset.

majority, increasing the minority, or doing both us-
ing resampling techniques, due to the challenge of
producing a typical balanced dataset.39 Resampling
techniques were utilized to adjust the proportions
between the majority and minority classes and create
a more balanced new dataset. Undersampling and
oversampling are the two methods of resampling.
Oversampling is generally favored over undersam-
pling techniques because undersampling methods
often eliminate instances from the data that can carry
significant information. Resampling allows distinct
classes to have about equal influence on the classi-
fication model’s results by improving the balance of
the training data. This paper uses the SMOTE method,
one of the most straightforward statistical methods
for handling irregular classes in a dataset. SMOTE
is an oversampling approach in which the majority
classes are left unchanged while synthetic samples

are created for the dataset’s minority class. This
algorithm aids in resolving the random oversampling-
induced overfitting issue. It employs interpolation
between positively aligned instances to create new
instances by concentrating on the feature space. By
constructing lines between the minority cases (shown
in red) in the 2D feature space and letting synthetic
minority instances live in those lines, Fig. 7 explains
how the SMOTE approach oversamples the minority
cases (green color). Furthermore, the vast majority of
situations (shown in green) don’t alter. As a result,
the classes equaled out, and the minority population
only rose.

Feature selection

One of the key techniques in data preprocessing for
attack classification systems is feature selection. It has
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Fig. 7. SMOTE work principle.40

many dimensions in the feature space, particularly in
a real-time setting, which might significantly affect
how well deep learning algorithms perform.41,42 It
removes unnecessary, irrelevant, or noisy data, re-
duces the number of attributes, and chooses the key
features. Consequently, several dimensionality reduc-
tion and feature selection techniques are utilized in
the original dataset in order to minimize the number
of input features.43 This allows the algorithm of deep
learning to select the most relevant features and make
the high-dimensional feature space easier to compre-
hend, allowing it to train more quickly and minimize
model complexity and computing costs.44 The per-
formance of the suggested models is enhanced in this
paper by reducing the dataset dimensionality through
the application of PCA and ICA and selecting impor-
tant features using mutual information techniques.

Principal component analysis

PCA is a technique for dimensionality reduction
and data analysis. It is employed to pinpoint the most
important patterns and simplify high-dimensional
data while maintaining crucial details.45–47 After pre-
processing the dataset, PCA retrieves the eigenvectors
and eigenvalues from the covariance matrix (CM).
The relationships between the variables are shown
in the covariance matrix. The covariance matrix is a
square matrix, with each element denoting the covari-
ance between two variables, as explained in Eq. (1).48

Cv jk =
∑n

i=1
(
Xi j − X̄ j

) (
Xik − X̄k

)
n− 1

(1)

Where n is the number of data points, X is individ-
ual data points, and X̄ is the means of variables X as
explained in Eq. (2).48

X̄ =
∑n

i=1 Xi
n

(2)

After that, the eigenvalues are sorted in descending
order, and k eigenvectors are selected to match each

k eigenvalue, where k is the new feature subspace’s
number of dimensions. The selected k eigenvectors
are then used to build the projection matrix W
via PCA. Lastly, as shown in Eq. (3), it creates a
k-dimensional feature subspace by converting the
original dataset, X, via W48:

Trans formed Data = X.W (3)

Mutual information

In order to measure the relevance or similarity of
variables, mutual information is frequently utilized
in feature selection, clustering, dimensionality reduc-
tion, and other machine learning tasks. Regardless of
the kind of relationship (linear or nonlinear) between
variables, it offers a means to quantify the quantity of
information communicated between them.49

A measure of the mutual dependency between
two random variables is called mutual information.
Each characteristic is given a score, and the amount
of information gleaned about one random variable
through the other random variable is measured. In
other words, its measure is the extent to which
knowledge of one variable lowers uncertainty about
the other. Greater mutual information scores show
a higher degree of reliance between the variables;
lower mutual information scores indicate a slight
reduction; and zero mutual information scores indi-
cate complete independence between the variables.50

Eq. (4) is used to calculate the mutual information
between two discrete random variables.51

I (X;Y ) =
∑
x,y
PXY

(
x, y

)
log(

PXY
(
x, y

)
PX (x)PY

(
y
) )

= EPxy log PXY
PX PY

(4)

Where, PX(x) and PY(y) are the marginal functions:
PX (x) =

∑
y
PXY (x, y), and PX(x,y) is the joint probabil-

ity mass function.
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Independent component analysis

In unsupervised machine learning, the independent
non-Gaussian components of a multivariate signal
are extracted using the statistical and computational
method known as independent component analysis
(ICA). Finding a linear transformation for the data
that gets the transformed data as close to statistical
independence as possible is the aim of ICA.29 It is
a well-liked technique for choosing crucial network
properties like feature extraction, noise reduction,
density estimation, and regression. The data pattern
for each feature is improved and maximized by using
it to separate the noise.52 In this case, ICA spins the
data until each axis has a non-Gaussian appearance.
The algorithm rotates the data in any direction by set-
ting the mean to zero and normalizing the variance in
all directions. The whitening process is the procedure
used to normalize the variation. The decorrelation to
guarantee that every feature is handled equally prior
to the ICA algorithm running is known as the whiten-
ing process. The data are subjected to the ICA method
after the centering process (mean equal to zero) and
the whitening process (normalization of variance).53

Finding W’s unmixing vector is the primary objective
of ICA, where W is A’s inverse. While A is a mixing
matrix, which represents each of the h mixed signals,
X1(k), X2(k), . . ., Xh(k), as a linear combination of
the q independent components, and S represents the
source signal, S1(k), S2(k), . . ., and Sh(k).54 Eq. (5) is
used to calculate the value of input data X.

X = A.S (5)

Now, using X, calculate A and S. Two statistical
presumptions that ICA effectively achieves are as
follows: 1) Each component follows a non-Gaussian
distribution; 2) the components are independent of
one another. Eq. (6) is used to calculate the value of
S.

S = A−1.X =W.X (6)

The idea is to maximize the non-Gaussian distri-
bution of the components by choosing a suitable W
to apply to X. An iterative process can be used to
accomplish this. The independent components are the
vectors along which the statistics of projections of the
n-dimensional data vectors [X(Eq. (1)), X(Eq. (2)),. . .,
X(N)] are independent of one another. The method
for determining a specific W is typically used to ex-
press the independent component analysis technique
using Eq. (7).

y =Wx (7)

In a way that makes each element in y independent
of the others. If one such W can be found, the resul-
tant marginal densities become a scaled permutation
of the original density functions if the individual
marginal distributions are non-Gaussian.

Training and classification

Classification is a supervised learning technique
that divides the dataset into categories by creating
models of supervised learning specifically for this
job. Thus, in order to develop models that associate
feature subsets with each class, a labeled dataset is
necessary. When there are only two classes in the
dataset, the classification method is called binary; if
there are more than two classes, it is called multiclass;
if each element is distinct with several labels, it is
called multilabel.33 In this study, the models for clas-
sification and prediction on the dataset are trained
using a deep learning method called LSTM.

Long short-term memory

Recurrent neural network (RNN) architecture,
known as LSTM, was first developed in 1997 in re-
sponse to the vanishing gradient issue that sometimes
arises while training conventional RNNs on long
sequences.55,56 Because LSTMs include a memory
mechanism that enables them to selectively remem-
ber or forget information over time, they can learn
long-term dependencies in sequential data.5 The cell
state is the main element of LSTM. The gates, which
use the sigmoid function to safeguard it, are used
to add or delete information from the cell state (a
value of one indicates that the alteration is allowed,
whereas a value of zero indicates that it is denied).
The three gates that make up an LSTM are:

The forget gate is used to manage information
transfer from the previous memory cell to the current
memory cell. By employing a sigmoid function, it
enables the LSTM to selectively forget or remember
data from earlier time steps (one indicates it keeps
it, 0 indicates it deletes it). The forget gate value is
computed using Eq. (8):

ft = σ
(
w f .

[
ht−1, xt

]
+ b f

)
(8)

In this case, σ is the sigmoid function,w f is the for-
get gate’s weight matrix, ht−1, xt is the concatenation
of the previous hidden state and the current input,
the bias vector for the forget gate is represented by
b f , and ft is the vector of forget gate values for the
current time step.

The input gate is used to manage information that
enters the memory cell from the current input and the
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previously hidden state. Using a sigmoid function, the
input gate layer first determines which data will be
updated. A tanh layer then suggests a new vector to
be added to the cell state. The LSTM then modifies
the cell state by adding the new vector values and
forgetting the data it had chosen to ignore. Eq. (9)
and Eq. (10) are used to compute the input gate value
and the candidate cell state.

it = σ
(
wi.
[
ht−1, xt

]
+ bi

)
(9)

The sigmoid function in this instance is denoted by
σ , wiis the weight matrix for the input gate, the
concatenation of the previous hidden state and the
current input is represented by ht−1, xt , biis the bias
vector for the input gate, and it is the vector of input
gate values for the current time step.

Ĉt = tanh
(
wc.

[
ht−1,xt

]
+ bc

)
(10)

where, Ĉt is the candidate cell state vector for the
current time step and is created by combining the
current input and the previous hidden state linearly
with the tanh activation function. The input gate’s
bias vector is denoted by bi. Eq. (11) explains the
update of the cell state:

Ct = ft ∗Ct−1 + it ∗ Ĉt (11)

By using a sigmoid function, the output gate regu-
lates the information flow from the memory cell to the
current hidden state and output. Only the information
it chooses to send to the next neuron is sent after
passing over a tanh layer (value between − 1 and 1).
Eqs. (12) and (13), respectively, are used to determine
the output gate value and hidden state.

ot = σ
(
wo.

[
ht−1, xt

]
+ bo

)
(12)

ht = ot ∗ tanh (Ct ) (13)

Where, σ represents the sigmoid function, wois the
weight matrix of the output gate’s, the combination
of the previous hidden state and the current input is
denoted by ht−1, xt , bois the bias vector for the output
gate, ot , is the vector of output gate values at the
current time step, and ht is the current hidden state
formed by applying the tanh activation function to
the current cell state and multiplying its elementwise
with the output gate values.

In order to address the issue of disappearing gradi-
ents and carry out nonlinear computations in deep
learning, the LSTM model is constructed with two
LSTM layers, both utilizing the rectified linear unit

(ReLU) activation function. During the classification
phase, the fully linked dense layer at the top of the
LSTM network determines the probability for every
class. After adding a dense layer and ReLU activation,
layers with progressively fewer units are added until
an output layer with the number of units equal to the
number of classes in the dataset is reached. The model
gains non-linearity with each dense layer, which
improves the model’s ability to recognize intricate
patterns. The dropout layers and batch normaliza-
tion were taken into consideration for regularization.
The model is optimized for classification tasks and is
constructed using the Adam optimizer and the cate-
gorical cross-entropy loss function.

Real time prediction

Real-time attacks are utilized to assess how well the
suggested models identify and categorize attacks once
the training models have been constructed. Here, dif-
ferent attack types are used on target endpoints on
the network, such as port scans, SQL injection attacks,
brute force, Web attacks, reconnaissance, anomalies,
and file modification, as well as DoS attacks using var-
ious tools like Goldeneye, LOIC, HOIC, and Hping3.
Wazuh is set up to monitor the network endpoints,
initiate alerts when an attack is identified, and store
the logs on the Wazuh server. Wazuh’s tendency to
issue a lot of alerts has the disadvantage of making
log analysis more complex and raising the number
of false-positive alerts. Because of this, the suggested
models are employed to continuously monitor the
Wazuh server endpoint’s log file. Upon receiving a
new log from Wazuh, the log is converted into CSV
and preprocessed using steps similar to those used in
the training model, and a prediction is made based
on the class label in the training models to identify
which attack class the log belongs to and display it
on the dashboard. The following are the steps in the
real-time prediction process:
Input: real-time logs.
Output: predict the class of the event and send an
email to admin.
Step 1: monitor the network endpoints using Wazuh.
Step 2: monitor the log file within the Wazuh server.
Step 3: if new logs are received by Wazuh,

– Convert the log to CSV format.
– Preprocessing the data is similar to steps in the

training process.
– Make a prediction for the class of events, print

the result on the dashboard, and send an email to
inform the admin when an attack has occurred.
Step 4: return to step 2 for continued monitoring.
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Fig. 8. Confusion matrix.57

Validation metrics

When assessing the efficacy of deep learning mod-
els, it is imperative to utilize suitable performance
indicators for evaluation. For evaluating how well the
model performs in various categorization outcomes,
the confusion matrix is used, which is a metric based
on the connection between real classes and the classes
predicted by the model.57 As illustrated in Fig. 8,
the x-axis shows the expected results, and the y-axis
shows the actual findings.

When an attack is correctly classified by the model
as an attack, this is known as a true positive (TP).
When the model correctly identifies a normal access
as normal, it is called a true negative (TN). A false
positive (FP) occurs when the model interprets a legit-
imate access as an attack. When an attack is classified
by the model as regular access, it is called a false
negative (FN).58 The suggested model often aims to
lower the FP and FN rates, as it is aware that the latter
can have detrimental effects on information systems.

The model’s performance may be assessed based
on the confusion matrix’s definition to comprehend
the actual and expected classification outcomes, in-
cluding accuracy, precision, recall, and F1-score,
which are computed using Eqs. (14) to (17), respec-
tively.59–61

• To facilitate a more thorough assessment, the
Classification Report offers a thorough summary
of each class’s precision, recall, F1-score, and sup-
port.62

• Accuracy refers to the percentage of correct pre-
dictions made across all classification results.

Accuracy =
TP+ TN

TP+ FP+ TN + FN
(14)

• Precision measures the percentage of real classifi-
cations that accurately predict a single classifica-

tion outcome.

Precision =
TP

TP+ FP
(15)

• Recall measures the percentage of real single-
classification outcomes that match the predictions
in a correct manner.

Recall =
TP

TP+ FN
(16)

• The F1-score is a metric of the harmonic average
of precision and recall. It is utilized to evaluate the
overall model’s performance.

F− score =
2 × TP

2 × TP+ FP+ FN
(17)

• The number of true results that are observed in a
class is known as support. It shows the proportion
of real outcomes in which the expected and actual
outcomes are the same.

• A key tool for measuring the difference between
expected class probabilities and actual labels
is the cross-entropy loss. The categorical cross-
entropy loss skillfully negotiates complications
in multi-class contexts. In real-world applica-
tions, minimizing this loss during model training
improves discriminative abilities and optimizes
parameters for precise predictions across a variety
of classes. Minimizing the loss is the goal; a lesser
loss indicates a stronger model.

Results and discussion

The experimental results obtained when executing
the suggested models are explained in this section.

Performance analysis of suggested models for
multiclass classification

This section explains the multiclass classification
and prediction outcomes attained by applying the
suggested models. The capacity of the suggested mod-
els to make accurate predictions is demonstrated by
their accuracy of 99.32 percent for the model that
uses LSTM and mutual information, 99.26 percent
for the model that uses LSTM and PCA, and 99.22
percent for the model based on LSTM and ICA, which
indicates that these models are useful in real-world
applications. Furthermore, a thorough analysis of the
classification report reveals a positive trend in the
model’s performance across many classes. The model
performs well across all classes, as evidenced by the
values of the f1-score metrics, precision, and recall
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Table 2. The results of implementing the suggested models for multiclass classification.

Performance metrics

Macro avg Weighted avg

Approach Accuracy Loss Precision Recall F1-score Precision Recall F1-score Time spent

LSTM-mutual information 99.32 0.0366 0.97 0.99 0.98 0.99 0.99 0.99 8044.431
LSTM-PCA 99.26 0.0423 0.97 0.99 0.98 0.99 0.99 0.99 9117.108
LSTM-ICA 99.22 0.0428 0.97 0.99 0.98 0.99 0.99 0.99 8804.721

for all classes (0 to 8). The classification results for
all models show a 99 percent accuracy rate for all
models over 33,720 cases, demonstrating the great
prediction accuracy of the suggested models. With
an average precision of 97 percent, an average re-
call of 99 percent, and an average f1-score of 98
percent for all models, the macro average, which
takes into account the average performance across
all classes, shows good overall precision, recall, and
f1-score metrics. Similarly, with precision, recall, and
f1-score metrics all at 99 percent, the weighted aver-
age, which takes class imbalances into consideration,
supports the robustness of the model’s performance.
All of these findings highlight how well the suggested
models handle a variety of cases from various classes.
The difference between the actual class labels and the
expected class probabilities during training is mea-
sured by the loss. A reduced loss value typically shows
better alignment between predicted and true values,
indicating that the model is convergent toward an
ideal solution. Here, the loss values of 0.0366 for
the model that uses LSTM and mutual information,
0.0423 for the model that uses LSTM and PCA, and
0.0428 for the model based on LSTM and ICA show
that the model has learned to generate predictions
that almost correspond to the ground truth labels
for the provided dataset. It has also been success-
ful in reducing errors during training, which has
contributed to the high accuracy recorded. Table 2
explains the multiclass classification results via the
suggested models that are based on a similar real
dataset and requirements.

The results demonstrate that LSTM-mutual in-
formation outperforms other models in terms of
accuracy and loss because it depends on selecting the
most informative features.

The confusion matrix displays the counts of true
positive, true negative, false positive, and false nega-
tive predictions for each class, giving comprehensive
information on a model’s classification performance.
Every row in the confusion matrix represents the ac-
tual class, and every column represents the predicted
class. The number of cases that are correctly clas-
sified is indicated by the diagonal elements, which
reflect the true positive counts for each class. On

the other hand, misclassifications are represented by
off-diagonal elements, where each item shows the
number of cases in which the true class differed from
the predicted class.

The confusion matrix findings for a model that
uses LSTM and mutual information are illustrated in
Fig. 9. In the first row, 5077 instances of class 0
were correctly identified by the model; however, 10
instances of class 2, 20 instances of class 4, 3 instances
of class 6, and 17 instances of class 7 were incor-
rectly classified by the model. Similarly, in the second
row as belonging to class 1, the model misclassified
14 instances as class 7, while correctly classifying
11448 instances, and so on for the remaining classes.
Comprehending and examining the confusion matrix
facilitates a more detailed assessment of the model’s
advantages and disadvantages, helping to pinpoint
certain areas that require enhancement or optimiza-
tion in subsequent versions.

Fig. 10 illustrates the confusion matrix findings for
a model that uses LSTM and PCA. The model accu-
rately identified 5103 instances of class 0 in the first
row but incorrectly classified 5 instances of class 2, 2
instances of class 4, 2 instances of class 6, 14 instances
of class 7, and 1 instance of class 8. In the next row,
the model incorrectly identified 36 instances as class
7, accurately identifying 11426 instances as part of
class 1, and so forth for the other classes.

Fig. 11 illustrates the confusion matrix findings for
a model that uses LSTM and ICA. The model accu-
rately identified 5104 instances of class 0 in the top
row but incorrectly classified 2 instances of class 2, 3
instances of class 4, 3 instances of class 6, 14 instances
of class 7, and 1 instance of class 8. In the second
row, the model incorrectly labeled 34 cases as class
7, accurately identifying 11428 cases as part of class
1, and similarly for the other classes.

Training and validation loss trends over epochs
for the suggested models is shown in Fig. 12.
Training epochs are displayed on the x-axis, and
loss is represented on the y-axis. This visual-
ization offers information for improving param-
eters, identifying overfitting or under fitting is-
sues, and assessing the model’s generalization and
performance.
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Fig. 9. The result of the confusion matrix for LSTM-Mutual information.

Fig. 10. The result of the confusion matrix for LSTM-PCA.

Fig. 11. The result of the confusion matrix for LSTM-ICA.
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Fig. 12. Training and validation loss: A) LSTM-Mutual Information, B) LSTM-PCA, C) LSTM-ICA.

Fig. 13. Training and validation accuracy: A) LSTM-Mutual Information, B) LSTM-PCA, C) LSTM-ICA.

The trained and validated accuracy over epochs is
shown in Fig. 13, offering insights for parameter ad-
justment and identifying overfitting or under fitting
issues, with epochs on the x-axis and accuracy on the
y-axis.

The outcomes demonstrate that the performance of
suggested models is enhanced by reducing the train-
ing and testing losses to their lowest possible values,
and accuracy has increased to the highest possible
value.

Performance analysis of suggested models for
binary classification

This section explains the results obtained from
implementing the suggested models for binary clas-
sification. Here, the values of accuracy are 99.67,

99.65, and 99.62, while the values of loss are 0.0097,
0.0099, and 0.0112 for suggested models that used
LSTM and mutual information, LSTM and PCA, and
LSTM and ICA, respectively. In addition, the macro
average values for average precision, average re-
call, and average f1-measure are 0.99, 1.00, and
0.99 for the suggested models, respectively. Also, the
weighted average values for average precision, aver-
age recall, and average f1-measure are 1.00 for all
measures. Table 3 shows the results of implementing
the binary classification using the suggested models
when the dataset is labeled into two classes, which
are normal and attack.

From the table, the results show the efficiency of
the performance of the suggested models in binary
classification in terms of accuracy, precision, recall,
F1-score, and loss, with a slight superiority of the

Table 3. The results of implementing the suggested models for binary classification.

Performance metrics

Macro avg Weighted avg

Methods Accuracy Loss Precision Recall F1-score Precision Recall F1-score Time spent

LSTM-mutual information 99.67 0.0097 0.99 1.00 0.99 1.00 1.00 1.00 4913.395
LSTM-PCA 99.65 0.0099 0.99 1.00 0.99 1.00 1.00 1.00 4971.116
LSTM-ICA 99.62 0.0112 0.99 1.00 0.99 1.00 1.00 1.00 6062.356



3128 BAGHDAD SCIENCE JOURNAL 2025;22(9):3114–3132

Table 4. Comparison with previous approaches using UNSW-NB15.

Ref. Methods Accuracy

Ref.20 CNN and RNN 97.40
Ref.22 LR, KNN, ANN, DT, and SVM 94.21
Ref.26 DT, K-means, SVM and ANN 89.76
Ref.30 RF 95.9
Ref.34 CNN and LSTM 92.10
Suggested model LSTM-mutual information 99.65
Suggested model LSTM-PCA 99.61
Suggested model LSTM-ICA 99.47

model that uses LSTM and mutual information in
terms of accuracy and loss.

Benchmark with previous approaches

Direct comparison with pertinent literature based
on real-world datasets is not possible, particularly
when dealing with multi-class categorization due to
the use of different types of attacks according to
the requirements of each model. UNSW-NB15 is a
recent dataset developed by the Australian Centre
of Cyber Security (ACCS) to assess IDS methods. It
includes 2,540,047 records from the IXIA Perfect-
Storm4 testing platform, categorized into various
types of attacks.63 The dataset consists of 12 per-
cent of attack information packets and 88 percent of
normal information packets, and it has been used by

many researchers to evaluate their methods. For that
reason, a comparison using the UNSW-NB15 dataset
is made according to the accuracy obtained from the
suggested models with the accuracy obtained from
the previous methods that used different machine and
deep learning methods, which have been explained in
the related works section. The results explain that the
suggested models outperform the previous methods
in terms of accuracy, as indicated in Table 4.

Performance analysis in real-time

To assess the suggested models’ ability to identify
attacks in real-time. Numerous attacks have been em-
ployed against the network’s target endpoints. Fig. 14
clarifies how the suggested model performs in the
event of a DoS attack against an endpoint and shows
the model’s ability to accurately identify and catego-
rize the attack.

The probability values for each class are displayed
in the above figure. The type of event is then identi-
fied based on the highest probability value, which is
a DoS attack with a value of 0.9999. Furthermore,
as illustrated in Fig. 15 below, the model notifies
the system administrator by email that the threat
has occurred and that he needs to take the necessary
precautions.

Fig. 14. Detects SQL injection attack in real-time.

Fig. 15. Notify admin using email.
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Conclusion

As cybersecurity models develop, they make use
of big data and deep learning techniques to improve
defense capabilities by accurately classifying attacks
and detecting threats. This paper presents three mod-
els where logs are gathered from monitored endpoints
and stored using Wazuh SIEM. After that, these logs
are combined, preprocessed, and converted into CSV
format to be suitable for deep learning techniques.
PCA, ICA, and mutual information are utilized in
feature reduction and selection. Finally, training and
classification are accomplished using LSTM. Subse-
quently, several kinds of attacks are employed to
assess the suggested models’ real-time performance in
identifying and categorizing the attacks. The limita-
tions of this paper are the high resource requirements
of Wazuh SIEM and Python, including memory, disk
space, and CPU. Furthermore, the real-world dataset
requires preprocessing and labeling due to its di-
verse range of data types. In summary, the outcomes
attained through implementing the suggested mod-
els demonstrate the ability to identify attacks, as
the LSTM and mutual information, LSTM and PCA,
and LSTM and ICA models outperform the previous
methods in terms of accuracy. In future work, other
methods for feature selection or hyperparameter op-
timization can be used to boost LSTM-based models’
efficacy in cybersecurity. This study adds insightful
information to the continuing attempts to strengthen
cyber protection mechanisms using deep learning
techniques.
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لمراقبة وتصنيف الهجمات  SIEMإطار عمل استباقي قائم على 

 السيبرانية

 زياد صفاء يونس1، مفاز العنزي2

 1 قسم البرمجيات، كلية علوم الحاسوب والرياضيات، جامعة الموصل، الموصل، العراق.

 2 وحدة بحوث تكنولوجيا المعلومات والاتصالات، مركز الحاسبة الالكترونية، جامعة الموصل، الموصل، العراق.

 المستخلص

يعد الأمن السيبراني عنصر مهم في تكنولوجيا المعلومات الحديثة، ويتضمن حماية أنظمة الحاسوب وموارد الشبكة 

( SIEMهي تقنية مفتوحة المصدر لإدارة المعلومات الأمنية والأحداث ) Wazuhوالمعلومات من الهجمات السيبرانية. 

ت الفعلي ولكنها تواجه تحديات مثل التعقيد في تحليل السجلات والخزن المفرط للتنبيهات، مما للكشف عن الهجمات في الوق

يزيد من عدد التنبيهات الإيجابية الخاطئة ويؤثر على الدقة. تقدم هذه الورقة ثلاثة نماذج هرمية للكشف عن الهجمات في 

الفعلي من الاجهزة الطرفية المختلفة على الشبكة. ثم بعد لجمع البيانات في الوقت  Wazuhالوقت الفعلي من خلال استخدام 

ذلك المعالجة المسبقة لمجموعة البيانات باستخدام مجموعة متنوعة من الأدوات. بعد ذلك، يتم استخدام المعلومات المتبادلة، 

زات للحصول على ( لغرض تقليل واختيار الميICAوتحليل المكونات المستقلة ) ، (PCAوتحليل المكونات الرئيسية )

الميزات المهمة لكل نموذج بصورة منفصلة. وأخيراً، لغرض التدريب والاختبار، يتم تصنيف انواع الهجمات باستخدام 

(. في المرحلة الثانية، يتم استخدام الهجمات في الوقت الفعلي لتقييم أداء LSTMطريقة الذاكرة الطويلة قصيرة المدى )

عن الهجمات في الوقت الفعلي. أظهرت النتائج التجريبية أن النماذج المقترحة كان أداؤها النماذج المقترحة في الكشف 

وكانت متفوقة على الطرق  F1أفضل في التصنيف الثنائي ومتعدد الفئات من حيث الدقة والاستدعاء والمبادرة ومقياس 

 السابقة من حيث الدقة.

يبراني، تحليل المكونات المستقلة، الذاكرة الطويلة قصيرة المدى، الهجوم السيبراني، الامن السالكلمات المفتاحية: 

.Wazuh SIEMالمعلومات المتبادلة، تحليل المكونات الرئيسية،   
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