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Abstract

The exploration of decentralized solutions for training machine learning models via distributed
clients; without the need for raw data sharing due ,Concerns regarding data privacy and ownership
have prompted.In other hand, federated learning (FL) has appear as a promising method. Although,
Federated Learning continues to faced with big challenges related to trust, transparency, and
security, particularly in environments characterized by distrust or hostility. The integration of
blockchain technology consider as great a complementary system to FL, Blockchain with FL
become the provision of immutable record- keeping, decentralized control mechanisms; and
governance frameworks based on smart contracts therfore offering the prospect to enhances its
functionality. This compact review shows a comprehensive overview of the integration between
Fedeareted Learning Technique( FL) and blockchain method. that represent by encompassing
architectural frameworks; privacy preservation mechanisms; and data partitioning strategies. The
following investigation will explore the ways in which blockchain technology how enhances model
integrity also; stimulates participation; and reduces vulnerabilities . these ways represent poisoning
and inference attacks. in this paper many subject discusion : real-world applications in healthcare;
the Internet of Things (loT), and emerging environments. Also, case studies are presented to
demonstrate the viability of this integration. In fact,It is imperative to acknowledge that we are
confronted with persistent issues, known : scalability, interoperability, and regulatory compliance.
In this study, we have start a comprehensive initiative to explore the future trends in the
development of lightweight; secure; and regulatory-compliant federated learning systems;finally,
underpinned by blockchain technology.

Keywords: Block-chain, Decentralized Machine Learning(ML), Federated Learning (FL), Privacy-
Preserving Al, Secure Model Aggregation, Horizontal Federated Learning (HFL), Vertical
Federated Learning (VFL).
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Introduction

Over the past four years, concerns about privacy and the potential of deep learning have led to a
radical change in the application of machine learning (ML). A new model called federated learning
(FL) has emerged as a new model for applying machine learning, offering an alternative to both
centralized systems and field analysis its is a decentralized, privacy-preserving approach that stores
raw data on devices and trains machine learning locally, reducing the burden of data
communications. A federation of learned and shared models is then implemented on a central server
to aggregate and share the knowledge built among participants (Zalik & Zalik, 2023, 4). In the
federated learning model, the central server and local edge devices share the same model by
exchanging updates rather than raw data. This methods protects the privacy of data stored on edge
devices. the central server and local edge devices maintain the same model; By sharing model
updates instead of raw data in the federated learning.. This methods protects the privacy of data
stored on edge devices , that because it does not directly shows the data. This approachs reduce
privacy violations caused by the increasing collection of sensitive data. Although FL with a central
server has become more commons, It faces performance bottlenecks as new threats grow. The most
important reasons are centralized processing; data tampering; and lack of incentives.That make to
accelerate the adoption of FL, blockchain-supported FL has attracted very important interest from
academia and industry. A large number of innovatives solutions have been created to support
diverse use cases. Blockchain-supported federated learning provide theories and techniques to
enhancing the performances of federated learning from different dimensiones (Wang & Hu, 2021,
1-18) In the last evolving field of data-driven intelligence; federated learning (FL) has appear as a
promising technique; This approach is preserves privacy while enabling collaboration in machine
learning. it still faces serious issues, such as model poisoning; trust concerns; and centralized
coordination which threaten its effectiveness (Yu, Shen, Wang, Zhang, & Zhao, 2024, 5619). The
decentralized and tamper-resistant nature of blockchain architecture; Offers a solution to enhances
the security; transparency, and reliability of FL systems. This review give us the basic concepts
such as : integration methods, and real-world applications of blockchain-enabled FL without
rummage into excessive technical details. The compact review highlights the strengths and
limitations of current approaches. Where presents key classifications of Federated Learning
architectures and data partitioning strategies. Also identifies common security vulnerabilities; and
explores how blockchain technologies: such as smart contracts and consensus protocols. That can
helps overcome these wvulnerabilities. The review also examines regulatory and ethical
considerations theses consideration represent as: data ownership, transparency, and compliance with
laws .example of law the General Data Protection Regulation (GDPR), and identifies future
directions for building more powerful, scalable, and reliable decentralized Al systems (Awosika,
Shukla, & Pranggono, 2024).This paper provides a brief analysis of the integration of clustering
learning and blockchain technology. that covering architectural categories, data partitioning, and
security challenges. While many previous reviews focus on either clustering or blockchain
separately. this paper provides an integrated analysis of both. It also highlights recent techniques,
such as secure clustering;swarm learning, and SplitFed that are often overlooked in previous
surveys. Our contributions include:
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(1) A categorized overview of FL architectures and partitioning strategies;

(2) A comparison of traditional FL models and blockchain-based FL models;

(3) Detailed discussions on privacy, GDPR compliance, and attack mitigation

(4)real-world applications across healthcare, the Internet of Things (loT), and autonomous
systems; and

(5)A detailed outline of the current limitations of, and future research directions for, deploying
scalable, secure, decentralized Al systems.

Classical ML vs. Federated Learning
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Figure 1 compares traditional machine learning (collecting all data in one place) and federated learning (keeping data on local
devices and only sharing model updates). This make federated learning more private and secure (Beltréan et al., 2022, 2983-
3013).

2.Background

2.2Machine Learning Overview

Machine learning (ML) is a technique that enables systems to make accurate predictions or
decisions by learning from data. Recent advances of data storage and computational power has
accelerated the development of ML techniques via various fields; including bioinformatics. In
fields like biology;Where experiments are expensive and complex; Machine Learning give
valuable tools for data analysis and prediction (Drainakis et al., 2020, 1-8). Machine Learning
systems usually learned from data by three main methods: Supervised, Unsupervised, and
Reinforcement learning. Supervised learning involves using labeled datasets to train models to
map input features (independent variables) to desired outputs (dependent variables). Unsupervised
learning concerns discovering hidden patterns or grouping in data. These patterns without
predefined labels. Reinforcement learning operate Through feedbacks mechanisms; Where the
system learns via receiving rewards or penalties based on its actions. Traditional centralized
Machine Learning methods depending on collecting data from multiples sources and processing it
on a central server. While this setups is straightforward; It raises important privacy, security, and
communication concerns (Verbraeken et al., 2020,1-33) . when dealing with sensitive data such as
: medicals records or financial information. The transmitting raw data over networks increase the
risks of breaches and storing.where everything in one place creates a single point of failure. then,
centralized approaches struggle in environments ;Where bandwidth is limited or real-time
processing is needed, such as in healthcare and 10T applications (Naik & Naik, 2023, p.18-28),
Rahman et al., 2021, 124682-124700)
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2.2 Federated Learning (FL)

Federated Learning (FL) offers a privacy-preserving alternative to centralized ML. In FL, the
data remains on local devices (e.g., smartphones, hospitals), and only model updates not raw data
are shared with a central server or among peers. This approach allows collaborative model training
across decentralized systems without compromising data privacy.FL is particularly well-suited for
sensitive domains that require strict data protection. federeated learning is enables powerful
models to be built by combining knowledge from multiple sources. while protect data ownership
and security. though; Federeated Learning propose unique challenges :such as handling non-
identically distributed (non-11D) data; managing device variability; ensuring communication
efficiency; and maintaining robust privacy protocols. Federated Averaging (FedAvg) is a core
algorthim in federeated learning technique. Federated Averages (FedAvg) that is enables multiples
client to collaboratively train a global model without sharing raw data. s. In spite of simplicity;
FedAvg has been shown to generalize well when properly tuned. That making it one of the most
widely used techniques in FL (Wen et al., 2023513-535). Figure 2 show the basic workflow of
federated learning. Each client (like a device or organization) trains a local model on its own data;
then sends only the updated model not the raw data to a central server. The server aggregates all
updates to create a global model and sends it back to the clients for the next training round. This
process repeats, allowing the model to improve collaboratively without sharing private data.
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Figure2.Federated Learning Process.

3.Federated Learning Categories and Architecture

Data partitioning is a fundamental concept in both distributed and federated machine learning,
as it determines how data is split among participants and how models are collaboratively trained.
There are three main types of partitioning: horizontal, vertical, and hybrid each with its own
challenges and use cases. In some cases, transfer learning techniques are employed to transfer
knowledge across these partitions (Antunes et al., 2022,1-23) Horizontal partitioning (HFL) refers
to splitting data by rows. Each participant -(e.g., hospital or mobile device) holds data samples
with the same features but from different users. Vertical partitioning (VFL) divides data by
columns. Here, different entities possess different features about the same individuals. For
example, a bank and a telecom company may both hold different types of information on the same
customer. Hybrid partitioning combines both horizontal and vertical methods, requiring more
complex federated strategies to handle data diversity across both dimensions.Federated learning
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can be deployed using two core architectures.
Centralized Federated Learning (CFL) relies on a central server to collect and aggregate model
updates from clients.

Decentralized Federated Learning (DFL) eliminates the central server; instead, model updates are
shared peer-to-peer among participants.
Choosing between these architectures involves trade-offs in privacy, scalability, fault tolerance,
and communication efficiency. FL settings can also be categorized by their scale and trust level:
v Cross-silo FL involves a small number of reliable, high-resource participants (e.g.,
hospitals, universities).
v Cross-device FL supports massive-scale collaboration across many unreliable, resource-
limited devices (e.g., smartphones).

Each scenario introduces different challenges related to data heterogeneity, system
coordination, and security. Recently, hybrid and hierarchical architectures have been proposed to
address these challenges and improve scalability, model accuracy, and resilience (Lo et al., 2022,
111357) - (Shanmugam, Tillu, & Tomar, 2023, p.371-384). Figure 3.Key Design Aspects of
Federated Learning (FL) Systems: Four Major Aspects Influence FL Implementation: Architecture
Types, Federation Scale, Privacy Mechanisms, And Data Partitioning Strategies. Each Aspect
Plays a Critical Role In FL Performance, Scalability, and Security.
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Figure 3.Key Design Aspects of Federated Learning (FL) Systems: Four Major Aspects Influence FL Implementation: Architecture
Types, Federation Scale, Privacy Mechanisms, And Data Partitioning Strategies. Each Aspect Plays a Critical Role In FL
Performance, Scalability, And Security.
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Table 1 below provides a concise overview of key federated learning types, their data
distributions challenges, and typical application domains.

Table 1. Design aspects of Federated Learning (FL): Four factors influence FL implementation:
architecture, scale, privacy, partitioning. Each impacts performance, scalability, and security.

FL Type Data Distribution Key Challenges Typical Applications
Horizontal (HFL) (Yang | Same features, different | Non-11D data, Mobile keyboard
(et al., 2020, p.49-67) users (samples) communication prediction, hospital
overhead, privacy collaborations
leakage via updates
Vertical (VFL) Same users, different Complex encryption, Financial fraud detection
(Liu etal., 2024, p.3615-) | features alignment of shared (banks + telecom),
(3634 entities, model healthcare merge
synchronization
Federated Transfer Different users and High complexity, Retail & telecom analytics,
Learning (FTL) different features domain adaptation, inter-region education
(Saha & Ahmad, 2021, ) less overlap in data systems
(p.35-44

3.Blockchain's Contribution to Overcoming Federated Learning Challenges

In federated learning architectures, Blockchain provides important developments in addressing
key weaknesses.These developments represent in terms of privacy, transparency, and incentive
mechanisms. Though federated learning is designed to protect data privacy by processing data
locally; and sharing gradients only with a central server. this dependence on a central authority can
create vulnerabilities. Blockchain technology help this problem via empowering a decentralized
approach. That provides greater protection for user privacy that happen by eliminating the single
point of failure and control associated with a central server. In addition, the integration of
blockchain technology extremely enhance transparency in federated learning (Awosika, Shukla, &
Pranggono, 2024, 64551-64560). blockchain's fixed and distributed ledger can solve the issue of
lack of transparency that is often found in centralized federated learning systems . this ledger can
accurate record all transactions and model upgrades.That making the entire training process
verifiable and transparent to all involved entities. This transparency enhances trust among
participants regarding the aggregation process and the overall integrity of the global model. With
respect to incentives although the submitted text does not outline a broad framework for
incentivization, It does introduce a novel data evaluation scheme that leverages miner
participation. This refers to a mechanical procedure whereby blockchain contributors. That
technique motivates parties to contribute high-quality data or computing resources. blockchain
lays the groundwork for powerful incentive structures by providing data quality and a verifiable
record,. Sometimes, integrating blockchain into federated learning creates a more decentralized;
transparent, and reliable environment. Therefore, enhancing user privacy and enabling verifiable
data contribution (Javed et al., 2022, 4394) .In federated learning (FL) Smart contracts are
becoming increasingly common to automate the management of rules and rewards. They facilitate
transparent; secure; and fair sharing between data owners and contributors. These contracts can
distribute rewards such as tokens or NFTs. These contracts can be customised to protect privacy,
enhance outcomes;and accelerate service. Smart contracts can also handle important tasks such as
. registering users, checking updates, distributing rewards, and managing trust. Also, they protect
the system from malicious activities such as: cheating; colluding, or submitting fake data. Smart
contract make federated learning more reliable, scalable; and useful in areas such: as AloT,
healthcare, and smart industries Figure 4 provides a high level visualization of the integration of
blockchain technology with federated learning and how forms are exchanged and transactions are
recorded.
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Figure 4.Blockchain-based Federated Learning (FL) paradigm, and Blockchain-based FL.

Table below provides a comparative analysis between: Traditional Federated Learning (FL) and
Blockchain-based FL. This analysis covers various key dimensions, including transparency; trust,
scalability; and auditability, to better understand the advantages and challenges of integrating
blockchain technology with Federated Learning.

Table 2.Comparison between Federated Learning (FL) and Blockchain-based FL

Aspect Federated Learning Blockchain-based FL

Trust Relies on a central server Trustless; relies on blockchain
(Karandikar et al., 2021, p. 3822) for consensus and auditability
Transparency Limited (central aggregator) High all updates and

(Liuetal., 2024, p. 4377)

transactions are logged on
blockchain

Security
(Issaetal., 2023, p. 1)

Vulnerable to poisoning attacks,
central point of failure

More ppower decentralized
validation and tamper-proof
logs

Scalability Centralized bottleneck limits More scalable via P2P structure
(Ahmed & Alabi, 2024, p. 102219) | scalability and smart contracts

Privacy Strong data privacy (no raw data Same, plus immutable access
(Zhao et al., 2020, p. 1817) shared) records

Auditability Difficult to verify participant Fully auditable via blockchain

(Kalapaaking et al., 2024, p. 102)

behavior

ledger

Fault Tolerance
(Mounnan et al., 2020, p. 347)

Single point of failure
(aggregator)

Decentralized: less risk of
complete system failure

Incentivization
Wang et al., 2023, p. 1536)

Not built-in

Can use tokens to reward
participation and honesty

241




Secure Federated Learning through Blockchain Sahar Yousif

4.Security & Privacy Challenges

Blockchain technology can help people control their personal data. This is done by storing it in
a decentralized and secure method; Instead of depending on companies to manage their data. users
can decide who can see or use it by using smart ; contracts. They can give, remove, or change
access at any time. Blockchain also has a clear re+-cord of who has permission .Advanced tools
such as encryption help maintain data privacy; Even when it is shared or processed so users know
what's happening with their data. This is helpful in fields such as: healthcare or finance where data
is sensitive. blockchain usually difficult such as : being slow; hard to use or super expensive. It
also needs to be suitable with privacy laws such as: the General Data Protection Regulation
(GDPR). Block-chain has a lot of assurance for protecting privacy and giving people more control
even with these issues (Ye, Luo, Yang, Choo, & He, 2023). Table 3 shows common attack type in
federated learning. Also highlight how smart mechanismes sometimes supported by blockchain,
that can help defends against these security and privacy threats.

Table3. Summarizing Attack Types and Mitigation Techniques.

Attack Type Example Defense Mechanism
Poisoning Robust aggregation , anomaly detection (Wu et al.,
2024, p. 4744)
Backdoor Pre-aggregation , neuron activation
(Hao et al., 2025,p.15)
Membership Inference Differential privacy
(Chen et al., 2020, p. 26)
Free-Rider Anomaly detection , reward mechanisms
(Wang et al., 2023, p. 4377)

5.Blockchain Technology Essentials

In the healthcare area, Federated learning (FL) and block-chain are becoming more integrated
to allow for secure, privacy-preserving, and collaborative training of Al models via multiple
organisations. This integration between FL and Blockchain manages crucial challenges related to
data sharing, privacy, and trust. Especially as healthcare data continues to grow in volume and
sensitivity. Both horizontal and vertical Federated Learning benefits from the decentralised and
tamper-resistant architecture of blockchain. Horizontal federated learning is a process where
institutions such as; hospitals with similar types of data for instance (medical images or patient
records), collaborate to train models without sharing raw data. Applications & Case Studies

The integration of federated learning (FL) and blockchain technology has paved the way for
innovative applications in diverse fields by enhanced data privacy, security, and collaboratively-
based machine learning. This combine is of particular value in the environments that deal with
sensitive data, as it provides for decentralized models training without compromise to individual
privacy. In the healthcare sector, FL enables the collaborative training of decentralized patient data
to enhance disease predicts models, with the blockchain technology ensuring the secure storage and
sharing of health records, protecting them from unauthorized access(Li et al., 2021, p. 1) . Similarly,
in the Internet of Things (1oT) domain, FL is being applied in smart cities to optimize traffic flow
and resource Allocation, with blockchain ensured the security of data transfers between
interconnected devices. In the industrial 10T setting, the combine use of FL and blockchain enables
predictive maintaining and enhances operating efficiency by analysis of data from distributed
sensors without risking data safety. The automotive Industry also benefits from this integration,
particular in autonomous vehicleswhereby FL facilitates real-time learning from distribuited data
sources to enhance safety, while blockchain ensures secure communication between vehicles.
Despite its advantages, this integrated Approach still faced challenges such as system heterogeneity
and high communication costs, which must be addressing for its wider adoption (Boudjemaa, 2024,
p. 15)the following figure shows how federated learning can be applied in various domains, from
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Figured. Federated learning in different fields to ensure privacy and collaborative learning without sharing raw data.

6. Regulatory & Ethical Considerations
8.2GDPR, CCPA, and Blockchain Immutability Conflicts

Blockchain technology has emerged with transparency, security; and stability due raising
serious concerns about compliance with privacy regulations. These concern represent by some
rules such as the General Data Protection Regulation (GDPR) and the California Consumer
Privacy Act (CCPA). blockchain systems are designed to be tamper-proof and maintain
permanent records. Though privacy protection laws grant individuals basic rights over their
personal data. These rights contain the ability to amend or delete data, also known as the right to
be forgotten. The immutable nature of blockchain technology presents significant legal challenges
because it is difficult to change. If not impossible to implement these rights in systems that forever
and indelibly store data. The decentralized nature of blockchain technology makes identifying data
controllers or processors difficult, which adds another layer of legal complexity when determining
liability or implementing rights (Tiwari, 2024, p. 822). A range of technical and structural
solutions has been proposed to overcome these challenges. Although there is no perfect solution.
One of the most advanced options is editable blockchains, which use cryptographic techniques,
such as variable hashing or dynamic, attribute-based encryption, that allow for the selective
modification of specific data blocks. While these methods are innovative, they can compromise
the integrity and trustless nature of blockchain systems. Another widely explored process is using
pseudonyms, where only pseudonymous data is stored on the blockchain, and any personally
identifiable information is securely kept off the blockchain. This helps to make anonymised data,
but it transfers the responsibility of security to another location. Permissioned blockchains offer
another path by restricting access and clearly defining roles within the system, making compliance
easier, but that effect at the expense of decentralization (Chen & Lobo, 2024, p. 871). Although
these methods but still ongoing challenges. Legal uncertainties are still an issue, especially when it
comes to defining roles and responsibilities in decentralized ecosystems. When it comes to
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technology, using blockchain systems often means making choices that balance how well those
systems meet certain standards. Regardless, these choics sometimes make the systems less
decentralized or less secure. Researchers are still actively exploring how to balances innovation
and regulation. Until clear legal frameworks evolving and more adaptable blockchain architectures
are developed, this tension between data permanence and privacy rights is likely to continue (Ye et
al., 2023, p. 1669).

Table4. Key Approaches to Blockchain-GDPR/CCPA Conflicts

Approach How It Works Limitations/Notes
Redactable Blockchains Use cryptographic methods May weaken blockchain security;
(e.g., chameleon hashes) to adds complexity
allow selective data editing (Lapwattanaworakul et al.,
2023,p2470-2480.)
Pseudonymization Store pseudonymzed data on- Requires secure, reliable off-chain

chain; keep identifiers off-chain storage
(Polge et al., 2021, p. 229)

Permissioned Blockchains Access is limited to verified Reduces decentralization; better
participants; roles clearly accountability
defined (Asgarinia et al., 2023, p. 351)

8.2Ethical Issues: Data Ownership, Fairness, and Decentralization

Current discussions refer to how to manage data in a world that increasingly uses digital
technology. They are focused on ethical issues related to data ownership, fairness, and
decentralisation. Data ownership is considered as one of the main concerns of data not only in
terms of legality but also regarding control, acknowledgement and honest sharing of benefits
Ownership data is represented as super important in areas like healthcare and agriculture, Where
unclear data ownership can lead to exploitation or misuse of sensitive informations.The goal are
shift the power dynamics in the data economy to prioritize the rights of individuals and
communities.

Equality is another challenge due to algorithmic bias unequal access to data, and opaque
decision-making processes. equality requires inclusive data processing practices, continuous bias
detection, and transparency in Al systems. Ethical design principals and regulations such as the
General Data Protection Regulation (GDPR); play a key role in supporting these efforts.
Ultimately decentralization through systems such as blockchain and federated learning provides a
way to empower users and reduce centralized control. these systems can enhance privacy and
distribute decision-making power, which sounds ideal. They also cause complications, such as
reduced accountability, fragmented oversight and the need to balance technical performance with
ethical safeguards. So, although decentralization has potential, it is not a panacea(Mustafa et al.,
2025, p. 37).

Table 5.Ethical Issues in Data-Driven Systems
Issue Key Concerns & Potential Solutions
Calls for user control, benefit-sharing, and
clear governance over data use

Fairness Tackling bias, preventing discrimination,
ensuring transparency, and complying with
regulations

Decentralization Balancing privacy and distributed control

with accountability and system efficiency
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Conclusion and Future Work

This compact review presented how federated learning can be integrated with blockchain technology,
and how this technology has contributed to practical, secure solutions for Al systems. It also included
several privacy-preserving solutions, including data decentralization. It also explained how we can
address the challenges faced by federated learning in terms of transparency, trust, and incentives while
preserving data privacy through blockchain's decentralized ledger. While this combined technology
has solved many challenges, such as healthcare analytics, Internet of Things environments, and trusted
autonomous systems, other challenges or consequences remain, such as high communication costs,
scalability limitations, and complexities that still prevent the deployment of these technologies. The
results of this study emphasize the importance of developing lightweight blockchain architectures,
mechanisms for maintaining opinion privacy, and advanced trust assessment techniques to improve the
feasibility of blockchain-enhanced federated learning. Future studies should prioritize real-world
benchmarking, establishing large-scale testbeds, and validating hybrid models that combine privacy
protection and efficiency. Addressing these gaps will help transform the reviewed frameworks from
theoretical models into deployable, regulatory-compliant, scalable, and industrial-ready systems.
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