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Abstract:

The exploitation of technological
progress by perpetrators has led to
the emergence of cybercrimes that
are not bound by geographical
borders and are committed over the
Internet, harming the victim,
regardless of their identity, These
complex crimes are difficult to prove
based on the resulting digital
evidence, the difficulty of
investigation procedures, and the
inappropriateness of the penalties
imposed on them. In this research,
we have attempted to clarify the
provisions regulating these crimes
by explaining their  concept,
characteristics, types, and motives
for committing them, we then
addressed the difficulties that arise
when investigating and proving
them, and concluded that Iraqi law
lacks specific provisions
regulating these crimes.
Keyword:  Cybercrime,
evidence, legal nature,
Punishment.
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