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Abstract

In this paper we attempts to generalize Golomb's method which include constructing
a linear equations system from output of a single shift register. The proposed method
represented by constructing a linear equations system of complement linear model,
where the effects of the combining function of shift registers is obvious. The attack kind
applied in this work is a probable word attack. Before solving the linear equations
system by using the known classical method, it must test the existence and uniqueness
of the solution to obtain the initial values of the combined shift registers.
Keywords: stream cipher systems, linear feedback shift register, linear model,
probable word attack.

1. Introduction

The Berlekamp-Massey algorithm is due to Massey in 1969 [1], the
Berlekamp-Massey algorithm is only described for binary sequences to
find the equevelent and shortest LFSR that generates the given
sequence; it can be generalized to find the linear complexity of
sequences over any field.

Although now dated, Rueppel in 1986 [2] provides a solid
introduction to the analysis and design of stream ciphers. The results
on the expected linear complexity and linear complexity profile of
random sequences are from Chapter 4 of Rueppel.

In 1989, Staffelbach and Meier [3] presented two new so-called fast
correlation attacks which are more efficient than Siegenthaler’s attack
in the case where the component LFSRs have sparse feedback
polynomials, or if they have low-weight polynomial multiples (e.g.,
each having fewer than 10 non-zero terms) of not too large a degree.

In 1990, Jansen and Boekee [4] defined the maximum order
complexity of a sequence to be the length of the shortest (not
necessarily linear) feedback shift register (FSR) that can generate the
sequence. An efficient linear-time algorithm for computing this
complexity measure was also presented.

A comprehensive survey of correlation attacks on LFSR-based
stream ciphers is the paper by Goli¢ in 1994 [5]; the cases where the
combining function is memoryless or with memory, as well as when the
LFSRs are clocked regularly or irregularly, are all considered.

A PH. D. thesis “Use of GA in cryptanalysis of a class of stream
cipher system” which introduced by Dr. Al-Ageelee [6] in 1998, this
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work used Genetic Algorithm in cryptanalysis of class of stream cipher
system depending on finding correlation between ciphertext and the
output of some of LFSR.

The paper of Ahmed [7] contained the design of artificial neural
networks for decryption i.e. getting distinguished polynomial for
binary sequence with linear equivalence which is equal to 8 as well as
getting the binary sequence that is related to the distinguished
polynomial. And it was proved by the results that by using the
Artificial Neural Networks were very appropriate for the decryption of
the stream cipher systems.

Ali and Jaber [8] in 2009, introduce a paper aims to solve linear
equations system for any number of variables using the Genetic
Algorithms (GA). The application done by attacking stream cipher
systems, choosing one Linear Feedback Shift Register (LFSR) in the
performance of GA. The divided into two stages, first, constructing
LES’s for the LFSR, and the second, is attacking the variables of
LES’s which they are also the initial key values the of LFSR.

Every model of Linear Feedback Shift Register (LFSR) consists of
two main basic units. First, is the Combining Function (CF), which is a
boolean function, where the output bits (x;) of each LFSR are input to
CF with output (y) [9]. The second is the initial states binary values of
LFSRs. Most of all stream cipher systems are depend on these two
basic units.

This paper aims to find the initial values of every LFSR in the
complement linear model depending on the following information [10]:

1. The length of every LFSR and its feedback function are known.

2. The output sequence S (keystream) generated from the complement
linear model is known, or part of it, practically, that means, a
probable word attack be applied.

This work consists of three stages, constructing linear equations
system (LES), test the uniqueness of the solution of this system, and
lastly, solving the linear equations system.

Figure (1) describes the block diagram of analyze any n-LFSR's
model.
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Figure (1) Block diagram of analyze the LFSR model.

2. Golomb's Method

Before involving in solving the Linear Equations System (LES), it
should show how could be the LES of a single LFSR constructed, since
its considered a basic unit of LFSRS. Let’s assume that all LFSR that
are used are maximum LFSR, that means, Period (P)=2"-1, where L is
LFSR length. Now we will show how to construct LES for single LFSR.

Let SR, be a single LFSR with length L, let l,=(a_{,a.,,...,a..) be the
initial value vector of SR, s.t. a;, 1<j<L, be the component j of the
vector Iy, in another word, a; is the initial bit of stage j of SR, let
Co'=(Cyy...,CL) be the feedback vector, cje{0,1}, if ¢;=1 that means the
stage j is connected. Let S={s, | be the sequence (0r S=(So,515-++sSm-1)
read “S vector”) with length m generated from SR,. The generation of
S depending on the following equation [11]:

L
si=a; = ».a;;c; i=0,1,... (1)
j=1

Equation (1) represents the linear recurrence relation.
The objective is finding the 15, when L, Cy and S are known.
Let G be a LxL matrix, which is describes the initial phase of SR :
G=(Cy|l x-1), Where G’=I.
Where G is called the Generating matrix.
Let I, represents the new initial of SR, after one shift, s.t.
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Cl 1 .- 0
_ _ Cz o --. L
I1=loxG=(a,az....a0)| . . . .|[=Qac;a,....a.,).
. . . . j=1
CL 0O --- 0

In general,

|i= I i_1XG, i=0,1,2,. .o
(2)

Equation (2) can be considered as a recurrence relation, so we have:
li=1;.1xG=1,xG%=...=1xG'
...(3)

The matrix G' represents the i phase of SR, equations (2,3) can
be considered as a Markov Process s.t., o, is the initial probability
distribution, I; represents probability distribution and G be the
transition matrix [11].
notice that: _

G*=[C;Co|lx-2] and so on until get G'=[Ci.1...Co|l -], Where 1<i<L.
When Cp=C, then G""=G.
Now let’s calculate C; [12] s.t.

Ci:GXCi_l, i=1,2,. .o
i(d)

Equation (1) can be rewritten as:

1o:xCi=s; , i=0,1,..,L-1
...(5)

When i=0 then 1,xCy=5, is the 1* equation of the LES,
i=1 then 1oxC;=s; is the 2" equation of the LES, and
i=L-1 then 1oxC,_,=5s, ., is the L™ equation of the LES.

In general:
loxD=S ...(6)
D represents the matrix of all C; vectors s.t.

Dz(Cocl...CL_l) ...(7)
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The LES can be formulated as:
Z=[ D"|S] ..-(8)

Y represents the extended matrix of the LES.

Example (1)
Let the SR, has C,'=(0,1,0,0,1) and S=(1,0,0,1,1), by using equation (4),
we get:

010 0 0)0) (1 0 1
1 010 01 0 1 1
Ci=GxCy=|0 0 0 1 0|0|=|0}, in the same way, C,=|1|,Cs=|0],
0 00O 10 1 0 1
1 00 0 OA1 0 1 0
1
1
Cs=|1].
0
1
From equation (6) we have:
01011
10111
oo 0 1 0 1|=(1,0,0,1,1), this system can be written as
01010
10101
equations:
a,taytas=1
atast a_4+a_5=0
astas=0
a,ta,=1

ajtast as=1

Then the LES after using formula (8) is:

0100 11
10010/0
Z=|0 1 10 1|0 o (9)
01010/1
1110 11]
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3. Complement Linear Model

As known, the outputs of every LFSR of the complement linear
model (CLM) are first complemented then XORed to gain the
sequence S which is generating from this model. So the boolean
function F,, is:

n®
Fo(X Xg o0 X,) = D (X, ©1)
=

This generator acts analogously to the linear generator in the
most properties, like randomness and correlation immune. But it's
different in the output sequence and linear complexity [10].

This generator considered a weak linear complexity, despite of his
good randomness (see Figure (2)).

LFSR1

—
L_____I_.j@—vOutputS

LFSRn S

Figure (2) Complement Linear Model.

LFSR2

Where e is the complement of the output of LFSR;.
For n=3 the truth table of this generator will be shown in table (1).
table (1) The truth table of Complement Linear Model.

_I.I
w

O kR, O OoOIo|F

The linear complexity (LC) of this generator is:
I—C(SCL) = Zri
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Where S, is the sequence generate from n-CLM.

Assuming the degrees of the all combined primitive feedback
polynomials are relatively primes.

The correlation probability CP(S;) of the sequences S; generated
from of output of LFSR; which is combined in the n-CLM is equal to
0.5 Vi.

The complement linear model can't be attacked by correlation or
fast correlation attack, so the system is immune [10].

In this manner we have two cases. These two cases depend on the
number of combined LFSR's n in CLM, these cases are:
1. Case (1): if nis even number:

n® n® n®
Fo (X X X) = D (X ©1) = 3 X, ©(1D1@--- @) = 3 x,
i1 j=1 =

n—times

2. Case (2): if nis odd number:
n® ne® ne®
Fo(X Xp o X)) =D (X, @) =) X, ®@(1O1D-- @) =D X, ®1
j=1 j=1 =1

n—times
This mean the complement linear model is analogues to

complement of final output bit in the main sequence.
To but the two cases in one equation, F. (x,X,,...,X,) can be written as

follows:
n®
Fy (X, X0 X,) = DX, @t*1, where t=nmod 2.
j=1
Since the SR_has Lj number of unknown initial values, then:

m:Zn:Lj
j=1

4. Attacking of Complement Linear Model

4.1 LES construction for CLM

Let’s have n ofsr_with length L; j=1,2,...,n, with feedback

Co1j

Cozj

vector Coy= ,and has unknown initial value vector lo=(a.j,...,a.1j),

COij
so SR has 1;=(Coj| I .\, )
By using recurrence equation (4),
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Cij:|jXCi_1,j, i:1,2,...
...(10)

by using equation (5):

|0jXCij=Sij, i=0,1,...,|_-1 and Sj:(SOj;Sljr--’Sm-l,j)-

Sj represents the output vector of Sr_, which of course, is unknown
too. m represents the number of variables produced from the LFSR’s
with consider to CF, in the same time its represents the number of

equations which are be needed to solve the LES. Of course, there is n
of LES (one LES for each srR_ with unknown absolute values).

Now, let I, be the extended vector form variables, which consists
of initial values from all LFSR’s and D is the matrix of C; vectors
considering the CF, C; represents the extended vector of all feedback
vectors Cj;, then 1opxD=S.

Now, all the vectors I are extended from r; to m as follows:

|01:(a_ll,...,a_L11 ,0...0,...,0...0)
10=(0...0,a ... ,,...,0...0)

And so on..
1=(0...0,0...0, ...,a,,....a_,)

And let

IO: Z IOj :(a—ll""’a—Lll 1@ gprn @ pgeees@yprn @ ):(£O’£la°--9em-1)

j=1

Where €=ai;, &=azn,...,tn1=a_,, or it can be deduced from the
following formula:

j-1
b=ay;, where k=(i-1)+ 3L, , j=1,2,...,0, i=1,2,...,L;.

h=1

...(11)

In fact, I, represents a concatenation of all 1y vectors
respectively. The same process will be done on the feedback vectors Cj;
which must be found first from equation (10). Therefore, C; will be the
extended concatenation vector of all feedback Cj; vectors too, s.t.
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Since the CF is XOR, then S can be gotten from XORed all
unknowns S;. Since m equations are needed, that means every LFSR
shifts m movements, then:

Si=(S0j;S1js+ + +sSm-1j)s J=1,2,...,N, and si=§(sij ®t*1), i=0,1,...,m-1, (the sum
here is XOR), and t=nmod 2, then: a

S:Zn:Sj =(S0,S15++sSm-1)

So JDl can be gotten from equation (7) and by applying equation
(6), the LES can be constructed.

Example (2)
Let’s have the following feedback vectors for 3 LFSR with length 2,3
and 4:

5[ :
C()l:[l], Cpo=|0 and Cos= 0 , then m=9.
1
1

And let S=(1,1,1,0,1,1,0,1,1).
By using equation (4),

1 0 1
C01=C31=Cs1= [1] ,C11:C41:C71:(J, and C21:C51:C81:[ J

0
1 1 0 1 0 0 1
Co2=Cr2=]0|,C1o=Cgo=[1],C0=| 1|,Cso=| 1|,Cso=| 0 |,Cso=| 1{,Cg=| 0.
1 1 1 0 1 0 0
1 1 0 1 0 1 1 0
Cus=| | .Car=| | .Cos=| | [ Cas=| ;| :Ca=| ;| Cos=] , |.Crs=| ;| .Cos=] , |
1 1 1 0 1 0 1 1

Then C,'=(1,1,1,0,1,1,0,0,1).
The LES can be written as follows:

17
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1 01101101
111110110
110100111
011101001
/2 1 10100 1 1(=11,1071,1,0,1,1)
111010110
001111010
011110101
111101011

s.t. lp=(a.11,a.01,8.10,8.00,@.32,8.13,8.23,8.33,8.43), and the extended matrix Z
which is can be calculated from equation (8) is:

...(12)

N

I
R O R, P O R kP O Bk
O R, P ORFR R O R R
e =R = =T = =
P O O F O F KL Lk O
P P O O Rk O Rk kB
O R P ORFR ORr kB Rk
O FRr O R P L P OO
P O P O R kP kB B O
R RO R O R Rk Rk
e = =

4.2 Test Uniqueness of the Solution of LES Produced From CLM

Since the system consists of m variables, then there are 2™-1
equations, but only m independent equations are needed to solve the
system. If the system contains dependent equations, then the system
has no unique solution. So first it should test the uniqueness of the
system by calculating the rank of the system matrix (r(D")). If the rank
equal the matrix degree (deg(D")), then the system has unique solution,
else (r(D")< deg(D")) the system has no unique solution.

In order to calculate the r(D") it has to use the elementary
operations to convert the D™ matrix to a simplest matrix by making, as
many as possible of, the matrix elements zero’s. The elementary
operations should be applied in a matrix rows and columns [13].

Example (3)
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01011
10111
Let’s have the matrix D'=|0 0 1 0 1 :
01010
10101
by using the elementary operations, the matrix can be converted to the
1 00 0O
01000
matrixD"'={0 0 1 0 0],
0 0010
0 00 01
this matrix has rank =5=deg(D") then the matrix has unique solution.

4.3 Solving the LES Produced From CLM

After be sure that the LES has unique solution, the LES can be
solved by using one of the most common classical methods, its Gauss
Elimination method. This method chosen since it has lower complexity
than other methods. As its known, this method depending in two main
stages, first, converting the matrix Y to up triangular matrix, and the
second one, is finding the converse solution [13]. Example (4) shows the
solving of a single LES for one LFSR.

Example (4)

Let’s use the matrix Y of equation (9), since n=1, then S
'=Sé¢1=(1,0,0,1,1) &1, so S '=(0,1,1,0,0).

After applying the elementary operations, and then the up
triangular matrix is:

100 10|0
0100011
Z'=|0 01 0 01
000110
0 00011

Now apblying the backward solution to get the initial value vector of
Z'
10=(2,0,1,1,1).

4.4. Solving LES of LCM
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Since the unknowns a;;'s are arranged in Cj vector in sequence style
j-1
for the linear system, s.t. X(kK)=x.=a;, where k=(i-1)+> L, j=1,2,...,n,
h=1
i=1,2,...,Lj, so it's more easier from other non-linear generators. In
another words, that means every single variable x, corresponding to
single unknown a;;.
We can calculate values of i and j from k value, where 0<k<m-1 and
where j=1,2,...,n; i=1,2,...,L;, to find the initial values a;; by helping of
equation (11) and using, find initial values for linear system algorithm.

Example (5):

Let’s solve the matrix Y (of equation (12)) mentioned in example (2).
First we have to find S '=S@1.

After applying the elementary operations, and then find the vector X

by:

k=0,1,...,8, L.=2, L,=3 and L;=4, j:1,2,3.
X=(0,1,0,0,1,0,0,0,1),
Notice, when k=1,4 and 8 x,=1; otherwise x,=0.
Now can we found the following results from table (2):
Table (2) the initial values of CLM from X vector.

5. Conclusions

1. If we change our attack from known probable word attack to
cipher attack only, which means, changing in the sequence S (non-
pure absolute values), so we shall find a new technique to isolate the
right equations in order to solve the LES.

2. Itis not hard to construct a LES of any other LFSR models; of
course, we have to know all the necessary information (CF, the
number of combined LFSR's and their lengths and tapping).

3. We can find the determinant of the augmented matrix Z to
investigate the uniqueness of the solution of the linear system.

References
[1]. Massey, J. L., “Shift-register synthesis and_BCH decoding”, IEEE
Transactions on Information_Theory, 15 (1969), 122-127.

20



AL-USTATH No210 volume Two 2014 AD,1435 AH

[2]. Rueppel, R. A., “Analysis and Design of Stream Ciphers” Springer-
Verlag, Berlin, 1986Whitesitt, J. E., “Boolean Algebra and its
Application”, Addison-Wesley, Reading, Massachusetts, April, 1995.

[3]. Staffelbach, O. and Meier, W., “Fast Correlation Attacks on Certain Stream
Ciphers”, Journal of Cryptology, 1 (1989), 159-176.

[4]. Jansen, C. J. and Boekee, D. E., “On the Significance of the Directed
Acyclic Word Graph in Cryptology”, Advances in Cryptology—
AUSCRYPT 90 (LNCS 453), 318-326, 1990.

[5]. Goli¢, J., “On the Security of Shift Register Based Keystream Generators”, R.
Anderson, editor, Fast Software Encryption, Cambridge Security Workshop
(LNCS 809), 90-100, Springer-Verlag, 1994.

[6]. Al-Algeelee S. A., “Use of GA in Cryptanalysis of a Class of Stream
Cipher System”, PH. D. Thesis, University of Technology, 1998.

[7]. Ahmad I. A., ""Using Neural Networks In Cryptanalysis Stream Cipher
Systems™, Mansoura Journal for Computer Science and Information
Systems, Volume 1, Number 0, Jan. 2005.

[8]. Ali F. H. and Jaber A. S., “Solving Linear Equations Systems Using
Genetic Algorithm”, The 10" Scientific Conference, Al-Mansour
University College & Iraqgi Association for Libraries & Information -
Iraq, No#.14, pp.121-137, 24-25/Oct./2009.

[9]. Gilbert W. J. and Nicholson W. K., ""Modern Algebra with Applications™,
Second Edition, John Wiley & Sons, Inc., Hoboken, New Jersey, 2004.

[10]. Schneier, B., “Applied Cryptography (Protocol, Algorithms and Source
Code in C.”, Second Edition, John Wiley & Sons Inc. 1997.

[11]. Golomb, S.W., “Shift Register Sequences”, San Francisco: Holden Day
1967, Reprinted by Aegean Park Press in 1982.

[12]. Schay, G., “Introduction to Probability with Statistical Applications”,
University of Massachusetts Boston, Department of Mathematics, USA,
2007.

[13]. Thomas T. S., ""Applied Linear Algebra and Matrix Analysis'', Springer
Science + Business Media, LLC, 2007.

21



AL-USTATH No210 volume Two 2014 AD,1435 AH

dlaiaal) dalSil daalgal) aladiuly Jadl) aqial) GSJA..\ Jalad
il pali & aly .
il aadaill daladl 4y paal) — 43l 3l
134

Canl) Jase lajie (e Al Y alae aUai o Ll il Al Cae gl Al aped Jslad Canll 13a b
Aol il el i o adl) adiall 3 saill dglad Y alaa pldai o Lialy Jias da i) daphll L4
Gl daaleall 58 Jaall 138 8 aadial) daalgall sl o)) L aly JSG Adalill Claall 4.5,4l)
gy LSS A0 Camy AKDISN Gyl aal plaaiuly adl) eV aladl HUsi Ja LA sl 4K
cdsally ASjiliall ddail) Clasall 4PN 4l e Wary Jseanll dall dplas s

Lealgall , ) 23 sl Aalal) el 53 Jaal) Canlill o), ol il alas WLl ili
Aldiad) 4 alasiuly

22



