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Abstract 

In this paper we attempts to generalize Golomb's method which include constructing 

a linear equations system from output of a single shift register. The proposed method 

represented by constructing a linear equations system of complement linear model, 

where the effects of the combining function of shift registers is obvious. The attack kind 

applied in this work is a probable word attack. Before solving the linear equations 

system by using the known classical method, it must test the existence and uniqueness 

of the solution to obtain the initial values of the combined shift registers. 
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1. Introduction 

The Berlekamp-Massey algorithm is due to Massey in 1969 [1], the 

Berlekamp-Massey algorithm is only described for binary sequences to 

find the equevelent and shortest LFSR that generates the given 

sequence; it can be generalized to find the linear complexity of 

sequences over any field. 

Although now dated, Rueppel in 1986 [2] provides a solid 

introduction to the analysis and design of stream ciphers. The results 

on the expected linear complexity and linear complexity profile of 

random sequences are from Chapter 4 of Rueppel. 

In 1989, Staffelbach and Meier [3] presented two new so-called fast 

correlation attacks which are more efficient than Siegenthaler’s attack 

in the case where the component LFSRs have sparse feedback 

polynomials, or if they have low-weight polynomial multiples (e.g., 

each having fewer than 10 non-zero terms) of not too large a degree. 

In 1990, Jansen and Boekee [4] defined the maximum order 

complexity of a sequence to be the length of the shortest (not 

necessarily linear) feedback shift register (FSR) that can generate the 

sequence. An efficient linear-time algorithm for computing this 

complexity measure was also presented. 

A comprehensive survey of correlation attacks on LFSR-based 

stream ciphers is the paper by Golić in 1994 [5]; the cases where the 

combining function is memoryless or with memory, as well as when the 

LFSRs are clocked regularly or irregularly, are all considered. 

A PH. D. thesis “Use of GA in cryptanalysis of a class of stream 

cipher system” which introduced by Dr. Al-Ageelee [6] in 1998, this 
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work used Genetic Algorithm in cryptanalysis of class of stream cipher 

system depending on finding correlation between ciphertext and the 

output of some of LFSR. 

The paper of Ahmed [7] contained the design of artificial neural 

networks for decryption i.e. getting distinguished polynomial for 

binary sequence with linear equivalence which is equal to 8 as well as 

getting the binary sequence that is related to the distinguished 

polynomial. And it was proved by the results that by using the 

Artificial Neural Networks were very appropriate for the decryption of 

the stream cipher systems. 

Ali and Jaber [8] in 2009, introduce a paper aims to solve linear 

equations system for any number of variables using the Genetic 

Algorithms (GA). The application done by attacking stream cipher 

systems, choosing one Linear Feedback Shift Register (LFSR) in the 

performance of GA. The divided into two stages, first, constructing 

LES’s for the LFSR, and the second, is attacking the variables of 

LES’s which they are also the initial key values the of LFSR. 

Every model of Linear Feedback Shift Register (LFSR) consists of 

two main basic units. First, is the Combining Function (CF), which is a 

boolean function, where the output bits (xi) of each LFSR are input to 

CF with output (y) [9]. The second is the initial states binary values of 

LFSRs. Most of all stream cipher systems are depend on these two 

basic units. 

This paper aims to find the initial values of every LFSR in the 

complement linear model depending on the following information [10]: 

1. The length of every LFSR and its feedback function are known. 

2. The output sequence S (keystream) generated from the complement 

linear model is known, or part of it, practically, that means, a 

probable word attack be applied. 

This work consists of three stages, constructing linear equations 

system (LES), test the uniqueness of the solution of this system, and 

lastly, solving the linear equations system. 

Figure (1) describes the block diagram of analyze any n-LFSR's 

model.  
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2. Golomb's Method 

Before involving in solving the Linear Equations System (LES), it 

should show how could be the LES of a single LFSR constructed, since 

its considered a basic unit of LFSRS. Let’s assume that all LFSR that 

are used are maximum LFSR, that means, Period (P)=2
L
-1, where L is 

LFSR length. Now we will show how to construct LES for single LFSR. 

Let SRL be a single LFSR with length L, let I0=(a-1,a-2,…,a-L) be the 

initial value vector of SRL, s.t. a-j, 1jL, be the component j of the 

vector I0, in another word, a-j is the initial bit of stage j of SRL, let 

C0
T
=(c1,…,cL) be the feedback vector, cj{0,1}, if cj=1 that means the 

stage j is connected. Let S=  1

0





m

iis  be the sequence (or S=(s0,s1,…,sm-1) 

read “S vector”) with length m generated from SRL. The generation of 

S depending on the following equation [11]:  

si =ai = 




L

j

jji ca
1

 i=0,1,…     …(1) 

Equation (1) represents the linear recurrence relation. 

The objective is finding the I0, when L, C0 and S are known. 

Let G be a LL matrix, which is describes the initial phase of SRL: 

G=(C0|ILL-1), where G
0
=I. 

Where G is called the Generating matrix. 

Let I1 represents the new initial of SRL after one shift, s.t. 

 

 

Constructing 

LES 

Test Uniqueness 

of the solution 

of the LES 

 

Solving 

LES 

success 

success 

Find the initial 

values of the 

Model 

success 

 

Figure (1) Block diagram of analyze the LFSR model. 
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I1=I0G=(a-1,a-2,…,a-L) 



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


















L

j

Ljj

L

aaca

c

c

c

1

1,1

2

1

),,(

00

00

01











. 

In general, 

Ii=Ii-1G, i=0,1,2,…       

 …(2) 

Equation (2) can be considered as a recurrence relation, so we have: 

Ii=Ii-1G=Ii-2G
2
=…=I0G

i
      

 …(3) 

The matrix G
i
 represents the i phase of SRL, equations (2,3) can 

be considered as a Markov Process s.t., I0, is the initial probability 

distribution, Ii represents probability distribution and G be the 

transition matrix [11]. 

notice that: 

G
2
=[C1C0|ILL-2] and so on until get G

i
=[Ci-1…C0|ILL-i], where 1i<L. 

When CP=C0 then G
P+1

=G. 

Now let’s calculate Ci [12] s.t. 

Ci=GCi-1, i=1,2,…       

 …(4) 

Equation (1) can be rewritten as: 

I0Ci=si , i=0,1,..,L-1        

…(5) 

When  i=0 then I0C0=s0 is the 1
st
 equation of the LES, 

i=1 then I0C1=s1 is the 2
nd

 equation of the LES, and 

i=L-1 then I0CL-1=sL-1 is the L
th

 equation of the LES. 

In general: 

I0D=S        …(6) 

D represents the matrix of all Ci vectors s.t. 

D=(C0C1…CL-1)        …(7) 
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The LES can be formulated as: 

Z=[ DT
|S

T
]         …(8) 

Y represents the extended matrix of the LES. 

 

Example (1) 

Let the SR4 has C0
T
=(0,1,0,0,1) and S=(1,0,0,1,1), by using equation (4), 

we get: 

C1=GC0=





































































0

1

0

0

1

1

0

0

1

0

00001

10000

01000

00101

00010

, in the same way, C2=























1

0

1

1

0

,C3=























0

1

0

1

1

, 

C4=























1

0

1

1

1

. 

From equation (6) we have: 

I0























10101

01010

10100

11101

11010

=(1,0,0,1,1), this system can be written as 

equations: 

a-2+a-4+a-5=1 

a-1+a-3+ a-4+a-5=0 

a-3+a-5=0 

a-2+a-4=1 

a-1+a-3+ a-5=1 

Then the LES after using formula (8) is: 

Z=























110111

101010

010110

001001

110010

      …(9) 
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3. Complement Linear Model 

As known, the outputs of every LFSR of the complement linear 

model (CLM) are first complemented then XORed to gain the 

sequence S which is generating from this model. So the boolean 

function Fn is: 







n

j

jnn xxxxF
1

21 )1(),,,(   

This generator acts analogously to the linear generator in the 

most properties, like randomness and correlation immune. But it's 

different in the output sequence and linear complexity [10]. 

This generator considered a weak linear complexity, despite of his 

good randomness (see Figure (2)). 

 

 
 

Where  is the complement of the output of LFSRi.  

For n=3 the truth table of this generator will be shown in table (1). 

table (1) The truth table of Complement Linear Model. 

x1 x2 x3 x11 x21 x31 F3 

0 0 0 1 1 1 1 

0 0 1 1 1 0 0 

0 1 0 1 0 1 0 

0 1 1 1 0 0 1 

1 0 0 0 1 1 0 

1 0 1 0 1 0 1 

1 1 0 0 0 1 1 

1 1 1 0 0 0 0 

The linear complexity (LC) of this generator is: 

LC(SCL) = 


n

i

ir
1

 

Figure (2) Complement Linear Model. 

Output S 

LFSR1 

LFSR2 

LFSRn 
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Where SCL is the sequence generate from n-CLM. 

Assuming the degrees of the all combined primitive feedback 

polynomials are relatively primes. 

The correlation probability CP(Si) of the sequences Si generated 

from of output of LFSRi which is combined in the n-CLM is equal to 

0.5 i. 

The complement linear model can't be attacked by correlation or 

fast correlation attack, so the system is immune [10]. 

In this manner we have two cases. These two cases depend on the 

number of combined LFSR's n in CLM, these cases are: 

1. Case (1): if n is even number: 















n

j

j
timesn

n

j

j

n

j

jnn xxxxxxF
111

21 )111()1(),,,(   

2. Case (2): if n is odd number: 

1)111()1(),,,(
111

21  












n

j

j
timesn

n

j

j

n

j

jnn xxxxxxF   

This mean the complement linear model is analogues to 

complement of final output bit in the main sequence. 

To but the two cases in one equation, ),,,( 21 nn xxxF  can be written as 

follows: 







n

j

jnn txxxxF
1

21 1*),,,(  , where 2modnt  . 

Since the 
jLSR has Lj number of unknown initial values, then: 





n

j

jLm
1

 

 

4. Attacking of Complement Linear Model 

 

4.1 LES construction for CLM 

Let’s have n of
jLSR with length Lj, j=1,2,…,n, with feedback 

vector C0j=





















jL

j

j

j
c

c

c

0

02

01


,and has unknown initial value vector I0j=(a-1j,…,a-Lj), 

so 
jLSR has Ij=(C0j| 1 jj LLI ) 

By using recurrence equation (4), 
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Cij=IjCi-1,j, i=1,2,…       

 …(10) 

by using equation (5): 

I0jCij=sij, i=0,1,…,L-1 and Sj=(s0j,s1j,…,sm-1,j). 

Sj represents the output vector of 
jLSR , which of course, is unknown 

too. m represents the number of variables produced from the LFSR’s 

with consider to CF, in the same time its represents the number of 

equations which are be needed to solve the LES. Of course, there is n 

of LES (one LES for each 
jLSR  with unknown absolute values). 

Now, let I0 be the extended vector form variables, which consists 

of initial values from all LFSR’s and D is the matrix of Ci vectors 

considering the CF, Ci represents the extended vector of all feedback 

vectors Cij, then I0D=S. 

 

Now, all the vectors I0j are extended from rj to m as follows: 

I01=( 111 1
,..., Laa  ,0…0,…,0…0) 

I02=(0…0, 212 2
,..., Laa  ,…,0…0) 

And so on.. 

I0n=(0…0,0…0, …, nLn n
aa  ,...,1 ) 

And let 

I0=


n

j

jI
1

0 =( 111 1
,..., Laa  , 212 2

,..., Laa  ,…, nLn n
aa  ,...,1 )=(l0,l1,…,lm-1) 

Where l0=a11, l1=a21,…,lm-1= nLn
a , or it can be deduced from the 

following formula: 

lk=aij, where k=(i-1)+




1

1

j

h

hL , j=1,2,…,n, i=1,2,…,Lj.  

 …(11) 

In fact, I0 represents a concatenation of all I0j vectors 

respectively. The same process will be done on the feedback vectors Cij 

which must be found first from equation (10). Therefore, Ci will be the 

extended concatenation vector of all feedback Cij vectors too, s.t. 
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Ci=





















in

i

i

C

C

C


2

1

, i=0,1,…,m-1 

Since the CF is XOR, then S can be gotten from XORed all 

unknowns Sj. Since m equations are needed, that means every LFSR 

shifts m movements, then: 

Sj=(s0j,s1j,…,sm-1,j), j=1,2,…,n, and si= )1*(
1







n

j

ij ts , i=0,1,…,m-1, (the sum 

here is XOR), and 2modnt  , then: 

S=


n

j

jS
1

=(s0,s1,…,sm-1) 

So D can be gotten from equation (7) and by applying equation 

(6), the LES can be constructed. 

 

Example (2) 

Let’s have the following feedback vectors for 3 LFSR with length 2,3 

and 4: 

C01= 








1

1
, C02=

















1

0

1

 and C03=





















1

0

0

1

, then m=9. 

And let S=(1,1,1,0,1,1,0,1,1). 

By using equation (4),  

C01=C31=C61= 








1

1
,C11=C41=C71= 









1

0
, and C21=C51=C81= 









0

1
. 

C02=C72=
















1

0

1

,C12=C82=
















1

1

1

,C22=
















1

1

0

,C32=
















0

1

1

,C42=
















1

0

0

,C52=
















0

1

0

,C62=
















0

0

1

. 

C13=





















1

1

0

1

,C23=





















1

1

1

1

,C33=





















1

1

1

0

,C43=





















0

1

1

1

,C53=





















1

0

1

0

,C63=





















0

1

0

1

,C73=





















1

0

1

1

,C83=





















1

1

0

0

. 

 

Then C0
T
=(1,1,1,0,1,1,0,0,1). 

The LES can be written as follows: 
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I0



































110101111

101011110

010111100

011010111

110010111

100101110

111001011

011011111

101101101

=(1,1,1,0,1,1,0,1,1) 

s.t. I0=(a-11,a-21,a-12,a-22,a-32,a-13,a-23,a-33,a-43), and the extended matrix Z 

which is can be calculated from equation (8) is: 

Z=



































1110011101

1101110110

0010100111

1101001001

1011110010

0111001111

1111111001

1110111110

1100110111

    …(12) 

 

4.2 Test Uniqueness of the Solution of LES Produced From CLM 

Since the system consists of m variables, then there are 2
m

-1 

equations, but only m independent equations are needed to solve the 

system. If the system contains dependent equations, then the system 

has no unique solution. So first it should test the uniqueness of the 

system by calculating the rank of the system matrix (r(DT
)). If the rank 

equal the matrix degree (deg(DT
)), then the system has unique solution, 

else (r(DT
)< deg(DT

)) the system has no unique solution. 

In order to calculate the r(DT
) it has to use the elementary 

operations to convert the DT
 matrix to a simplest matrix by making, as 

many as possible of, the matrix elements zero’s. The elementary 

operations should be applied in a matrix rows and columns [13]. 

 

Example (3) 
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Let’s have the matrix DT
=























10101

01010

10100

11101

11010

, 

by using the elementary operations, the matrix can be converted to the 

matrix DT*
=























10000

01000

00100

00010

00001

, 

this matrix has rank =5=deg(DT
) then the matrix has unique solution. 

 

4.3 Solving the LES Produced From CLM 

After be sure that the LES has unique solution, the LES can be 

solved by using one of the most common classical methods, its Gauss 

Elimination method. This method chosen since it has lower complexity 

than other methods. As its known, this method depending in two main 

stages, first, converting the matrix Y to up triangular matrix, and the 

second one, is finding the converse solution [13]. Example (4) shows the 

solving of a single LES for one LFSR. 

 

Example (4) 

Let’s use the matrix Y of equation (9), since n=1, then S 

'=S1=(1,0,0,1,1) 1, so S '=(0,1,1,0,0). 

After applying the elementary operations, and then the up 

triangular matrix is: 

 

























110000

011000

100100

110010

001001

Z  

Now applying the backward solution to get the initial value vector of 

Z : 

I0=(1,0,1,1,1). 

 

4.4. Solving LES of LCM 
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Since the unknowns aij's are arranged in Cij vector in sequence style 

for the linear system, s.t. X(k)=xk=aij, where k=(i-1)+




1

1

j

h

hL , j=1,2,…,n, 

i=1,2,…,Lj, so it's more easier from other non-linear generators. In 

another words, that means every single variable xk corresponding to 

single unknown aij. 

We can calculate values of i and j from k value, where 0≤k≤m-1 and 

where j=1,2,…,n; i=1,2,…,Lj, to find the initial values aij by helping of 

equation (11) and using, find initial values for linear system algorithm. 

 

Example (5): 

Let’s solve the matrix Y (of equation (12)) mentioned in example (2). 

First we have to find S '=S1. 

After applying the elementary operations, and then find the vector X 

by: 

k=0,1,…,8, L1=2, L2=3 and L3=4, j=1,2,3. 

X = (0,1,0,0,1,0,0,0,1), 

Notice, when k=1,4 and 8 xk=1; otherwise xk=0. 

Now can we found the following results from table (2): 

Table (2) the initial values of CLM from X vector. 

k 0 1 2 3 4 5 6 7 8 

i,j 1,1 2,1 1,2 2,2 3,2 1,3 2,3 3,3 4,3 

aij 0 1 0 0 1 0 0 0 1 

Lj L1=2 L2=3 L3=4 

 

5. Conclusions 

1. If we change our attack from known probable word attack to 

cipher attack only, which means, changing in the sequence S (non-

pure absolute values), so we shall find a new technique to isolate the 

right equations in order to solve the LES. 

2. It is not hard to construct a LES of any other LFSR models; of 

course, we have to know all the necessary information (CF, the 

number of combined LFSR's and their lengths and tapping). 

3. We can find the determinant of the augmented matrix Z to 

investigate the uniqueness of the solution of the linear system. 
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 تحميل نموذج المتمم الخطي باستخدام المهاجمة بالكممة المحتممة
 د. اياد غازي ناصر الشمري

 المديرية العامة لمتعميم المهني –وزارة التربية 
 مستخمص

في هذا البحث نحاول تعميم طريقة كولومب التي تضمنت انشاء نظاام معاات ت يطياة مان ميرماات ماامل زاحا  
منفااارتل الطريقاااة المقترحاااة تتم ااال بانشااااء نظاااام معاااات ت يطياااة لمنماااوذج الماااتمم اليطاااي  حياااث يظ ااار تااا  ير التالاااة 

ي هااذا العمااال هااو الم اممااة باااااموب المركبااة لمماااملت الزاحفااة بشاااكل واضاا ل ان ااااموب الم امماااة الماااتيتم فاا
الكمماااة المحتمماااةل  بااال حااال نظاااام المعاااات ت اليطاااي باااااتيتام احااات الطااارو الكلاااايكية  يماااب تنفياااذ ايتباااار وماااوت 

 ووحتانية الحل لمحصول بعتها عمى القيم ا بتتائية لمماملت الزاحفة المشتركة بالموتيلل
مل الزاحاا  اليطااي ذو الت ذيااة اليمفيااة  النمااوذج اليطااي  الم اممااة مفاااتي  الكمماااتم نظاام التشاافير ا نااايابي  المااا

 لبااتيتام الكممة المحتممة
 


