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1 Encryption Method Based on Using Logistic Map for
E-Government Purposes
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Abstract

E-Government can be defined as the utilization of the data and correspondence
advancements (ICTs) in order to improve the activities/services of the open division
associations. Encryption is the process of the utilizing the algorithms to transform the
information to unreadable form of the unauthorized users. The logistic map is a discrete
recursive numerical capacity that maps the yield of one cycle of the capacity onto the
contribution of the following. In this paper a proposed encryption method using the
logistic map is presented. In the proposed work the logistic map is utilized for private
keys generation. Also the seeds of the logistic map are considered private keys.
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1. Introduction
E-government alludes to the conveyance of public or neighborhood data of government

and administrations by utilizing the Internet and other advanced intends to natives or
organizations (agency) or other legislative offices. E-government is a one stop Internet
entryway to real iaxpayer driven organizations. E-government support the following

services [1]:
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e The arrangement of important government data in electronic structure in order to
provide it an auspicious way to the residents.
e Best management movement to the natives.
e Reinforce of the general population by providing the access to the data without
the organization.
e Improved profitability and cost reserve funds in working with providers and
clients of government.
e Cooperation in open strategy basic leadership.
The three principle target bunches that can be recognized in e-governance ideas are
government, natives and organizations/intrigue gatherings. The outer vital goals center
around residents and organizations and intrigue gatherings, the inside destinations center
around government itself. Government to Citizen (G2C) can be defined as those services in
which the government provides one-stop, on-line access to information and services to the
citizens. Government to Business (G2B) can be defined as the government which manages
the businesses such as suppliers by utilizing the Internet and other ICTs. Government to
Government (G2G)manages services that happen between the various governments
associations/organizations [2].With the real progressions in innovation and hardware field,
one relentless obstruction has demonstrated to be one of the significant difficulties,
specifically: Data Security. To get associated safely and rapidly through the electronic
information move through the web, the information ought to be encrypted. Encryption can be
defined as the operation of changing the secret data (plain text) into encrypted data (cipher
text), in order to ensure misunderstanding or changed with ease by the unwanted persons. It
can also be defined as the science which utilizes the mathematics in the encryption and
decryption of data [3].The chaotic dynamic system is a critical system that appears to have
apparently uncoordinated behavior as a result of its responsive to dependence on its primary
conditions and cannot be determined with extreme precision. The behavior of the chaotic
system is unpredictable. So it looks like noise. The close relationship between the encryption

and the clutter makes the chaos-based cryptographic algorithm a natural prospect for the
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secure communication and encryption. The similar characteristics of the cryptographic
algorithms and chaotic maps have can be classified as the sensitivity to the changes in the
initial conditions, the arbitrary control and behavior, and unstable periodic orbits with long
periods [4]. The Logistic map can be defined as the one-dimensional map which is utilized in
order to prototype clear nonlinear discrete systems. The Logistic map can be explained by the

recursive function as follows:

Xy = L(r,x,,)= r-x, «(i—x‘,)

Where r is the parameter of logistic map and xn€[0,1] . Consider the logistic map L: 0,1
0,1 [] — [], given by Equation (1), the parameter r lies in interval [0,4] . The return map
of the Logistic function is given in Figure (1) for r = 4.The affectability of the Logistic
guide to beginning condition could be seen by plotting circle outlines regarding two
starting conditions with little contrast. The orbit drawing which is corresponding to the
two initial conditions 0.350 and 0.351 for fixed values of r = 4 is drawn in Figure (2).
There is fitting sensitivity to the initialcondition.Bifurcation diagram and Lyapunov
exponent of Logistic map should be calculated and plotted in order to view the chaotic
properties. Figure (3) shows the Bifurcation diagram of Logistic map with respect to i 1
are calculated and plotted in. Figure (4) shows the Lyapunov exponent of Logistic map

with respect to “r” are also calculated and plotted in. Regarding Figure (3) and Figure

(4), Logistic map is chaotic when parameter “r” lies in interval 3.6, 4][5].
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Figure (1): The Return map of logistic map with respect to r =4
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Figure (2): Orbit diagrams of logistic map with respect to two initial conditions
0.350 and 0.351 (r =4).
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Figure (3): Bifurcation diagram of logistic map with respect to r.

1 T T 3 T L3 L3 L]

T
i

6.5

0 _
0.8} :
-4 _ i
1.5} -
2k i
25} -
3 : : b L : ‘ :
o 0.5 1 15 2 25 3 35

4

Figure (4): Lyapunov Exponent of Logistic map with respect to r.
2. Related Work
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In [6] they proposed developed an effective and necessary methodology, which is considered
a key factor for the success ofe-government. The presented e-government method is a
cooperation of the encryption utilizing the identity and the biotechnology. This modemn
method can be effectively improving the security of the authentication systems, which supply
a dependable identity with a high degree of confidence. In addition, the proposed method
illustrates the feasibility of utilizing the limited case of machines as a formal method of
analyzing the proposed protocols.

In [7] they introduce the general model of date encryption, points out using different
arithmetic according to the degree of cryptograph. Afier analyzing the disadvantage of the
model, it adds the identity validation part to revise the model. Then it explains the procedure
of data encryption in E-government, such as how to do identity validation, and how to
manage the secret keys.

In [8] they proposed a confidenceprototypein order to ensure the communication and the
interaction between e-government web services. The proposed prototype is based on the
trusted third party which is managed by any government agency in order to supply an identity
to both parties (the web service provider and the service provider), which then can be utilized
when the parties or participants communicate and can identify on each other through this
trusted third party identity.

In [9] they create new security structure for e-government based on the immune factor, and
describe a new policy for the deployment of the e-government system based on the immune
factor. The system was devéloped by adopting new model and algorithm in order to provide

the needs of the practical security and supply strong protection.

3. The Proposed Method
Without a secure and reliable infrastructure, organizations, such as governments, will leave

data unsafe and vulnerable to the attacks. Governments are always looking for ways in order
to provide safe and reliable services. Data encryption is important to E-government
information safety. In the proposed method the e-government encryption is presented based

the using of logistic map. The logistic map is utilized in the proposed method in order to
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generate the encryption key. The initial parameters of the logistic map which are x0 and r are
considered private keys. After the application of the logistic map sequence of values will be
generated. The middle value of these values will be used as the encryption key after
converting it to integer value since the values which are generated using the logistic map are
float values. After the generation of the encryption key the encryption steps will be applied.
Figure (5), figure (6), algorithm (1), and algorithm (2) illustrate the proposed method in

details
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Figure (5): The proposed method (encryption stage)
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Figure (6): The proposed method (decryption stage)
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Algorithm (1): The proposed method (encryption stage)

Input: The secret message

Output: the ciphertext

Begin

Stepl: Read the secret message characters.

Step2: Convert the secret message characters to ASCIL

Step3: Convert these ASCII values to 8bits binary coding.
Step4: Divide these 8 bits to two parts each part is 4 bits.

Step5: Convert these 4 bits to decimal values.

Step6: Determine the x and r values (which are the private keys).
Step7: Using the logistic map to generate the sequence of values (15 values).
Step8: Choose the middle value.

Step9: Add this value to stepS result.

Step10:Take the absolute value.

Step11: Convert the absolute value to binary coding.

Step12: Send the result.

End

Algorithm (2): The proposed method (decryption stage)

Input: The cipher text

Output: The secret message
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Begin

Step1: Read the received binary ciphertext.

Step2: Convert the received ciphertext to binary.

Step3: Convert the binary to decimal values. |-

Step4: Determine the x and r values (which are the private keys).
Step5: Using the logistic map to generate the sequence of values (15 values).
Step6: Choose the middle value.

Step7: Subtract this value to step3 result.

Step8: take the absolute value.

Step9: Convert the absolute value to binary coding.

Step10: Convert the binary coding to ASCII values.

Stepl1: Convert the ASCII values to the corresponding characters.
End

4. Case Study of the proposed method
In this section the proposed method two phases will be illustrated in example. The first phase

is the generation of the encryption key which is illustrated in figure (7). At the beginning the
x0 and r values will be initialized (in the example the values of x is 0.412 and r=3.8). Then
the logistic map will be applied to generate sequence of float values which. The middle value

of the generated values will be selected in order to converted to integer value and using it as

encryption key.
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Convert the 8 value to integer

The private key is 12 which is the
integer value of the middle value

Figure (7): The proposed generation of private key stage

After the encryption key generation the encryption steps will be applied as illustrated in
figure (8). First the message characters will be converted to the corresponding ASCII values.
After that these values will be converted to 8 bits coding which then will be divided into two
parts each part is 4 bits. These 4 bits will be converted to decimal values. These decimal
values will be added to the encryption key and taking the absolute value of this adding in

order to convert it to binary coding which is considered the ciphertext.
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Figure (8): The proposed method (Encryption Steps).

5. Discussion and analysis of the proposed method
The proposed method can be analyzed into two parts which are the key generation part

and the encryption part. The encryption key generation part has the following properties:
e The randomness of the initialized values.
e The randomness of the generated values using the logistic map.

In addition to the encryption part has the encryption key generation proprieties, it
has high sensitivity to any changes in bits or any data which provide the propriety to
discover any changes applied by the attacker, so this feature make the proposed method to

be applied to the e-government security systems.

6. Coaclusions

105




RYY - I\ STy

St PunalRIN G, Wyt Nsial, S DN

el 8 1 e

Ot BN, SN

E-government plays an important role in these days. E-government transmission needs
security in all the fields which is applied in it. In this paper proposed encryption method is
proposed for the purposes of the e-government system. In the proposed encryption method
the chaos theory is used by utilizing one of its maps which is the logistic map. In the
proposed method the logistic map is used in order to generate the encryption key. After that

this key will be used in the encryption phase.
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