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Abstract

In this study, a general survey related to Internet of Things (IoT) will be presented in addition to
reviewing its benefits, drawbacks and applications. IoT is defined as a technology which operate
by connecting objects as well as enabling the generation and exchanging of data, also it is a main
extent of technology which a lot of studies are focused on. A lot of developments are made via
the use of JoT applications. Despite its development, there are disadvantages that are beyond the
contro] of security. The presented survey introduce security as Biometrics in IoT security.
Keywords: Internet of things; biometric; security.

1-Introduction

Widely common computing (also referred to as pervasive computing), that has been research in
detail for several years, is experiencing great changes in the recent years since physical devices,
like industrial devices and the home appliances, are turning into smart things to advances in
computer evolvement. On the other hand, a considerable progress was recognized also in the
communication field. Accessing the internet is going to be usually available to the smart things
which adopt 1oT [1]. 10T can be defined as a system of physical items which may be detected,
monitored, manipulated, or interacted with via electronic devices communicating through
different network interfaces and eventually may be connected to the wider internet [2].IoT is
considered as the next great opportunity and issue to the internet, which will not be simply
computer’s network, yet it is going to involve multi-billions of smart things with embedded
systems. The domain and size of the present internet will be increased by such system, thus novel
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issues and designing prospects will be provided. Generally, internet with the smart things can be
defined as constrained IP network that have high-packet loss, limited packet size, as well as
intermittent connectivity, also it is defined via certain limitations related to the available power,
throughput, and mainly the complexity that could be supported. A lot of studies have been
reported to address such issues, from social to technological fields. Mainly, one major challenge
is related to how to make full interoperability regarding the interconnected devices achievable,
for the purpose of providing them with high smartness degree through permitting their adapting
and autonomous behavior in addition to guaranteeing security, privacy and trust [1].

As the security is getting more and more importance, there has been an increase in the
requirement for automated personal identification systems depending on biometrics. This is due
to the fact that conventional identification systems depending on passwords or cards could be
lost, broken, to forget passwords and stolen cards. Thus, there is a requirement for the
identification systems to recognize humans without depending on what the individual remembers
Or possess.
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Fig 1.Jot Works in Biometrics [3]
The presented study offers general overview regarding the concerns of security and necessities in
the environment of loT.
2- Internet of things
In the last ten years, the concept of IoT was a main focus for the industrial and academic fields.
The main cause of such concentration are the advantages provided via IoT [4], [5]. It has the aim
of creating an environment in which all objects (smart objects [6]) will be connected to internet
and these objects have the ability of communicating with each other with the least human
involvement [7]. The main aim is creating ‘a better world for human beings’, in which the
objects in this world recognize what we want and what we like and function with no precise
orders [8]. In the year 1998, Kevin Ashton presented the term ‘Internet of Things’ [9], he
indicated that “The Internet of Things has the potential to change the world, just as. the Internet
did. Maybe even more so”.
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In the year 2001, MIT Auto-ID center offered their vision regarding the IoT [10]. After that, in
the year 2005, International Telecommunication Union (ITU) has presented IoT formally [11].
IoT consist of a considerable amount regarding the technologies that are adopting the concept.
With regard to document, challenges and vision to realize IoT through CERP-IOT [12], whole
set of technologies was indicated. IoT can be defined as extremely general concept. Researches
associated to the IoT remain in their early phases. Therefore, no standard definitions exist
regarding IoT. Different studies have specified these definitions.
* Definition via [13]: Things identify and virtual personality which operate in the smart spaces
with the use of intelligent interface for communicating and connecting in environmental, social,
and user contexts.
* Definition by [14]: Semantic origin that is related to the term consists of 2 concepts and words:
Internet and Thing, the word Internet is considered as world-wide network regarding inter-
connected network, according to TCP/IP, whereas the word Things can be defined as the object
not exactly recognizable, Thus, semantically, IoT indicates world-wide network regarding the
inter-connected objects which are specifically addressable, depending on the standard
communication protocols.

o Definition of IoT: It helps things and individuals to be connected in anyplace and anytime,

with anyone and anything, through the use of any service and any network/path [15].

Fig 2.10T allow s people to be connected the component environment

3-Applications of IOTs

IoT provide a suitable environment to interconnect and communicate objects, in addition to
enabling various applications in various domains. Application domain could be majorly divided
into 3 categories according to their aim [5], [12]: society, environment and industry.

A few of industry IoT applications in industry are the supply chain management [16],
transportation and logistics [17], aviation, automotive, and aerospace. A few of the society IoT
applications are the medical technology, telecommunications [18], home and office, smart
buildings, healthcare, [19], ticketing, entertainment and media. A few of the IoT environment
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applications are breeding and agriculture [20], [20], environmental monitoring, disaster alerting
and recycling. _
Gascon and Asin [22] provided fifty-four application domains under 12 categories: Electronic-
health, logistics, smart water, smart animal farming, retail, smart metering, smart cities,
domestic and home automation, emergencies and security, smart environment, smart agriculture
and industrial control.

4-Advantages and Drawbacks of IoT

ToT utilize the data in continuous flow, it involves billions of sensors and various devices that are
used for the purpose of facilitating our daily life with various areas and develop business
processes. The major advantages of IoT are time (money) saving, continuous monitoring and
data usability. Yet, there are some drawbacks together with the prospects that the system is
providing. Even though the efficiency of IoT has been confirmed, we must tackle the IoT
challenges soon [23]. The drawbacks which are being gradually removed resulting of the
implementing this concept;

1-Complexity

ToT can be considered as an extremely complicated heterogeneous network that consist of
connections among various networks via some communication technologies [24]. Due to the
huge amount of devices connected to the internet, the data collected from IoT sensors will be
extremely large. The existing sensors of systems might not have sufficient storage for keeping all
the data [23]. The amount of data which is going to be taken from billions of objects connected
to the system is going to increase unbelievably and such large data processing is going to be very
complicated task.

2- Security and Privacy

The system operates on extremely large network system which will result in encountering certain
cyber security risks. The major IoT security issues are shown in Fig. 3. Due to the increase in the
connected devices, huge amounts of personal information will be gathered and stored via IoT,
such data is considered as a main focus for cyber criminals and hackers [25]. There are various
way for attacking an IoT system such as having access to personal information, push erroneous
data in the network and to disable the availability of the network [26]. Even though that few
projects were created for privacy and security of IoT, dependable security protection approach is
still a requirement for data privacy, confidentiality and trust [24]. Thus, effective privacy,
security and trust models appropriate for the applications of IoT must be defined, functional
solutions (firewalls, intrusion prevention systems) must be developed for the purpose of ensuring
the security and privacy of customers due to the fact that the acceptance and the run-up regarding
loT depends on protecting the privacy of users.
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Fig 3. Security Challenges of IoT [27]
3- Convenience
This is another challenge related to IoT. Due to the fact that loT is now in the initial stage of
concept and progress, there are no convenience standards related to individual management,
exchange and capture, labeling, special software, monitoring equipment, providing data
definition and end-to-end security. [28][ 29] [30]. Recently, some standardization activities
concentrated tag-based technologies were applied and such standardization activities on sensor
and RFID [31].
S-Biomterics
Biometrics are indicating the authentication or identification regarding individuals depending on
specific distinctive characteristics or features. Biometric identifiers can be defined as measurable
and unique features which are utilized for describing and labeling individuals [32]. Biometric
identifiers have 2 main categories, which are behavioral and physiological characteristics [33].
DNA, fingerprints, and Iris, belong to the physiological characteristics while rhythm of typing,
voice, and gait belong to the behavioral characteristics.

Fingerprint Hand Iris Face DNA

1 7T ¥ -3

Physiological

Behavioral

| l"”__' -

Keystroke Signature Voice i

Fig 4. Types of Biometrics [3]
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A. Fingerprints: Patterns related to valleys as well as the friction ridges on the fingertips of
individuals are distinctive. In the past several decades, law enforcement classified and
determined the identities through matching the key points which are related to bifurcations as
well as ridge endings. The fingerprints are considered to be distinctive with regard to each one of
the individual’s fingers (even identical twins). With regard to the biometric technology, the
devices which are used for finger print recognition (laptop and desktop) are majorly provided
through various vendors at low costs. By using such devices, the user will not be required to type
the password, yet just a touch will offer instant access.

B. Facial Image: Individual’s identification through facial images could be achieved in various
approaches like when capturing face’s image in visible spectrum with the use of optical cameras
or through the use of infrared patterns that are related to the facial heat emission. Typically, the
facial recognition in the visible light will be modeling the key features from facial image’s
central portion. With the use of wide assortment of cameras, systems of visible light will be
extracting features from the captured image which don’t alter with the time, whereas keep away
from the superficial features like hair or facial expression. Many methods exist to model the
facial images in visible spectrum such as multi-resolution analysis, Neural Networks (NNs),
Principal Component Analysis (PCA), Local Feature Analysis, and elastic graph theory. The
main advantages related to facial recognition are that it is considered to be hands-free, non-
intrusive, as well as accepted via a lot of users and continuous.

C. Hand recognition: Such approaches related to the personal authentications are established
effectively. Hand recognition was provided for more than two decades. For achieving personal
authentication, the system might be measuring the physical characteristics that are related to the
hands or the fingers. Such characteristics consist of surface area, width, length, as well as the
thickness of hands.

D. Iris recognition: Such approach of recognition utilizes the eye’s iris that is considered to be
the colored area which is surrounding pupil. The patterns of iris are distinctive. Since they are
acquired via video-based image acquisition systems. The devices of iris scan were utilized in for
many years in personal authentication application. The systems which depends on the iris
recognition have been considerably reduced in costs and this might continue. Such approach
works effectively in verification (1:1) as well as in the identification (1: N) modes (with regard to
systems achieving one-to-many searches in data-base). The present systems could be applied
with the existence of contact lenses and eye-glasses. Such approach isn’t intrusive. It doesn’t
need physical contacts with scanners. This technology wad indicated for working with
individuals from various nationalities and ethnic groups.
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E. Retina Scan: Human retina can be specified as thin tissue which is composed of the neural
cells which are found in eye’s posterior. Due to the complicated structures related to capillaries
which are supplying blood to retina, retina is unique for each individual. The network related to
the retina’s blood vessels is very complicated in a way that even the identical twins are not
sharing the same pattern. Even though that the retinal patterns could be changed in the conditions
of cataracts, glaucoma, diabetes, and retinal degenerative disorders, retina mainly remain
unmodified through the whole life of humans. Because of its un-changing and distinctive nature,
retina is defined as the major reliable and accurate biometric. Advocates regarding the retinal
scanning have indicated that it is very precise that its error rate might be assessed to be just one
in a million.

F. Signature recognition: The systems of biometric signature recognition might be measuring
and analyzing the signing’s physical activity, like speed, applied pressure, and stroke order. Also,
certain systems could be comparing the signature’s visual images, yet the basis regarding the
system of signature biometric is considered to be behavioral, 1.e. the way it is signed instead of
visual, i.e. signature’s image. The major advantages regarding the systems of signature
biometrics: 1. Whereas there is simplicity in copying the image’s signature, mimicking the
signing’s behavior is very complicated; 2. Low False Acceptance Rates (FAR); 3. Individuals are
signing the documents; thus, the systems of signature recognition aren’t seen as invasive.

G. Speech or voice recognition: Speech or voice recognition is defined as the capability of
program of machine in receiving and interpreting dictations, or understanding and carrying out
spoken commands. Also, voice is considered to be physiological feature due to the fact that all
humans have distinctive pitch, yet the voice recognition majorly depends on studying the way of
speaking, typically specified as behavioral.

5.1 Role biometrics in IOT

The biometric authentications can be defined as logical, conclusive approach for improving the
identity of person, since the passwords might be replicated, while fingerprints cannot be
replicated. The users are getting more contented and used to with on-device biometrics. Most
recent Samsung and Apple mobile phones, in addition to various novel laptops and desktops,
consist of embedded biometric sensors. In the case of authentication to smart cars or smart locks
smart lock, it is essential that the authentication process occur on smart device instead of the end
of user. Malwares could be utilized for spoofing the identify of authenticated users as well as
unblocking smart nodes with no suitable credentials. Authentication can be majorly be splitting
across the lock and the mobile device of user in the case when the validation ability has beén
directly embedded to smart locks. Secure locks will be stand-alone biometric validation servers,
also they might not be authenticated remotely with no trusted biometric devices. The mobile
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devices with the embedded biometric sensors are evolving the way that individuals are
authenticating to their every-day services, such as banking, e-mails, social media, and currently
physical access. IoT has advanced the way we are communicating and interacting the world. IoT
is evolving with about all the security pitfalls related to life advantages and work. A lot of
devices are exposed to hacking, and when securing mission critical applications, intellectual
properties, financial institutions, enterprises, and agencies of governments cannot take risks. Old
forms related to the authentication of users have no ability for combatting the developed and
advanced security threats. Developments in the technology of biometrics allowed such
authentication approach to be embedded in daily-used mobile devices. It can be considered as
scalable solution which allow all types and sizes of organizations to be ahead cyber attackers.
Below, a listing will be provided regarding everything about loTs and biometric systems.
5.2 APPLICATIONS
Encryption and security standards, as well as the biometric attendance systems have been used in
different fields. Creating excellent rendering regarding such “secure systems” is considered to be
extremely revolutionized IoT technology which facilitate effective assurance regarding the use of
maximum-security standards.
A. Electronic-Payments and Banking: Payment solutions via mobile or online modes, Electronic-
Trading facilities, Block chain Systems, and so on.
B. Corporate and Enterprise levels: Facilitating the Access of authorized employees (remotely or
directly).
C. Tndividual User Levels: The feature of ToT in the smart solutions for personal belongings,
cars, home, and so on.
D. Healthcare Organizations: Simple retrieving and of corresponding data of users to have
effective analysis regarding the statistics of health.
5.3 Benefits and Drawbacks of biometrics
Benefits
1- Password-less with using biometric security systems based on IoT. There is no need for
typing awkward password or remembering it.
2- More effective proofing against current breaches of security breaches via the multi-layer
security levels.
3- Active monitoring facilities help in implementing and improvising solutions of security
for each hour.
4- Being compatible to different devices and platforms create extremely significant
responses from client’s end
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S- Various standards of security are created for various purposes with the use of
personalized biometric security features.
6- Simply validating the obtained biometric data.
7- One stop solution regarding all necessities, same biometric information could be also
utilized for other security applications.
8- The modular segregation which is related to biometric systems from core operations, for
distinguishing the malwares from posing possible risk to mainstream functionalities.
9- The authentication can be achieved at smart devices. Modularity smart devices and the
mobile of user offer more effective de-centralization regarding the factors of security.
10-The biometric systems which are based on IoT could be utilized to authenticate the
presence of a user, Therefore, extra effective approach for proving the location record of
the individual.
11-More effective feasibility of implementation is provided via the full-time support
assistance.
12- It is complicated to replicate the biometric data’s mapping, therefore it more utilized in
comparison to conventional passwords.
13-Decrease the time complexity to a moderately large extent.
Drawbacks
1- Single failure which might occur in specific module might produce deactivation’s chain
reaction, if in the case when suitable modularity isn’t implemented.
2- Inappropriate functioning regarding the software corruptions or authenticating devices might
create open path with regard to the breaches of security.
3- Improper knowledge regarding the functionality of biometric systems which are based on IoT
might result in possible risks for the important data.
4-1oT is currently parcel and part of our life, also it took things to the digital levels with steps in
the right direction. From the user’s perspective, straightforward facilitation that is related to the
security systems through IoT has efficiently decreases the possibility of threats. Furthermore,
with the better manageability options on their certain devices as well as the customized
authentication processes for same, things from simple to very confidential status could simply be
closely monitored for improved standards of security through IoT.
6-Conclusion
In this research summary study on modern technology IOT showed a research study that pertains
to IOT. IOT technology has changed dramatically in everyday life for all. In this research we
have discussed many IOT applications in real life and in the future, and we have identified many
of the benefits of disadvantages. [0T’s Biometrics won’t just be unlocking e-mail accounts, bank
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apps, yet also homes, cars, and so on. This study has estimated biometric sensors that involve
premise security entry consoles and work time management, is going to be at minimum five-
hundred million loT connections in the next years. As the advances in IoT and using biometrics,
there is going to be infinite applications providing security and reliability in various industries
like: health-care, automotive industries, smart homes, etc. that is going to be just limited through
the imagination of humans. We may hope that this brief study will be useful and which helps
many researchers to understand and know the many possibilities that biometric technology offers
in the Internet of things and what are the basic things to be addressed.
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