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fully connected classifier with dropout regularization is then
used to classify the video as real or fake. We evaluated our
method on the DFDC dataset and got 95% accuracy and
0.81 AUC. Our framework not only uses transfer learning
to reduce the need for large amount of training data but also
computational efficiency, so it’s suitable for large scale
deep fake detection.

I. INTRODUCTION

A fake video is a video that has been digitally created or altered to show content that is not real.
This includes videos where a person’s image is changed or replaced using deep learning algorithms,
often to look like someone else or create completely made-up situations. Videos that have been edited
or manipulated by splicing, filtering or other video editing techniques to change the original content’s
context or meaning. Videos made entirely of computer graphics that, if done well, could pass as real
video. Because deepfakes can spread misinformation, sway public opinion and invade personal privacy,
they are a big problem. The research community is facing a special challenge with deepfakes because
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of how fast the technology is advancing. Deepfakes are different from regular video forgeries in that
they have minute artifacts and temporal irregularities that are often invisible to the human eye. This
requires creating advanced detection algorithms that can detect even the slightest changes in
spatiotemporal patterns. Even with great progress, current detection methods often struggle to generalize
to other types of manipulations and are still vulnerable to attacks [1]-[4].

Deep fake video detection is a new field that uses deep learning and Al to detect videos that have
been modified. Since these videos, created by complex algorithms like GANs, can mimic real people
and events so well it’s hard to tell real from fake information. The methods used by researchers in this
field can range from traditional feature based to end-to-end deep learning models. Modern methods use
deep neural networks to automatically learn from large datasets while traditional methods rely on hand
crafted features such as anomalies in motion patterns, inconsistent face landmarks and abnormal
lighting. Since videos have an extra temporal component, to detect fakes you need to look at both the
consistency of individual frames over time and their individuality. Hybrid methods that combine
temporal analysis with spatial feature extraction have been explored recently. Both temporal
irregularities between frames and visual signals in individual frames have been designed to be captured
by these methods [5]-[8].

Spatial features refer to visual patterns or characteristics extracted from individual frames in a video
or image dataset that capture information about the structure, texture, edges, colors and local/global
relationships between pixels in a 2D spatial domain. Regardless of the temporal (time based)
information, these are important for analyzing the content of individual frames. Spatial features are
important for computer vision and deepfake detection because they give an accurate representation of
what an image looks like at a particular time. These were previously obtained through handcrafted
methods such as edge detectors, local binary patterns, histograms of oriented gradients and scale
invariant feature transform (SIFT). Deep network models have become the go to method for spatial
feature extraction in recent years because they can learn complex structure from data. Small
inconsistencies in illumination, color distribution or texture anomalies are examples of small artifacts
that can be detected by looking at spatial features. Along with temporal analysis these give deepfake
detection techniques overall better performance by giving frame level data and how that data changes
over time [9]-[13].

Temporal features capture the change of visual information over time, versus spatial features which
capture the static quality of individual frames, like texture, color, borders. When working with sequential
data, temporal features are key especially when dealing with video and dynamic scenes. They give a
more detailed and richer interpretation of images by giving insight into motion dynamics, temporal
coherence and the flow of events. Temporal features are often extracted using frame-to-frame variation
techniques. These have led to big improvements in temporal analysis tasks as they combine local motion
dynamics with global sequence level context. So, understanding temporal features is important for
understanding motion and dynamics in movies and building robust and reliable video analysis
algorithms [14]-[18].

The visual geometry group at Oxford University created the deep model VGG16. The model has
16 layers, convolutional and fully connected, hence the 16 in the name. In the “pretrained VGG16
model” we mean this architecture has been trained on a large image dataset, often ImageNet, which has
millions of images and 1000 classes. The pretrained VGG16 model performs well on many image
analysis tasks because of its good feature extraction and transfer learning capabilities. VGG16 is known
for its simple and consistent architecture, easy to understand and apply. It uses small 3x3 conv filters
throughout the network. You can apply it to many computer vision tasks because it learns a hierarchy
of visual cues, from simple edges in early layers to more complex patterns in deeper layers. You can use
the rich feature representations ImageNet has learned for you by using the pretrained weights instead of

training the model from scratch on your own dataset. Tasks with little training data benefit a lot from
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this. It’s a base for many transfer learning applications in computer vision, like deep fake detection, and
is used a lot for object detection and image classification [19]-[23].

This paper contribution a new hybrid approach that combines a pre-trained deep model with
temporal aggregation. Specifically, it uses a pre-trained VGG16 to extract spatial features from
individual video frames and then aggregate them over time. Together these features allow the system to
capture the temporal dynamics and fine-grained visual information to tell real videos from deepfakes.
Also, it converts a variable length video sequence into a fixed dimensional feature vector by doing global
average pooling at spatial and temporal level. Besides making learning and classification more effective,
this simplified representation also makes the system scalable and suitable for large dataset like DFDC.
Moreover, the method uses a powerful pipeline for frame extraction and preprocessing which includes
face detection, scaling and normalization. By focusing on the most important regions (like faces) this
pipeline improves the features extraction and strengthen the detection against video artifacts.

Because deepfakes use deep learning to alter identities, lip movements and facial emotions in
videos, they are a serious threat to digital media. Current methods use complex temporal modeling or
hybrid architectures but often require a lot of computational resources and big datasets. Many methods
struggle to find a balance between accuracy and efficiency especially when dealing with variable length
video sequences. To overcome these challenges we propose a simple yet effective hybrid system that
combines temporal aggregation to detect inconsistencies in deepfakes with transfer learning for spatial
feature extraction. We want to make it deployable on large datasets like DFDC and achieve robust
detection with low computational overhead.

Il. RELATED WORK

In 2023 O. S. A. Aboosh et al. [24] proposed hybrid deep learning models for detecting fake videos.
This is part of the wider effort to tackle video counterfeiting. Hybrid deep learning models that combine
recurrent neural networks (RNN) and convolutional neural networks (CNN) are used to detect fake
videos. Video classification was done by training simpleRNN and Gated Recurrent Unit (GRU) models
using facial features extracted from the frames using inceptionVV3 model. The proposed models were
evaluated using deepfake detection challenge (DFDC) dataset. SimpleRNN and GRU both have 98.5%
and 98.9% detection accuracy respectively. The models’ AUC is 0.979 and 0.986. Fusing the advantages
of multiple architectures can give great accuracy and robustness but they can be computationally
expensive and require huge resources for real-time processing and training.

In 2023 A. Jellali et al. [25] proposed an approach that combines CNN with Haar cascade
classifiers. First facial regions are detected and extracted from video frames using Haar cascades. A
CNN then processes these facial photos to classify them as real or fake. Using DFDC dataset they were
able to make 91 out of 100 videos correct. The accuracy of the binary classification into true or fake
faces was almost 99%. In summary the approach classified facial photos well. But future work should
consider overfitting.

In 2023 F. Mira [26] proposed a method to detect deepfakes which uses long short-term memory
and convolutional neural networks to distinguish between real and fake video frames. it uses YOLO
face detector to detect facial video frames, processes them using CNN and then classifies them using
XGBoost. The suggested methods like YOLO-CNN-XGBoost and CNN with LSTM are new ways to
improve detection accuracy. The suggested methods may not be reproducible and applicable as there is
no experimental validation and information about the dataset.

In 2024 N. Nibras et al. [27] proposed to use algorithms that will give the most accurate and fastest
results to detect fake videos. To extract facial features from video frames, use Inception\VV3 model. Two
types of recurrent neural network—Simple Recurrent Neural Networks (SimpleRNN) and Gated
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Recurrent Units (GRU)—are then trained with these features. The goal is to represent the temporal and
spatial irregularities in fake videos. the method will be to upload a video to the web application then it
will be passed through several machine learning approaches including feature extraction, classification
and filtering. After the process is done the output will show if the video is real or not. For sequence
length 10, 20 and 40 our model gave accuracy of 83.456%, 87.349% and 88.965% respectively. For
sequence length 40 the highest accuracy was achieved. The model can capture irregularities in both
space and time domain by combining RNNSs for temporal analysis with InceptionV3 for spatial feature
extraction. But combining deep learning models will result to higher computational complexity. There
are concerns with the model's generalizability because its performance on unknown data or different
type of fake videos is not covered.

In 2024 K. Vyshegorodtsev et al. [28] tackled the growing problem of video deepfakes. The model
was designed to work on videos with multiple faces which is common in real world scenarios like online
meetings. To improve detection accuracy, they proposed a novel approach that uses geometric-fakeness
features (GFF). Temporal discrepancies between frames are captured by these features. After processing
these temporal patterns, a deep learning model is trained to make a final deepfake prediction. This works
well for videos with multiple faces like those from internet video conferencing. Many experiments were
performed on well-known datasets like FaceForensics++, DFDC, Celeb-DF, and WildDeepFake.
According to the results the proposed method outperformed the state-of-the-art methods. On the DFDC
dataset it got 0.98 accuracy and 0.91 f-score. The focus on temporal anomalies in GFF allows to detect
small deepfakes that are ignored by methods that only look at individual frames. However, there is
additional computational cost to extract GFF and process temporal patterns which can be a problem for
real-time applications.

In 2024 M. Liao et al. [29] proposed a two-stage feature extraction framework to improve the
feature representation over single-branch methods. The framework consisted of a frequency domain
feature extraction branch and a spatial domain feature extraction branch based on EfficientNet. The
collected features are then combined with the Transformer’s encoder structure and cross-attention
mechanism to simulate feature correlations across global regions. The detection accuracies for
Deepfake, Face2Face and NeuralTextures forged images are 83.5%, 70.25%, and 78.5%, respectively.
uses Transformer architecture and advanced feature extraction methods to get high accuracy on various
forged image formats while facing the problem of amount of data and computing.

In 2025 E. Tchaptchet et al. [30] presented a way to detect deepfakes by analyzing iris of the eyes.
You can visualize the biological features of the iris by applying a gradient map to the iris. They suggest
that you can differentiate between real and modified content by looking at specific iris features such as
size, shape and reflection patterns. Using the Flickr-Faces-HQ (FFHQ) dataset and StyleGANZ2 images
they showed that this algorithm achieved a great detection accuracy of 0.979 and sensitivity of 0.921.
Compared to methods that analyze the whole face, focusing on specific iris features may reduce the
complexity. But focusing only on the iris may miss other face irregularities present in deepfakes.

1. METHODOLOGY

This section introduces the proposed method with an algorithm and block diagram for deep fake video
detection based on spatiotemporal analysis combining spatial and temporal features.

The proposed method detects deep fake videos by combining spatial and temporal analysis using a
pre-trained VGG16 model on the DFDC dataset (DeepFake Detection Challenge). First, frame
extraction and preprocessing. A certain number of frames (e.g. 16 frames per video) are sampled for
each video. Then normalization and downsize each frame to a lower resolution 64 X 64, then face
detection to focus on the region of interest.
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Then extract spatial features from each video frame using pre-trained VGG16 model. Deep spatial
information of each frame including textures, edges and other visual patterns are extracted by this
model. Equation (1) represents extracting spatial features for each frame I,.Where R is the set of real
numbers. H, W, and C represent, respectively, tensor shape height, width and depth.

F; = fvgg16(l,) € RH*WxC (1)

After that, global average pooling on every frame as shown in Equation (2). Then global average
pooling on temporal features along the time dimension. So, the whole video is represented by a single
fixed dimension vector. Aggregate the frame level features as shown in Equation (3), Where N
represents the number of frames.

S, = GAP(F,) € R® (2)

V=1/N Y1 S €RC 3)

Finally, a fully connected classifier with dropout regularization receives the aggregated video level
information and produces a binary prediction of real or fake video. Binary crossentropy loss is used to
train the model and class weighting is used to address class imbalance. Accuracy and AUC is used to
evaluate the performance. Equation (4) represents classification, whereas o is sigmoid function, b is
bias and W are learnable weights.

y=0c (W'v +b) (4)

To produce a powerful video level representation this combines temporal aggregation with the
spatial feature extraction capabilities of a pre-trained VGG16 model. This representation is then used
by the classifier to decide if the input video is real or a deepfake. When frame extraction, spatial
analysis and temporal aggregation is combined a full system for deepfake video detection is produced.
The advantages of their method, memory efficiency with smaller frame sizes, variable frame duration
with pooling and transfer learning with VGG16. Fig. 1 illustrates the block diagram of the proposed

method.
Input ] ; Spatial Feature
Frame Extraction Preprocessin ¢
Video —> —> P g > Extraction —‘
L Temporal Classification Prediction Real
Aggregation > or Fake Video

Fic.1. BLOCK DIAGRAM oF THE PROPOSED METHOD.

Algorithm below is the proposed method for deep fake video detection based on spatiotemporal
analysis.
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Input: Video file.

Output: Prediction labels (0) real, (1) fake.

Process:

Step 1: Load video and DFDC dataset.

Step 2: For each video.

Step 3: Extract frames.

Step 4: For each frame:

Step 4.1: Preprocessing by apply resize, normalize and face detection.

Step 4.2: Extract spatial features by VGG16 model.

Step 4.3: Use global average pooling to get a fixed-length feature vector for every frame.

Step 4.4: Sequence feature vector of frame-level.

Step 5: Aggregate the sequence over the temporal dimension utilizing global average
pooling.

Step 6: Represent video level by single vector of fixed dimensions.

Step 7: Classification using sigmoid layers for binary classification after fully connected
layers.

Step 8: Apply prediction 1 if prediction > 0.5 else 0.

Step 9: Return prediction (0) real, (1) fake.

Step 10: End.

IV. RESULTS and DISCUSSION

This section shows the experimental results of the proposed method. The accuracy and AUC
measures are used to evaluate the proposed deepfake detection method.
AUC stands for Area Under the Receiver Operating Characteristic (ROC) Curve. These metric
measures how well binary classification models can separate the two classes at all thresholds. An AUC
of 1.0 is perfect discrimination, 0.5 is no discriminative power.
The DFDC dataset (DeepFake Detection Challenge) is a large video dataset created for the deepfake
detection problem. It has a large and hard dataset to train models to detect manipulated videos. It’s a
benchmark to measure how well algorithms can tell real vs fake videos. There are over 3,000 identities
and almost 100,000 videos. Videos are high quality (1080p) and 30fps. Changing the faces of the
actors is the main purpose of deepfakes.
The proposed method detects deep fake videos by combining spatial and temporal analysis using a
pre-trained VGG16 model on the DFDC dataset that gives above 95% accuracy and AUC 0.81. Fig. 2
shows the AUC-ROC curve of the proposed method.
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Table 1 illustrate the comparison of the different video deep fake detection methods to the
proposed method, focusing on the methodology, datasets and accuracy of each method.

TABLE I. COMPARISON OF VARIOUS VIDEO DEEP FAKE DETECTION METHODS ON THE
METHODOLOGY, DATASETS AND ACCURACY

Reference Methodology Dataset Accuracy
Used hybrid deep learning models that SimpleRNN and GRU both have
[24] combine RNNand CNN to detect fake DFDC dataset. 98.5% and 98.9% detection
videos. accuracy respectively.

. . The accuracy of the binary
[25] combines CNN with Haar cascade DFDC dataset. classification into true or fake

classifiers. faces was almost 99%.
uses LSTM and CNN to distinguish

2 .
[26] between real and fake video frames. E— —
Used both space and time domain by For sequence length 10, 20 and 40
27] combining RNNs for temporal analysis our model gave accuracy of
with InceptionV3 for spatial feature E— 83.456%, 87.349% and 88.965%
extraction. respectively.
Used geometric-fakeness features.
After processing these temporal FaceForensics++, .
. . On the DFDC dataset it got 0.98
[28] patterns, a deep learning model is ~ DFDC, Celeb-DF, and ACCUraC g
trained to make a final deepfake ~ WildDeepFake datasets. Y.
prediction.
Used Transformer architecture and The detection accuracies for
. Deepfake, Face2Face and
advanced feature extraction methods .
[29] that consisted of a frequency and a - NeuralTextures forged images are
. duency 83.5%, 70.25%, and 78.5%,
spatial domain. .
respectively.
Used biological features of the iris b . .
[30] - ir110 Zger: dient map to the iris tg FFHQ dataset and Achieved a great detection
pplying a g P StyleGAN2 images. accuracy of 0.979.

detect deepfakes.

Used hybrid approach that combines a
The proposed method pre-trained deep model with temporal DFDC dataset.
aggregation.

Achieved an accuracy of 95% and
0.81 AUC.

As indicated in the table above, which illustrates of various video deep fake detection methods,
they are all diverse in terms of methodology, datasets and accuracy. Each has different approaches,
showing the many ways to do deepfakes. To capture the spatial and sequential properties of deepfakes,
methods use Convolutional Neural Networks (CNNs) with Recurrent Neural Networks (RNNSs) or
Long Short-Term Memory (LSTM) networks. For example, [24] uses a CNN-RNN hybrid deep
learning model (SimpleRNN and GRU) and gets 98.5% and 98.9% respectively. Similar to this, [26]
processes video frames with CNN-LSTM and highlights the importance of temporal consistency in
deepfakes. Others have new feature extraction methods. [25] gets 99% with CNN and Haar cascade
classifier. To increase robustness, [27] combines InceptionVV3 with RNN and tests both spatial and
temporal domains. Accuracy increases with sequence length. [29] tries transformer-based architectures
with spatial and frequency domain feature extraction and gets good results for various types of
manipulated images. [28] uses geometric-fakeness features from temporal patterns. A very innovative
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one [30] uses gradient map to analyze iris features to focus on biological traits. With 97.9% detection
accuracy, this shows how well human biometric features can be used.

Many methods use the DFDC dataset, a standard for deepfake detection, so we have a fair
comparison. By testing on multiple datasets: FaceForensics++, DFDC, Celeb-DF, WildDeepFake, [28]
expands the range and generalization ability. [30] uses FFHQ and StyleGAN2 images, so it’s more
focused on generating face images rather than deepfake videos.

Above results show that hybrid methods that combine CNNs and RNNs (or LSTMs) usually
perform well, often above 98%. CNNs with Haar cascade classifiers are used in [25] which has the
highest accuracy of 99%. Geometric-fakeness approach [28] and biological iris-based detection [30]
also have impressive results, so using individual feature extraction with deep learning can greatly
improve deepfake detection. This comparison shows the effectiveness of hybrid deep learning
methods, especially those that combine temporal and spatial information.

V. CONCLUSIONS

In this paper we presented a hybrid deep fake detection method that combines spatial and
temporal analysis by using a pre-trained VGG16 model with global average pooling. By extracting
deep spatial features from individual frames and aggregating them temporally our method captures the
fine grain visual details and the dynamic inconsistencies of deep fakes. Results on the DFDC dataset
show our method achieves high accuracy and robustness. This work shows the potential of using
transfer learning and temporal aggregation to tackle the evolving deep fake challenge. Future work
will focus on improving temporal modeling with advanced attention mechanisms and exploring
additional multimodal cues to generalize across different deep fake methods.
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