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Abstract:

This research deals with the topic of job secrecy as one of the basic duties of a public
employee, as it aims to protect sensitive information that employees access during the
performance of their jobs, and this duty is a legal and ethical necessity to preserve the
public interest and ensure trust in government agencies. The first chapter reviewed the
concept of job secrecy and its legal basis, explaining its importance in ensuring the
confidentiality of information and maintaining job stability. The second chapter dealt
with the legal provisions regulating job secrecy in national and international legislation,
focusing on the Iraqi laws that oblige employees to maintain the confidentiality of
information even after the end of their service, while comparing this with international
laws such as the European data protection law (GDPR). In the third chapter, the forms
of violation of functional secrecy, such as information leakage or negligence in keeping
data, and exploiting them for personal gain, along with the criminal penalties arising
from such violations in national and international legislation, are discussed. He also
presented real-life examples of cases of violation of functional secrecy, highlighting the
danger of this phenomenon to national security and public interests. The research
concluded that the current laws suffer from shortcomings in practical application, and
they need to be developed to strengthen compliance with the duty of functional secrecy.
Among the most prominent recommendations are: the development of unified
legislation to address the challenges arising from technical development, enhancing
training and legal awareness of employees, and developing regulatory mechanisms for
data protection. He also recommended increasing penalties for violations related to job
secrecy, and encouraging international cooperation in combating crimes related to
information leakage. This research seeks to contribute to strengthening the culture of
job secrecy and ensuring the protection of job information, by proposing practical and
legislative solutions to improve compliance with this duty and ensure the stability of
institutions and the confidence of society in them

Keywords: Job secrecy, confidential information, legal legislation, criminal sanctions,

data leak, public employee.
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