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Abstract: 

              Steganography is a hiding information which is the science and art of secret 

communication. It allows the transmission of confidential information and the 

concealment of the presence of the message itself in content such as video, audio or 

image to protect the information sent from intruders and unwanted recipients. In the 

past decade, a variety of researches have been conducted on schematics of 

steganography in both the spatial and transformation domain. 

In this research, an image of steganography system that hides medical image and secret 

key inside another color cover image was proposed using a combination of Discrete 

Wavelet Transform Technique (DWT) , Particle Swarm optimization , and chaotic 

theory.  

       proposed PSO using DWT algorithm  to find optimal key that can be used to hide 

image with multi objective optimization. In this method, PSNR81.8721 and IF can be 

getting., -2.1850e-08 

Both the second and third proposed methods are based on cipher  , but the second 

method uses  ( RGB) and Chaotic using DWT, while the third one uses YCbCr and 

Chaotic using DWT . The last proposed method is implemented based SVD using DWT. 

can be getting PSNR successively  29.54646 ,  29 .349,  24 .575. 

 For comparison, various performance indexes are measured for each method such as :  

PSNR,IF,MSE,SSIM  

Matlab 2018  has been used to implement the proposed algorithm. Based on the  

performance indexes that are  calculated for each method, all the proposed  methods 

achieve a good performance.   Thus, the proposed algorithms achieved the stenographic 

goals that are designed for this purpose. 
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Literature review 

Below are some of the related works listed: 

Shuhui Chen, Zengqiang Chen and  Zhuzhi Yuan,(2008) They suggested to 

use multi dimension Chaotic map as a key generator and cat map for 

permutation,  their method designed to use both stream cipher and block cipher 

in order to produce encrypted video, first they used Logistic map and multi 

dimension system to generate  pseudo-random encryption sequence, and to 

perform the encryption, the DC coefficient and  some AC coefficient are 

selected from the input frame  apply XOR operation between those coefficient 

and the chaotic sequence then using cat map for block cipher as pixel 

permutation. The use of Chaotic system ensure large key space and block cipher 

reduces the likelihood of the known plain text attack [11]. 

Hephzibah Kezia and Gnanou Florence Sudha (2008) in this encryption 

method, Logistic and Lorenz Chaotic systems are used in the key generation 

process. In this method each frame has its own key. Logistic map used to 

generate Chaotic sequence in iterative for each iterative the results of the 

Logistic map added to one of the Lorenz system parameters this operation used 

to generate key for each frame and can improve the Chaotic sequence that 

produced from this system. To generate key sequence, they applied 4th Runge-

Kutta and Lorenz system equation to get Chaotic sequence which used for 

encryption. The forthcoming video sequence is first divided into frames. for 

each frame a unique key is generated, based on the changing one of control 

parameters or initial values of the Lorenz system. Video frame is divided into 

blocks. The size of the blocks is chosen to be (8* 8). The block positions are 

changed according to the Chaotic key sequence. The experimental results show 

that the algorithm has high security with significant key sensitivity and large 

enough key space [12]. 

Nitin, et al. (2014)[8 ]  presented a novel image steganography method that 

was done based on LSB and DCT coefficients that provide randomly scattered 
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bits embedding directly inside the cover image. At first, the Discrete Cosine 

Transform (DCT) was applied on the cover image and then the secret image 

was hidden in LSB of the cover image in random locations based on an 

embedding threshold value. Then, the randomized pixel locations that are used 

to embed secret information were found using DCT coefficients. The whole 

performance evaluation of the algorithm showed an improvement on both the 

security and the invisibility of stego image. 

Chaos Theory 

Chaotic systems have widely attracted the researchers in the field of computer 

security. Due to the properties of the chaotic systems that can be exploit in 

encryption techniques. Combining Chaotic systems with encryption algorithms 

becomes very interesting subject because of the characteristic that chaotic 

system over which make those systems suitable to be use in digital encryption 

[45].  

Many challenges in the traditional encryption were the motivation for exploring 

the chaotic based encryption. With the development of chaotic encryption 

systems, they become used in wide range of applications and fields such as 

military communication and private data encryption [46]. 

The original development fields of Chaos theory were mathematics and physics. 

Chaos is a kind of complex dynamic systems and produced from nonlinear 

continuous systems or discrete systems. Chaotic systems are extremely sensitive 

to the initial conditions and also highly sensitive to the parameters of the 

discrete or continues chaotic systems with pseudo randomize property, such 

properties are suitable to be used for encryption [47]. 

Proposed method 

The proposed algorithm is based on chaotic algorithm by process by scattering 

the image pixels 

3.3.1Embedding process  

The embedding process can be applied as follows: 
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1st step: Divide the image into color layers (Red, Green, and Blue). 

2nd step: Apply DWT for each color of the input image and the Approximate, 

Horizontal, Diagonal and Vertical sub bands are obtained  

3rd step: DCT is applied for each sub band that obtained in the 2nd step 

DCT(I ,j ) = 
2

𝑁
 C(i) C(j) ∑ ∑ 𝑝𝑖𝑥𝑒𝑙(𝑥, 𝑦)𝑁−1

𝑌=0

𝑁−1

𝑋0
   …….(2) 

                Cos[
(2𝑥+1)𝑖𝜋

2𝑁
]cos[

(2𝑦+1𝑗𝜋)

2𝑛
] 

where: 

 • DCT (i,j) represents the value of the DCT at the point of coordinates (i, j) in 

the block of 8x8 pixels. 

 • Pixel (x, y) represents the value of the pixel of coordinates (x, y) in the block 

of the original image of 8x8 pixels 

4th step: in this, the coordinates of pixels will be changed by applying the 

Chaotic on the pixels of images that result from the previous step 

Pixel position transform (changing pixel coordinate) 

This is the  type of digital image encryption processes, which  

is the cipher text generated by changing the pixels positions instead of  

changing its values. It is achieved by implementing a two dimensional  

chaotic map to transfer each pixel position of the plaintext to a new  

position to generate the cipher image. 

The   input   is   number of  row  and  column  

- Suppose  the  initial value  

    c = 4; 

    B = .5; 

   intial _value= 0.15;  

    List(1) = B - c *(intial_value^2);   

-apply the  chaotic   algorithm 

 For  i=  2: row*collum 

Arr(i)= B – C*pixel_Order(i-1).^2;] 
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End 

where: 

C and B is   Parameter 

5th step: Divide the cover image into RED, Green, Blue color layers and apply 

DWT for each layer. 

6th step: a color layer of hidden image will be embedded into its corresponding 

layer of cover image . 

Seventh stage : 

secret text  Selection and Processing Stage: 

At this stage, the previous stages were repeated by adding the secret text 

according to the following steps : 

The secret text is read first, then the letters are converted to ASCII code and 

ASCII is converted to binary. After which they are stored in lists. 

After completing the above process, the length of the text is calculated, and the 

length of the strings is entered at the beginning of the list. Then the DWT and 

the chaotic process of scattering the text are performed. Finally, the list is stored 

in (LH, HL, HH). 

 

7th step: Inverse DWT is applied on the sub band that result in the previous 

step. The resultant image of the step is called stego image 
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Figure (3.3) Depicting the embedding algorithm flow chart of hiding 

secret image and secret text 

3.3.3Extraction Process 

Inputs: Stego image 

Step 1: Read stego image 

Step 2: Divided the stego image into layers of R, G, and B color 

Step 3: Apply the (DWT) to the stego image of get to the four band 

(LL1,HL1,LH1,HH1) 

             [LL,LH,HL,HH] = dwt2(stego image,'haar'); 

Step 4Get three band (HL, LH, LL) which is where the text and the image 

are stored 

Step5 : After restoring all the pixels , now we apply the inverse of the chaos 
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 J(pixel_Order_final)=J; 

J=reshape(J,[r,c]); 

Step 6: Apply   ) IDCT)  

dd = idct2(J); 

Step 7: Apply the (IDWT) to get the  recovered secret image and text 

J=J/0.01;         

     dd=idwt2( dd,[ ], [],[ ],'haar'); 

     Iextract(:,:,i)= dd; 

     Jtext_out=Jtext_out/0.1; 

     Jtext_out=Jtext_out(2:[Jtext_out(1)+2]); 

 

Jtext_out=Jtext_out/0.1; 

      Jtext_out=Jtext_out(2:[Jtext_out(1)+2]); 

      Jtext_out(pixel_Order_final_text)=Jtext_out; 

 Step 8: Apply  ) IDCT) to the 

 Step 9: Apply the (IDWT) to get the  recovered secret image and secret 

text. 

Figure (3.5) depicting the extraction algorithm flow chart of extracting 

secret image and secret text . 
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Figure (3.5) Depicting the extraction algorithm flow chart of extracting secret image 

and secret text . 
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Simulation and Results 

 

Figure (4.3) The test samples that applied to the system by method RGB 

 

Table 4.2:Measurement of Values for 10 Images used RGB. 

Image 

name 

PSNR 

emb 

SNR emb MSE 

emb 

SSIM 

emb 

PSNR 

ext 

SNR 

ext 

MSE 

ext 

SSIM 

Ext 

Image 

(1) 

29.35212 

 

23.94018 

 

75.48637 

 

0.955055 

 

10.65665 

 

4.523517 

 

5590.052 

 

0.765954 

 

Image 

(2) 

29.34617 

 

23.93423 

 

75.58984 

 

0.954995 

 

19.0216 

 

12.40524 

 

814.5543 

 

0.803451 

 

Image 

(3) 

29.34489 

 

23.93298 

 

75.61213 

 

0.954989 

 

17.11331 

 

10.39976 

 

1264.007 

 

0.77903 

 

Image 

(4) 

29.3484 

 

23.93649 

 

75.55102 

 

0.955012 

 

14.94958 

 

8.460354 

 

2080.282 

 

0.844067 

 

Image 

(5) 

29.34631 

 

23.93437 

 

75.58743 

 

0.955008 

 

15.63964 

 

9.098546 

 

1774.665 

 

0.76687 

 

Image 

(6) 

29.35188 

 

23.93998 

 

75.49053 

 

0.955063 

 

17.4428 

 

9.965213 

 

1171.656 

 

0.864034 

 

Image 

(7) 

29.35057 

 

23.93868 

 

75.51324 

 

0.955031 

 

15.43294 

 

8.537013 

 

1861.173 

 

0.776803 

 

Image 

(8) 

29.3443 

 

23.93242 

 

75.6223 

 

0.954982 

 

20.06271 

 

12.79655 

 

640.9278 

 

0.916784 
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Image 

(9) 

29.34924 

 

23.9374 

 

75.53643 

 

0.955006 

 

12.80551 

 

6.135245 

 

3408.23 

 

0.792272 

 

Image 

(10) 

29.34542 

 

23.93347 

 

75.60292 

 

0.954988 

 

20.89576 

 

13.57557 

 

529.0591 

 

0.84133 

 

Image 

(11) 

29.34729 

 

23.9354 

 

75.57031 

 

0.955009 

 

13.73356 

 

6.638647 

 

2752.48 

 

0.712232 

 

Image 

(12) 

29.35153 

 

23.93953 

 

75.49651 

 

0.95503 

 

15.23515 

 

8.711007 

 

1947.893 

 

0.836601 

 

Image 

(13) 

29.34877 

 

23.93687 

 

75.54466 

 

0.955032 

 

14.19222 

 

7.735942 

 

2476.616 

 

0.778461 

 

Image 

(14) 

29.34915 

 

23.93728 

 

75.53792 

 

0.955033 

 

14.98405 

 

8.105726 

 

2063.837 

 

0.845644 

 

Image 

(15) 

29.34084 

 

23.92888 

 

75.68274 

 

0.954946 

 

24.41789 

 

16.42624 

 

235.1208 

 

0.861426 

 

Image 

(16) 

29.34725 

 

23.93544 

 

75.57103 

 

0.955008 

 

16.64502 

 

9.730094 

 

1407.921 

 

0.853021 

 

Image 

(17) 

29.34642 

 

23.93445 

 

75.58541 

 

0.955009 

 

16.88539 

 

10.02656 

 

1332.113 

 

0.772357 

 

Image 

(18) 

29.34713 

 

23.93519 

 

75.5731 

 

0.955014 

 

14.93145 

 

8.316712 

 

2088.985 

 

0.798555 

 

Image 

(19) 

29.34814 

 

23.93617 

 

75.55548 

 

0.955026 

 

12.82592 

 

5.89025 

 

3392.251 

 

0.8177 

 

Image 

(20) 

29.35493 

 

23.94303 

 

75.43753 

 

0.955095 

 

14.87118 

 

7.598428 

 

2118.176 

 

0.787558 

 

Image 

(21) 

29.34552 

 

23.93357 

 

75.60121 

 

0.95498 

 

16.80395 

 

9.921489 

 

1357.331 

 

0.818777 

 

Image 

(22) 

29.34708 

 

23.9352 

 

75.57396 

 

0.954997 

 

20.70914 

 

13.39817 

 

552.2893 

 

0.826623 

 

Image 

(23) 

29.34268 

 

23.93078 

 

75.65067 

 

0.954948 

 

25.70811 

 

17.14509 

 

174.6907 

 

0.940897 

 

Image 

(24) 

29.3465 

 

23.93467 

 

75.58401 

 

0.955011 

 

19.94322 

 

12.83906 

 

658.8067 

 

0.846867 

 

Image 

(25) 

29.34567 

 

23.93376 

 

75.59855 

 

0.955013 

 

13.23766 

 

6.315653 

 

3085.424 

 

0.711116 

 

Image 

(26) 

29.3462 

 

23.93425 

 

75.58925 

 

0.954998 

 

15.64102 

 

9.067912 

 

1774.101 

 

0.803001 

 

Image 

(27) 

29.34718 

 

23.93531 

 

75.57222 

 

0.954996 

 

30.86834 

 

30.86834 

 

53.24107 

 

0.921948 

 

Image 

(28) 

29.34683 

 

23.93493 

 

75.57842 

 

0.955008 

 

24.27439 

 

16.62698 

 

243.0196 

 

0.858852 

 

Image 

(29) 

29.34762 

 

23.93573 

 

75.56453 

 

0.955007 

 

29.8463 

 

21.7955 

 

67.36746 

 

0.904678 

 

Image 

(30) 

29.34701 

 

23.93511 

 

75.57522 

 

0.955015 

 

15.17301 

 

8.847638 

 

1975.966 

 

0.797291 
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Conclusions 

1. The proposed system embedded the secret image in the cover image based on 

Haar DWT, which provided good extracted secret image quality that led to 

increasing in the imperceptibility of the system. 

2. Security analysis demonstrates that the proposed encryption approach has 

large key space, which makes a brute-force attack impracticable, because of 

using chaotic function to generate one-time pad. 
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