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Secret image and text in image-based Chaos Theory
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Abstract:

Steganography is a hiding information which is the science and art of secret
communication. It allows the transmission of confidential information and the
concealment of the presence of the message itself in content such as video, audio or
image to protect the information sent from intruders and unwanted recipients. In the
past decade, a variety of researches have been conducted on schematics of
steganography in both the spatial and transformation domain.

In this research, an image of steganography system that hides medical image and secret
key inside another color cover image was proposed using a combination of Discrete
Wavelet Transform Technique (DWT) , Particle Swarm optimization , and chaotic
theory.

proposed PSO using DWT algorithm to find optimal key that can be used to hide
image with multi objective optimization. In this method, PSNRAY,AVY\ and IF can be
getting., -, A e-+ A
Both the second and third proposed methods are based on cipher , but the second
method uses ( RGB) and Chaotic using DWT, while the third one uses YCbCr and
Chaotic using DWT . The last proposed method is implemented based SVD using DWT.
can be getting PSNR successively Y2.0£¢7¢7 Y4 ved,¥¢ ove,
For comparison, various performance indexes are measured for each method such as :
PSNR,IF,MSE,SSIM
Matlab Y:'A has been used to implement the proposed algorithm. Based on the
performance indexes that are calculated for each method, all the proposed methods
achieve a good performance. Thus, the proposed algorithms achieved the stenographic

goals that are designed for this purpose.
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Literature review

Below are some of the related works listed:

Shuhui Chen, Zengqiang Chen and Zhuzhi Yuan,(¥+ +A) They suggested to
use multi dimension Chaotic map as a key generator and cat map for
permutation, their method designed to use both stream cipher and block cipher
in order to produce encrypted video, first they used Logistic map and multi
dimension system to generate pseudo-random encryption sequence, and to
perform the encryption, the DC coefficient and some AC coefficient are
selected from the input frame apply XOR operation between those coefficient
and the chaotic sequence then using cat map for block cipher as pixel
permutation. The use of Chaotic system ensure large key space and block cipher
reduces the likelihood of the known plain text attack [ V].

Hephzibah Kezia and Gnanou Florence Sudha (Y +A) in this encryption
method, Logistic and Lorenz Chaotic systems are used in the key generation
process. In this method each frame has its own key. Logistic map used to
generate Chaotic sequence in iterative for each iterative the results of the
Logistic map added to one of the Lorenz system parameters this operation used
to generate key for each frame and can improve the Chaotic sequence that
produced from this system. To generate key sequence, they applied ¢th Runge-
Kutta and Lorenz system equation to get Chaotic sequence which used for
encryption. The forthcoming video sequence is first divided into frames. for
each frame a unique key is generated, based on the changing one of control
parameters or initial values of the Lorenz system. Video frame is divided into
blocks. The size of the blocks is chosen to be (A* A). The block positions are
changed according to the Chaotic key sequence. The experimental results show
that the algorithm has high security with significant key sensitivity and large
enough key space [V Y].

Nitin, et al. (Y+Y¢)[A ] presented a novel image steganography method that

was done based on LSB and DCT coefficients that provide randomly scattered
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bits embedding directly inside the cover image. At first, the Discrete Cosine
Transform (DCT) was applied on the cover image and then the secret image
was hidden in LSB of the cover image in random locations based on an
embedding threshold value. Then, the randomized pixel locations that are used
to embed secret information were found using DCT coefficients. The whole
performance evaluation of the algorithm showed an improvement on both the
security and the invisibility of stego image.

Chaos Theory

Chaotic systems have widely attracted the researchers in the field of computer
security. Due to the properties of the chaotic systems that can be exploit in
encryption techniques. Combining Chaotic systems with encryption algorithms
becomes very interesting subject because of the characteristic that chaotic
system over which make those systems suitable to be use in digital encryption
[£°].

Many challenges in the traditional encryption were the motivation for exploring
the chaotic based encryption. With the development of chaotic encryption
systems, they become used in wide range of applications and fields such as
military communication and private data encryption [ £1].

The original development fields of Chaos theory were mathematics and physics.
Chaos 1s a kind of complex dynamic systems and produced from nonlinear
continuous systems or discrete systems. Chaotic systems are extremely sensitive
to the initial conditions and also highly sensitive to the parameters of the
discrete or continues chaotic systems with pseudo randomize property, such
properties are suitable to be used for encryption [¢V].

Proposed method

The proposed algorithm is based on chaotic algorithm by process by scattering
the image pixels

¥,¥,YEmbedding process

The embedding process can be applied as follows:
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Vst step: Divide the image into color layers (Red, Green, and Blue).
vrd step: Apply DWT for each color of the input image and the Approximate,
Horizontal, Diagonal and Vertical sub bands are obtained

¥rd step: DCT is applied for each sub band that obtained in the Y™ step
oy Y e o NS Gy
DCT(1,j ) =+ C(i) CG) X, Z¥= Ypixel(x,y) ....... (Y)

Cos[(*x:\)m]cos[(vwﬂjn)]
N n

where:
* DCT (i,j) represents the value of the DCT at the point of coordinates (i, j) in
the block of AxA pixels.
* Pixel (x, y) represents the value of the pixel of coordinates (x, y) in the block
of the original image of AxA pixels
¢™h step: in this, the coordinates of pixels will be changed by applying the
Chaotic on the pixels of images that result from the previous step
Pixel position transform (changing pixel coordinate)
This is the type of digital image encryption processes, which
is the cipher text generated by changing the pixels positions instead of
changing its values. It is achieved by implementing a two dimensional
chaotic map to transfer each pixel position of the plaintext to a new
position to generate the cipher image.
The input is number of row and column
- Suppose the initial value
c=4;
B=.5;
intial value= 0.15;
List(1) = B - ¢ *(intial_value”2);
-apply the chaotic algorithm
For i= 2: row*collum

Arr(i)= B — C*pixel_Order(i-1)."2;]
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End
where:
C and B 1s Parameter

oth gtep: Divide the cover image into RED, Green, Blue color layers and apply

DWT for each layer.
1t step: a color layer of hidden image will be embedded into its corresponding
layer of cover image .

Seventh stage:

secret text Selection and Processing Stage:

At this stage, the previous stages were repeated by adding the secret text
according to the following steps:

The secret text is read first, then the letters are converted to ASCII code and
ASCII is converted to binary. After which they are stored in lists.

After completing the above process, the length of the text is calculated, and the
length of the strings is entered at the beginning of the list. Then the DWT and

the chaotic process of scattering the text are performed. Finally, the list is stored

in (LH, HL, HH).

Vth step: Inverse DWT is applied on the sub band that result in the previous

step. The resultant image of the step is called stego image
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Read cover image

N

Read secret image

Read secret text

Convert each character to ASCIl in
hiding text

Apply (DWT) for cover image and
secret image

Apply (DCT)for Al and Placeini(J)

Chaotic map. For secret image(J)
and storage in HL,LH,HH

Chaotic map. For secret text (J) and
store in HL,LH,HH

Figure (¥,Y) Depicting the embedding algorithm flow chart of hiding

secret image and secret text
¥,¥,YExtraction Process
Inputs: Stego image
Step ): Read stego image
Step Y: Divided the stego image into layers of R, G, and B color
Step ¥: Apply the (DWT) to the stego image of get to the four band
(LLY,HLY,LHY,HH))
[LL,LH,HL,HH] = dwt2(stego image,'haar’);
Step ¢ Get three band (HL, LH, LL) which is where the text and the image

are stored

Step® : After restoring all the pixels , now we apply the inverse of the chaos

Y¢



Yovo L ¥ oeaa Mg gl )l aasdl Ogalall A€ ddaa

J(pixel _Order_final)=J;
J=reshape(J,[r,c]);
Step 6: Apply(IDCT)
dd =idct2(J);
Step V: Apply the (IDWT) to get the recovered secret image and text
J=J/0.01;
dd=idwe2(dd,[ ], [],[ ],"haar’);
Iextract(:,:,i)= dd;
Jtext out=Jtext out/0.1;
Jtext _out=Jtext out(2:[Jtext out(1)+2]);

Jtext out=Jtext out/0.1;
Jtext out=Jtext out(2:[Jtext out(1)+2]);
Jtext_out(pixel Order_final text)=Jtext out;
Step A: Apply( IDCT) to the
Step 4: Apply the (IDWT) to get the recovered secret image and secret
text.
Figure (¥, °) depicting the extraction algorithm flow chart of extracting

secret image and secret text .
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Stego image

..... i

Get four band

Get ( LH2,HL2,HH2)

Take only the pixel that have been
storied in (J)

Invers chaotic (J)

Apply (IDWT) for (1)

secret image and
secret text

Figure (¥,°) Depicting the extraction algorithm flow chart of extracting secret image

and secret text .
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Simulation and Results

(£

e ¥
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Cover image

Figure (£,Y) The test samples that applied to the system by method RGB

Table ¢,Y:Measurement of Values for '+ Images used RGB.

Image | PSNR SNR emb | MSE SSIM PSNR SNR MSE SSIM
name emb emb emb ext ext ext Ext

Image Ya,vrev\y YY, 3¢ \A | Vo, eATYTY v,400.00 Vo, he1 e g,0Yvo\Y 004.,.0Y v,VYhedog
(@)

Image Ya vreny YV, AreYY | Vo,0AqAN¢ v,40¢44¢ Y4, Y01 VY, g0V AYE,00¢Y AGY e
M

Image Ya vreead YY,AY¥YAA | Vo,n Yy v ,80¢4A8 AR RR A A ya,v44vi YYRE, vV Yvaey
™

Image Ya reAs YY,a¥64 | Vo,000 .Y | +,800.0Y | Y£,4640A | A6 ot | YuALYAY | L AEERY
(*)

Image YA FETWY [ YW, AVEYY | VO,0AVEY | +,400 A | 10,14 | 4, 4A06% | YVVE,NTO | o, VITAY
®)

Image YA FOVAN | YV, AFA4A | Vo, £4.0F | +,400.0YF | \V,E6YA 9,870V VY | YAVY,TeT | o, ATENYE
(@)

Image Ya ve.ov YY,4YATA | Vo,0VYYE v,800.7) Vo,évYate A,oYVaeyy VATV YY GYVRIALY
M

Image Ya reey Yy,avvyey ve,iyYyy ,0¢64AY Yo,eYVY yY,vatee e, 4YVA GLAVYIVAEL
(@)
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Conclusions

. The proposed system embedded the secret image in the cover image based on
Haar DWT, which provided good extracted secret image quality that led to
increasing in the imperceptibility of the system.

. Security analysis demonstrates that the proposed encryption approach has
large key space, which makes a brute-force attack impracticable, because of

using chaotic function to generate one-time pad.
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